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AWS Cloud Ops
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Cloud financial management

Controls
Governance
Agility
PPeople Integration Innovation
rocess Migration ili
Technology aro] &) 0]4d De?/elopment estliency
- Availability
Observability Speed and safety
Compliance Ease of use

Automation & security
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For Security Operation
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Governance and compliance, Inventory and configuration
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Assess, audit,
and evaluate
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Records and
normalizes the
changes into a
consistent format

Rules and
conformance packs
evaluate compliance

Sample conformance
packs to get started:
CIS, CMMC,
FedRAMP, NIST, PClI,
HIPAA, and more

Amazon SNS

CloudWatch

Amazon S3

T
QQ Amazon
s

Access change history and
compliance results using the
console or APIs; Amazon
CloudWatch Events or Amazon
SNS alert you when changes
occur; deliver change history
and snapshot files to your
Amazon S3 bucket for analysis
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AWS Security
Hub controls

o3t 3 Al
AWS Audit
AWS Backup AW_EOC\:A?;UO[ Manager Conformance
policies uardrails resource packs
g assessments

AWS Firewall
Manager — rules

I

1 1 1 I
I

AWS Config rules — Evaluate compliance of resources
(managed, custom, change triggered, periodic)

T

AWS Config recording — Records resource changes (AWS and third-party resources)
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(3" party and on
Premises resources)
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Compliance
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Resoucre check

AWS Config

Dashboard
Conformance packs
Rules

Resources

¥ Aggregators

Conformance packs

Rules

Resources

Authorizations
Advanced queries
Settings

What's new

Documentation [F
Partners [4

FAQs [2

Pricing [4

Inventory Dashboard New

X AWS Config > Resources » i-0a0ff3ee031d01d26

i-0a0ff3ee031d01d26

Resource name
i-0a0ff3ee031d01d26

Resource type
\WS::EC2:Instance

esource ID
i-0a0ff3ee031d01d26

rn:aws:ec2:ap-northeast-2:088985876653:instance/i-

Availability zone

ap-northeast-2a

Created on
November 13, 2023 10:45 AM

Resource Timeline

] [ Manage Resource [2

.medium

Instance state
stopped

Private DNS

ip-10-0-0-124.ap-northeast-2.compute.internal

Private Ips
10.0.0.124

Public DNS

AMI ID
ami-0f0cc846201190547

Platform

Launch time
2023-11-13T01:45:17.000Z

Lifecycle

Monitoring
enabled

aws professional
) services
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Timeline

LA

change check

Events

All times are in Asia/Seoul (UTC+09:00)

November 20, 2023

Start date
2023/11/20

Event type

All event types

14:03:16 =

Configuration change

7 field change(s)

{

JSON diff - 7 field change(s)

From

Configuration.NetworkInterfaces.®: {"association":

{"ipOwnerId": "amazon", "publicDnsName ec2-13-124-89-120.ap-northeast-

2.compute.amazonaws.com”, "publicIp”:"13.124.89.120"}, "attachment™:

{"attachTime":"2023-11-13T01:45:17.000Z" , "attachmentId":"eni-attach-

©@5bd16a91a5a3f826", "deleteOnTermination": true, "deviceIndex":0, "status":"attached", "ne

tworkCardIndex":0}, "description™ "groups": [{"groupName IR-test-hhs-

ForensicInstanceSecurityGroup-A42LO0OFPP5]6", "groupId": "sg-

03dc99e10f88144eb"}], "ipvbAddresses™:

[1, "macAddress":"02:9d:a@:aa:ca:e2", "networkInterfaceld":"eni-

08060ac10a58bfb8d", "ownerId 88985876653", "privateDnsName" : "ip-10-0-0-124.ap-

northeast-2.compute.internal”,"privateIpAddress":"10.0.0.124", "privateIpAddresses":

[{"association":{"ipOwnerId": "amazon", "publicDnsName":"ec2-13-124-89-120.ap-

northeast-

2.compute.amazonaws.com","publicIp":"13.124.89.120"}, "primary" :true, "privateDnsName" :

"ip-10-0-0-124.ap-northeast-

2.compute.internal”,"privateIpAddress”:"10.0.0.124"}], "sourceDestCheck":true, "status”
", "subnetI "subnet-0@c42ec51e9227657d", "vpcId": "vpc-

:"in-use",
063001120900a81a8", "interfaceType":"interface"}

Configuration.S

Configuration.State

Configuration.NetworkInterfaces.1l: {"attachment":
{"attachTime":"2023-11-13T01:45:17.000Z" , "attachmentId":"eni-attach-
@5bd16a91a5a3f826", "deleteOnTermination":true, "deviceIndex":0@, "status"”:"attached", "ne
tworkCardIndex”:0}, "description”:"", "groups":[{"groupName": "IR-test-hhs-
ForensicInstanceSecurityGroup-A42LO0FPP5]6", "groupId":"sg-
©3dc99e10f88144eb"}], "ipvbAddresses™
[1, "macAddress":"02:9d:a@:aa:ca:e2", "networkInterfaceIld":"eni-
08060ac1@a58bfb8d" , "ownerId": "088985876653", "privateDnsName p-10-0-0-124 .ap-
northeast-2.compute.internal”,"privateIpAddress":"10.0.0.124","privateIpAddresses":
[{"primary":true, "privateDnsName" :"ip-10-0-0-124.ap-northeast-

2.compute.internal” rivateIpAddress 10.0.0.124"}], "sourceDestCheck" : true, "status"”
"1 g0 subnet-0@c42ec51e9227657d", "vpcId": "

Configuration.State.Na le: "stopped"

20"

sitionReason:

ser initiated (2023-11-20 05:02:26 GMT)"

"ec2-13-124-89-120@.ap-northeast-2.compute.amazonaws . com"

,"message”:"Client.UserInitiatedShutdown: User
initiated shu

View full record

aws professional
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AWS Config Rules
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GitHub repo: Community sourced rules
Aggregate compliance into a central account

Compliance history
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AWS Config > Rules > Add rule

Step 1 .
Specify rule type Specify rule type

Add rules to define the desired configuration setting of your AWS resources. Customize any of the following rules to suit your needs, or create a custom rule.
Step 2 To create a custom rule, you must create an AWS Lambda function for the rule.

Cinarais securityhub-iam-support-policy-in-use-2fe8df89

Select rule type
Step 3
Review and create Rule details Fai

© Add AWS managed rule O
Customize any of the following rule§ to suit

Description Enabled evaluation mode Detective evaluation trigger type

Checks that the 'AWSSupportAccess' managed policy is attached to * DETECTIVE Periodic: 12 hours
any 1AM user, group, or role.

Last successful detective evaluation Scope of changes

Confi le ARN
onfig rule (© November 20, 2023 3:52 AM B

arn:aws:config:ap-northeast-2:592238680800:config-rule/aws-
service-rule/securityhub.amazonaws.com/config-rule-6xsh03

Parameters

Key Type Value Description

policyARN String arn:aws:iam::aws:policy/AWSSupportAccess An IAM policy ARN to be checked.

policyUsageType String ANY Specify whether you expect the policy to be attached to an IAM user, group or role. Valid values are IAM_USER, IAM_GROUP, IAM_ROLE,

Resources in scope View details Remedial

Noncompliant v < > ©
D Type Status Annotation Compliance
592238680800 Account - - A Noncompliant

aws professional

N services © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.
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Timeline

The resource timeline allows you to view all the configuration items captured over time for a specific resource and the compliance status changes. For accurate reporting on the compliance status, you must record the AWS
Config ResourceCompliance resource type.

General details

Resource ID Resource type Resource name
592238680800 AWS:::Account -
Start date Event e
Events s
All times are in Asia/Seoul (UTC+09:00) 2023/11/20 Now All event types v ‘

= October 19, 2023

15:52:53 | =] Rule compliance 2\ 7 Noncompliant rule(s) 10 rule(s) applied |
15:52:52 | =] Rule compliance A\ 6 Noncompliant rule(s) 8 rule(s) applied |
15:52:52 | =] Rule compliance A\ 5 Noncompliant rule(s) 7 rule(s) applied |
15:52:51 | =] Rule compliance 2\ 3 Noncompliant rule(s) 5 rule(s) applied |

— May 16, 2023

| [E Rule compliance ™ All compliant 1 rule(s) applied |
14:10:15 | [#] Rule compliance A 4 Noncompliant rule(s) 5 rule(s) applied |
14:10:13 | =] Rule compliance 2\ 4 Noncompliant rule(s) 6 rule(s) applied |

aws professional
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AWS Config Rules
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General details

Resource ID Resource type Date Compliance

592238680800 AWS::::Account May 16, 2023 2:10 PM & Compliant

Rules

Rule name Compliance status Amazon resource name

AWSControlTower AWS-GR DETECT CLOUDTRAIL ENABLED ON SHARED ACCOUNTS & Compliant arn:aws:config:ap-northeast-2:592238680800:config-rule/config-rule-uhomsa

JSON diff - 5 field change(s)

From To
{ {

Configuration.configRuleList.1l: {"configRuleArn":"arn:aws:config:ap-northeast-
2:592238680800: config-rule/aws-service-rule/securityhub.amazonaws.com/config-rule-
z@vsOc","configRuleld":"config-rule-z0@vs@c","configRuleName” : "securityhub-ecZ-ebs-
encryption-by-default-3d3cdba3"”, "complianceType™ : "NON_COMPLIANT"}

Configuration.configRuleList.@: {"configRuleArn":"arn:aws:config:ap-northeast-
2:592238680800: config-rule/aws-service-rule/securityhub.amazonaws.com/config-rule-

policy-prevent-reuse-check-c9c@do6f", "complianceType"™ : "NON_COMPLIANT"}

xskqa6", "configRuleld": "config-rule-xskqa6"”, "configRuleName" : "securityhub-root-account-
. o = SladefdalfhEatpt T T T N AN AN R TANT
l Configuration.complianceType: "“NON_COMPLIANT" Configuration.complianceType: "COMPLIANT"
P L PR DI — PR B S < P
2:592238680800: config-rule/aws-service-rule/securityhub.amazonaws.com/config-rule-
aShhsb", "configRuleIld": "config-rule-aShhsb", "configRuleName" : "securityhub-iam-password-

Configuration.configRuleList.2: {"configRuleArn":"arn:aws:config:ap-northeast-
2:592238680800: config-rule/aws-service-rule/securityhub.amazonaws.com/config-rule-
vxuero"”,"configRuleId":"config-rule-vxuero”,"configRuleName": "securityhub-root-account-mfa-
enabled-fdfbfea6","complianceType™ : "NON_COMPLIANT"}

/N N N
o ]
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AWS Config Conformance Pack
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AWS Config Conformance Pack

Step 1
Specify template

Step 2
Specify conformance pack
details

Step3

Review and deploy

AWS Config » Conformance packs » Deploy conformance pack

Specify template
Template details

Conformance pack template
Every conformance pack is based on a template. A template is a YAML file that contains configuration information about AWS accounts and regions where you
want to deploy AWS Config rules and remediation actions.

© Use sample template ’ ‘ O Template is ready

Sample template

Select a sample template

This collection of sample templates will help you get started with conformance packs and quickly build your own template.

Choose sample template A

Q

AWS Control Tower Detective Guardrails

Cancel Next

Operational Best Practices For NIST 800 181

Operational Best Practices For Networking and Content Delivery Services
Operational Best Practices For Security Identity and Compliance Services
Operational Best Practices for 800 53 rev 4

Operational Best Practices for ABS CCIGv2 Material

Operational Best Practices for ABS CCIGv2 Standard

Operational Best Practices for ACSC Essential8

Operational Best Practices for ACSC ISM

Operational Best Practices for Al and ML

Operational Best Practices for API Gateway

Operational Best Practices for APRA CPG 234

Operational Best Practices for AWS Backup

Operational Best Practices for AWS Identity and Access Management
Operational Best Practices for AWS Well Architected Reliability Pillar

Operational Best Practices for AWS Well Architected Security Pillar

Diacs Dunabinas fau

AWS Config » Conformance packs » Deploy conformance pack

Step 1
Specify template

Step 2
Specify conformance pack
details

Step 3
Review and deploy

Specify template
Template details

Conformance pack template
Every conformance pack is based on a template. A template is a YAML file that contains configuration information about AWS accounts and regions where you
want to deploy AWS Config rules and remediation actions.

© Use sample template ‘ ’ O Template is ready

Sample template

Select a sample template
This collection of sample templates will help you get started with conformance packs and quickly build your own template.

Operational Best Practices for KISMS cpack v

Cancel Next

aws professional
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AWS Config Aggregate
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AWS Config Aggregate
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AWS Config Aggregate

AWS Config

Dashboard

Conformance packs

Rules

Resources

Aggregators
Compliance Dashboard New
Conformance packs
Rules
Inventory Dashboard
Resources
Authorizations

Advanced queries

Settings

What's new

Documentation [
Partners [

FAQs [

Pricing &

AWS Config > Aggregators > Resources

Resources

Search multi-account multi-region aggregator resources recorded by AWS Config. To view the details for each resource click the specific resource ID.

Resources

View details

aws-controltower-GuardrailsComplianceAgg... ¥

I Q. Account:|

Account

Account: 592238680800
Account: 822151173718
Account: 420919311495
Account: 868770922179
Account: 774643770299
Account: 391366672259
Account: 921444970065
Account: 834656587780
Account: 100566362651
Account: 997404792226

\ Account: 340247219775
TroTREwY

Resource type

Region

ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2

ap-northeast-2

iRFK IAM Role

RPRX IAM Role

2XMH IAM Role

2GCD IAM Role

RHE6Q IAM Role

JwWv4D IAM Role

XRGZ IAM Role

R

AROAROZRYS5INANQYNJBFY IAM Role
AROAROZRYS5IN4AYHWZ3JDT IAM Role
AROAROZRY5IN54PXWZP26 IAM Role

Account

100566362651
100566362651
100566362651
100566362651
100566362651
100566362651

100566362651

.W

TSI
ap-northeast-2
ap-northeast-2

ap-northeast-2

100566362651

100566362651

100566362651

aws professional
) services
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AWS Config Aggregate
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M8 EH
AWS Config AWS Config > Aggregators > Resources
Resources
Dashboard

Conformance packs

Rules

Resources

¥ Aggregators

Compliance Dashboard New
Conformance packs
Rules
Inventory Dashboar
Resources
Authorizations

Advanced queries

Settings

What's new

Documentation [
Partners [4

FAQs [4

Pricing (4

Search multi-account multi-region aggregator resources recorded by AWS Config. To view the details for each resource click the specific resource ID.

Resources

Select aggregator

aws-controltower-GuardrailsComplianceAgg... ¥

Q

Filter by
ler
AWS Resource type

Resource identifier !5JJ7HRFK
Region !7B4GRPRX
Account

m
AROARO2RY5IN2UCQJ2GCD
AROAROZ2RY5IN3D3D3RH6Q
AROAROZRY5IN3RWDUWV4D
AROAROZ2RY5IN4LO4DXRGZ
AROAROZ2RY5INAMFJCWFHD

AROAROZ2RY5IN4ANQYNJBFY

Resource type

IAM Role

IAM Role

IAM Role

IAM Role

IAM Role

IAM Role

IAM Role

IAM Role

IAM Role

Region

ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2

ap-northeast-2

Account

100566362651

100566362651

100566362651

100566362651

100566362651

100566362651

100566362651

100566362651

100566362651
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The llA's three lines model
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