G Al AWSKRUG - AWSSIZAE AR Y
Public group

dWs
~—

AWS Network Firewall

I:|—||' 'é'ﬂ §|‘ bhpark@amazon.com

Security Risk and Compliance
AWS Proserve



AWS KOREA USER GROUP #SECURITY

51*}:

1. AWS Network Firewall & 7}27?

2. GWLB &2} 2Al (aka. 37 party £ 0!

3. AWS Network Firewall

MEH S
o=

Al

Lv 200~300

P &2 M QI ur)
AENQ?






AWS KOREA USER GROUP #SECURITY

70| SR E Y EQAE H5 8}

Homegrown

aWS © 2022, Amazon Web Services, Inc. or its affiliates.
N7

Third party

SR EQ| 7te) ot
O] = ajo|AHA

H|-20
=
o

0| E=

|

3

ot
Mo

On-premises

Ox
=
=-Zof0jA OP':°J|01 G

SO E ChA| W E &=
SR E Ecfm

Cloud Native

>

SRS M-S A7t
MSots 2ok AMH|A

ot E H[o|E| 2 &E|

39, HS7/Is ME



AWS KOREA USER GROUP #SECURITY

\/
L o AWS Fi Il Stateless & + : 18t
Aws of 22l HES wate || T TENe s || statetul B Sl || o e HTTRAHTTRS
sof Al X g IDS/IPS & Domain ZE{

aWS © 2022, Amazon Web Services, Inc. or its affiliates.
N1




AWS KOREA USER GROUP #SECURITY

AWS Network Firewall

aWS © 2022, Amazon

N



AWS KOREA USER GROUP #SECURITY

AWS Network Firewall

Inki HS|E X %H O HiotE EP2 AWS Firewall
X OHE 7| Egjm Hy = MangerZ &
Ol g} E| =S4 MO
&
I E 3 mof ma} 2| M s E Y
o2 2y Ml CHE 2|
FW EPZ 100Gbps 99.99% 2|
= M2 NS SLAS ¢ ErEd
aWS © 2022, Amazon Web S es, Inc. or its affiliates.
N




AWS KOREA USER GROUP #SECURITY

AWS Network Firewall M| & 7| =

Tj7! EE

Stateless / Stateful & *

- 5 Tuples:
Src/Dst IP | Src/Dst Port | Protocol
CHE 2 1P KHEH/3

2 2=
O 17

HTTP/HTTPSO| Al FQDN 2 H &

L2ES 4], AlA

ofZ 2| 0| M 7]

- IPS/IDS (B € 2

aws

N

© 2022, Amazon

Web Services,

nc. or its affiliates.

7tA8 A EHA

S /A 72 X =
M HE/AI =SS 21
O[HIlE, #& 7|8t =21

S3, CloudWatch 21 =
A

Kinesis Firehose 21 7!

ST HSH 2

AWS Firewall Manager2 At&% il
KEAE 22| H 72 7HAd

St EZNO|E S H2rE HEEE

AWS 2| AA M A 22| XHRAM)



AWS KOREA USER GROUP #SECURITY

AWS Network Firewall GUI

Add rule groups

Stateless default actions Stateful rule evaluation order and default actions
Actions to take on packets that don't match any stateless rules. The way that your stateful rules are ordered for evaluation, and the actions to take on packets that don't match any stateful rules.
Choose how to treat fragmented packets Rule order
Use the same actions for all packets Default
° Use different actions for full packets and fragmented packets The stateful rules engine determines the evaluation order of your rules.
O Sstrict
Default actions for full packets You provide your rules in the order that you want them to be evaluated.
Action Default actions
You can select at most one Drop action and you can select one or both of the Alert actions.
Pass
Drop all
Drop Drop all packets.
© Forward to stateful rule groups Drop established

Drop only packets that are in established connections.
Custom action - optional
Custom actions lets you publish CloudWatch metrics. Enable custom actions to define the CloudWatch metrics.

Enable

Alert all
Log an ALERT_ALL message on all packets.

Alert established

. Log an ALERT_ESTABLISHED message on packets that are in established connections.
Default actions for fragmented packets

Action
Pass
Drop
© Forward to stateful rule groups

Custom action - optional
Custom actions lets you publish CloudWatch metrics. Enable custom actions to define the CloudWatch metrics.

Enable

aWS © 2022, Amazon Web Services, Inc. or its affiliates.
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AWS Network Firewall GUI

statefull-rule1

Details

Name

statefull-rulel

Description

Stateful rule order
Default

VPC Network Firewall rule groups statefull-rulel

Info

Rules (1) info

Q

Protocol

TCP

Rule variables (2)

Name

home_net

allow_22

Type Use count
Stateful 1
Stateful rule groups (1)
1 &
Name v Capacity v Is managed? Run in alert mode?
statefull-rule1 10 No Not available

Capacity units consumed by stateless rule groups
Sq The total capacity units consumed by stateless rule groups can't exceed 30,000.

$h

Capacity units consumed by stateful rule groups
The total capacity units consumed by stateful rule groups can't exceed 30,000.

Type

IP set

Ports

aWS © 2022, Amazon Web Services, Inc. or its affiliates.
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AWS Network Firewall = _

> Timestamp Message

v 2021-04-20T12:32:26.000-04:00
{

{"firewall_name":"ANFW-lab"

"firewall_name": "ANFW-lab",
"availability_zone": "us-east-la",
"event_timestamp"”: "1618936346",
"event": {
"timestamp": "2021-04-20T16:32:26.781117+0000",
"flow_id":
"event_type": "alert",
"src_ip": "10.1.3.4",
"src_port": 43326,
"dest_ip":
"dest_port": 80,
"proto": "TCP",
"tx_id": 0,
"alert": {
"action": "blocked",
"signature_id": 3,
"rev": 1,
"signature”: "not matching any HTTP allowlisted FQDNs",
"category": "",
"severity": 1
},
"http": {
"hostname": "google.com",
B || iy
"http_user_agent": "curl/7.61.1",
"http_method": "GET",
"protocol”: "HTTP/1.1",
"length": @
1},
"app_proto": "http"

Log events
You can use the filter bar below to search for and match terms, phrases, or values in

View as text l C ] l Actions Vv ] m

Q

> Timestamp Message

v 2021-04-14T15:05:32.000-04:00
{

{"firewall_name":"anfw-lab

"firewall_name": "anfw-lab *,
"availability_zone": "us-east-la".
"event_timestamp":
"event": {
"timestamp": "2021-04-14T19:05:32.008127+0000",
"flow_id"
"event_type": "netflow",
"src_ip":
"src_port"
"dest_ip":
"dest_port": 80,
"proto”: "TCP",
"netflow": {
"pkts": 4,
"bytes": 220,
"start": "2021-04-14T719:04:25.964874+0000",
"end": "2021-04-14T19:04:31.447200+0000",
"age": 6,
"min_ttl": 115,
"max_ttl": 115
})
"tep": {
"tcp_flags": "13",
"syn": true,
"fin": true,
"ack": true
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AWS Network Firewall Quotas

Resource I N —— *A rule with a protocol that specifies 30 different
, ' protocols, a source with 3 settings, a destination with 5

Maximum number of firewalls. 5 . . . .
Maximum number of frewall policies. 2 settings, and single or no specifications for the other
Maximum number of stateful rule groups. 50 match settings has a capacity requirement of (30*3*5) =
Maximum number of stateless rule groups. 50 450

Resource Quota per account per Region

Maximum character length of a Suricata rule. Each variable value in the rule counts towards this limit. 8,192

Maximum size of a Suricata-compatible rules string for a rule group, in bytes. 2,000,000

Maximum stateful rule group capacity. For more information, see Setting rule group capacity in AWS Network Firewall. 30,000

Maximum number of IP set references per Suricata compatible stateful rule group. For information about IP set references, see Using IP set references in Suricata compatible rule groups. 5

Maximum number of stateful rule groups per firewall policy. 20

Maximum number of stateful rules per firewall policy. This is the total across all rule groups that are referenced by the policy. 30,000

Maximum stateless rule group capacity. For more information, see Setting rule group capacity in AWS Network Firewall. 30,000

Maximum number of stateless rule groups per firewall policy. 20

Maximum number of stateless rules per firewall policy. This is the total across all rule groups that are referenced by the policy. 30,000

Maximum network traffic bandwidth per firewall endpoint. If you require more traffic bandwidth, you can split your resources into subnets and create a firewall in each subnet. 100 Gbps

Required number of firewall policies per firewall. 1

Maximum number of firewalls that can use the same firewall policy. 1,000

Maximum number of firewall policies that can use the same rule group. 1,000
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AWS Cost Management

AWS Marketplace AWS Marketplace
Find, test, buy, and deploy so

AWS Marketplace > Discover products > Search results

on AWS Manage subscriptions Refine results Search AWS Marketplace products
AWS Marketplace is a curated digital catalog where customers can find, test, buy, and d4 Private offers New
- Q, firewall
Discover products Categories
Vendor Insights Infrastructure Software (636) firewall (749 results) Sh)uwiﬂg 1-20
Private Marketplace [ DevOps (173)
How it works i Professional Services (1
Settings ofessional Services (169)
@ @ receive centralized billing. Learn more [
o O
—_ What's new?
Find Buy Deploy Manage
. . . . . . . . AWS Marketplace is always evolving and
From a breadth of categories: Through flexible pricing options: With multiple deployment options: All software solutions through one releasing new features regularly. Read about
networking security, storage, DevOps,  Bring Your Own License (BYOL), free Amazon Machine Image (AMI), Saas, console: buy annual licenses, manage recent innovations from AWS Nﬁlrket lace
database, operating systems, Bl & Big  trial, pay-as-you-go, hourly, monthly, API, AWS CloudFormation stack, contracts, view resources, view terms, Learn more [2 P ’
Data, and Machine Learning annual and multi-year, seller private Amazon SageMaker, and container launch software, cancel subscriptions

offers, and consulting private offers

Related services [4

aWS © 2022, Amazon Web Services, Inc. or its affiliates.
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Traffic Flow 2Dy

e IGW Ingress Route Table
Fliscli Destination Target
—10.0.0.0/16 local

Protected VPC s
(10.0.0.0/16) 10000/24 vpce-ld
_______________ SRR
|Ava|Iab|I|ty Zone A ! ‘
6 1
Firewall Subnet I v : Firewall Subnet Route Table
(10.0.1.0/28)
@ /\ : Destination Target
""":::::.-)(-%-)ﬁ
...... |
: \_/ : 10.0.0.0/16 local
: Firewall endpoint | | | 0.0.0.0/0 igw-id
AWS Network Firewall " |
- | |
]
: Protected Subnet : Protected Subnet Route Table
! 10.0.0.0/24
! : ) : Destination Target
1
. | [IP:10.0.0.10 )T —
. EIP: 54.0.0.10 | 10.0.0.0/16 local
1
: Workload ' 0.0.0.0/0 vpce-id
1 I I |
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AR EOF A

Distributed Model, Multi-AZ protecting Public Subnets / between internet & ALB/NATGW

IGW Ingress Route Table
Firewall Subnet Route Table Destination Target
Destination Tc 10.0.0.0/16 local
l: Region 10.0.0.0/16 local ] 10.0.0.0/24 vpce-id-az-a
.0.0. igw-i — ~10.0.1.0/24 e-id-az-b
Protected VPC 0.0.0.0/0 igw-id / b
(10.0.0.0/16) 10.0.2.0/24 vpce-id-az-c
‘AZA 3 :
Firewall Subnet Firev'vall Subnet Firewall Subnet
H (10.0.3.0/28) h (10.0.3.16/28) (10.0.3.32/28)
: : = s N '
Firewgll endpoint Firewall endpoint [ Firewall endpoint
Protected Qubnet Protected Subnet Protected Subnet
: (10.0.0.0/2 i (10.0.1.0/24) i (10.0.2.0/24) :
:
, Workload Vi Workload [ Workload :
T I —e—

Protected Subnet Route Table AZA  Protected Subnet Route Table AZB  Protected Subnet Route Table AZ C

Destination Target Destination Target Destination Target
10.0.0.0/16 local 10.0.0.0/16 local 10.0.0.0/16 local
0.0.0.0/0 vpce-id-az-a  0.0.0.0/0 vpce-id-az-b 0.0.0.0/0 vpce-id-az-c

< Multi-AZ protecting Public Subnets >

aWS’ © 2022, Amazon Web Services, Inc. or its affiliates.

Firewall Subnet Route Table  (§ ‘l’
Destination Target

Al
Bl reon 1000076 local _ TJ -

. Protected VPC 0.0.0.0/0 AL

(10.0.0.0/16)
iAZA

Firewall Subnet
(10.0.3.0/28)

all endpoint Firewall endpoint

IGW Ingress Route Table

Destination
10.0.0.0/16
10.0.0.0/24
10.0.1.0/24
10.0.2.0/24

Target
local

vpce-id-az-a

vpce-id-az-b ]

vpce-id-az-c

«

Firewall Subnet
(10.0.3.32/28)

@

>

Firewall endpoint

ALB  NAT Gateway

ALB

Protectedisubnet Route Table AZ A Protected Subnet Route Table AZ B Protected Subnet Route Table AZ C
Destinatiin Target Destination Target Destination Target
10.0.0.0816 local 10.0.0.0/16 local 10.0.0.0/16 local
0.0.0.0/f 0.0.0.0/0 vpce-id-az-b 0.0.0.0/0 vpce-id-az-c
¢ .
Protected Subnet Protected Subnet
(10.0.1.0/24) (10.0.2.0/24)

o

NAT Gateway

. Private subnet

Private subnet

Workload Workload
] i (] ¢
Private Subnet Route Table AZA ' | Private Subnet Route Table AZ B Private Subnet Route Table AZ C
Destination Target Destination Target Destination Target
! 10.000/16 local ' 10000716 local 10.0.0.0/16 local
0.0.0.0/0 nat-id-az-a 0.0.0.0/0 nat-id-az-b 0.0.0.0/0 nat-id-az-c

< between internet & ALB/NATGW >

16
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Centralized Model, AWS Network Firewall deployed in Inspection VPC

aws
~—

Inspection VPC

(100.64.0.0/16)

i Availability Zone A

Transit Gateway Subnet

i Availability Zone B

Transit Gateway Subnet

Availability Zone C

Transit Gateway Subnet

= = =
Transit Gateway Transit Gateway Transit Gateway
Elastic Network Interface Elastic Network Interface Elastic Network Interface
|
Inspection VPC Route Table A Inspection VPC Route Table B Inspection VPC Route Table C
Destination Target Destination Target Destination Target

: 100.64.0.0/16 local : 100.64.0.0/16 local 100.64.0.0/16 local

! 0.0.0.0/0 vpce-az-a-id ! 0.0.0.0/0 vpce-az-b-id 0.0.0.0/0 vpce-az-c-id

Firewall Subnet

%)

Firewall Endpoint

Firewall Subnet

®

Firewall Endpoint

Firewall Subnet
&
NS

Firewall Endpoint

e \== )

Firewall Route Table
Destination Target
100.64.0.0/16 local
0.0.0.0/0 tgw-id

© 2022, Amazon Web Services, Inc. or its affiliates.

Inspection VPC

(100.64.0.0/16)

Availability Zone A

Transit Gateway Subnet
(100.64.0.0/28)

Wransit Gateway

=

Transit Gateway ENI

®

Firewall Subnet +

1
E Inspection VPC Route Table A
: Destination Target
¢ 100.64.0.0/16 local
0.0.0.0/0 vpce-az-a-id

Firewall Route Table

{054 T A0 28)@ Destination Target
i
' ¢ 100.64.0.0/16 local
]
' A I . 0.0.0.0/0 tgw-id
: Firewall endpoint 1
. : |
U — R ——
4) (3
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Centralized Model, Internet Egress and NAT gateway

Spoke VPC A (10.1.0.0116)
r & e W
\Availabisty Zone A - (100.64.0.016)
' Workload Subnet TGW Subnet ' o e e o o i s '
Spoke VAT A Route Table 10.1,1.0/24) 10.1.0.028 b :‘ Spoke Inspect:on Route Table JAvallabity Zone A -
'
: - o [ Tearsi Gotowsy Suter ' Inspection VPC Route Table A
0 L . ' 100.64.0.028
= E »E Assocusen - #0.00.0/0  Inspection VPC Attachment : 00.64.0.¢ ' Destinetion o
Transe Gatoway EN'_| 1 | | Firewell Route Table ' ] T 100640016 local
. '
------------ ' aoR Astachment ' ' 0.0.00/0 vpce-az-a-id
4 '
; 110006 Sg0he VPC A Artachmert ' ST Oy S L
P '
It 10200/ Soake VPC 8 Aachment ' @ -
- H '
Lo 183002 Region B Peering Attachment .B Firowsl Subnet W - Firewall Route Table
@ o : 100.64.0 'lv.‘,‘.\-‘;/\ : Destination Target
: < <s}—0—@4
: 192.168.368.0/24  Direct Connect Gateway ) o
: Attachment or AWS VPN s T I " \./ - WOSEO.18 S lecel
. '
Transit Gateway : s iy \  0000/0 tgw-id
AWS Region 8 00.00/0 Ceneral Egress VPAC Amachment > Firewal endpoint v
: - '

Availability Zone A Target

'
L
: '
'
: (
'
1
. 1
H '
’
'
'
'
: H Pubic Sutnet Internet Gateway
AWS Direct Connect v NI S ™
'
'
'
'
H
‘
‘
'
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Deployment model comparison

(=) %

—

. A1 BHEl.AWS

A4 1 AM0| ¥9| = Centralized 22 Combined 22 ++4

Distributed AWS Network Firewall

A Centralized AWS Network Firewall Combined AWS Network Firewall
= deployment model deployment model deployment model
East-West: VPC to VPC traffic flow Not supported Supported Supported
North-South: VPC to Internet traffic flow Supported Supported Supported
North-South: VPC to on-prem via VPN
or DX traffic flow Not supported Supported Supported

Prerequisites

AWS Network Firewall subnet

Inspection VPC and
AWS Transit Gateway

AWS Network Firewall subnets in each pr

otected VPC; Inspection VPC and AWS Tr
ansit Gateway

Centralized management

Through AWS Firewall Manager

Through a single instance of
AWS Network Firewall

Through AWS Firewall Manager

Source IP visibility Configuration dependent Yes Configuration dependent
Misconfiguration rlslf and potential blast Lowest Medium Low
radius
Per AWS Transit Gateway attachments &
Per AWS Transit Gateway attachments AWS Network Firewall endpoints
Cost Per AWS Network Firewall endpoint

& AWS Network Firewall endpoints;
AWS Transit Gateway data processing

(including any additional endpoints per pro
tected VPC);
AWS Transit Gateway data processing

aWS © 2022, Amazon Web Services, Inc. or its affiliates.
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aws

Services ¥

AWS Firewall Manager

Choose policy type and

Region

Security policies Create security policy

Choose policy type and Region

Policy details

Policy type
O AWS WAF

Manage protection against common web exploits using AWS WAF

AWS WAF Classic

Manage protection against common web exploits using AWS WAF Classic.

AWS Shield Advanced

Manage protection against layer 3 and layer 4 DDoS attacks

Security group
Manage security groups across your organization in AWS Organization

AWS Network Firewall

Manage filtering of network traffic entering and leaving VPCs

Region

US East (N. Virginia)

Cancel
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ALB At E 7}

TGW
WorkLoad
VPC
Others

*  Fail-Over 0|33} 7|
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GWLB (Gateway Loadbalacer)
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3rd Party S5 M HS= flet GWLB +=

N
ulﬁul 10.0.0.0/24  local -
cusomervpe WU e s Seeure VPG

(Spoke1 10.0.0.0/25) Internet  Routetable oo car7 GwiBe2
,gateway

Availability Zone

. . 4
Availability Zone # Availability Zone

/7

Balancer

1
! |
| 1
i ! I
GWLBe Suk;net GWLBe Subnet : Appliance Subnet |
(10.0.0.0/28) (10.0.0.16/28) ! e :
3 5 1
: 713 F :
: . . 7’ LLLALA I
~ 17 “ EC2 Instances |
Gateway Load Gateway Load o e :
Balancer Endpoint 1 Balancer Endpoint 2 o7 ]
'? P P -»I«- ) . !
1 |—u \\
1 \
: Gateway Load N ----------------- 1
1

Applicat:ion Subnet
(10.0.0._7:2/28)

Application Subnet

(10.0.0.64/28) . Appliance Subnet

1
N
1
1
1
1
: \
1
1
1
1
1
1
1
1
1

192.168.0.0/24 local

11111
TTTTT

11111
TTTTT

esination [nest |

10.0.0.0/25  local

EC2 Instances

EC2 Instances

APN - WAF

EC2 Instances

0.0.0.0 GWLBel
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Outer Src IP: Outer Dst IP:
Step 7: 10.1.1.20 10.1.1.10
- GWLlB er Delcap c( = ;1'\' %(%I)’“ GWLBE | ATTACHMEN | FLOW
- "Tuple'2t * FlowCookie' Z#%. (0| B ID TID COOKIE
L1i1l GWLBS| HOtEZ L O|A ZALZf EGtof! &/4=4 T3 0fR)
- - /X 22X x| Z1 - GWLBeZ E3}0] 2= 2EXX| 2 &4, InrAe;SchIP: InnEe; 2S|t-|IP:
T N GWLB 10.1.1.10
2 xl N VPC Route Table Subnet: 10.1.1.0/24
IP_'E_IF G.H 4 Destination Target a O{=2}0|9A 10.1.1.20
 E.F.G. \ — = GWLB Ql = GWLB LH Subnet: 10.1.1.0/24 Step 5
_HOIAE MO Tz 2
° -7 2oV s = (B, KT
- AL 2 GWLBE XS4 (TLVER
: o
GWLB
GWLB o
e / Endpoint
i E - oz &2 0| M
- = VPC Route Table Step 4: GWLB > 2 QtEE M
TTTTT P——
x| Destination Torger Step 3: Outer Src IP: Outer Dst IP:
sron | cweEdem - GWLB 7} 5-tuplesE £310] £41 j4 HOI2 2N MY LAl e
IP: A-B-C-D - Geneve (VXLANZ! QAR 7|5 X 2ot B TREZ)Z

—

PE YIS GWLBE ELY5 o/C]E 2+ Q10f1
aWws

\/‘7

I§ 2|2 TLVs(Endpoint, TGW- attach FlowCookie) & 2.2t &7

Encap
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Inner Src IP:
A.B.C.D
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ME HotE 142 E9H 3 party 3& : North - South

E AWS Cloud
Region

aws
~—

VPCO1
(10.1.0.0/16)

I@I TGW Subnet A
(10.1.251.0/24)

EC2101 EC2 102

Private Subnet B TGW Subnet B
(10.1.22.0/24) (10.1.252.0/24)

00 | @

EC2101 EC2 102

VPC02
(10.2.0.0/16)

TGW Subnet A
(10.2.251.0/24)

§ TGW

N2SVPC
(10.11.0.0/16)

@I TGW Subnet A Private Subnet A
(10.11.251.0/24) (10.11.21.0/24)

TGW Subnet A @ Private Subnet B

(10.11.252.0/24) (10.11.22.0/24)

® 0

EC2101 EC2102

P C A

[ Public SubnetB

Public Subnet A GWLB Subnet A
(10.11.1.0/24)

(10.11.11.0/24)

(10.11.12.0/24)

NAT GW

GWLBVPC

(10.254.0.0/16)

ublic SubnetA
(10.254.1.0/24)

VPC Endpoint Servic @
$
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ME HOotE 143 E9| 3 party 3 & : East - West

E AWS Cloud

Region

VPCO1 N2SVPC

(10.1.0.0/16) (10.11.0.0/16)
e 1 M - - - - T T T T T T T T T T T T T e T T T T T T T T T T T T T o T T T T T T T T T
i N3l Private Subnet A )| TGW Subnet A : | Fiz|| TGW Subnet A G| Private SubnetA WSl Public Subnet A E GWLBSubnetA |
: (10.1.21.0/24) (10.1.251.0/24) ! : (10.11.251.0/24) (10,11.21.0/24) Q 0 (10.11.1.0/24) |
| | | e N |
1 1 | 1 4
| : :, - ST |
| EC2101 EC2 102 EC2101 EC2 102 NAT GW !
STTTTITTITTITTITTITTIITIIIIITIINIIINIIIT A ----TTTTTTTTTTTTTTIITTIITIITIIITIIIIIIIIIIIIIT ettt e ekl ﬂ IGW

IEI Private Subnet B @] TGW Subnet B TGW Subnet A @ Private Subnet B r?] Public SubnetB
(10.1.22.0/24) (10.1.252.0/24) (10.11.252.0/24) (10.11.22.0/24) (10.11.12.0/24)

. 1
| |
N 1
I b :
OO g B (141 =
I
| I AT — ECc2101_EC2102 nATen 5
VPC02 GWLBVPC VPC Endpoint Servi
(10.2.0.0/16) (10.254.0.0/16)

= ,,

(10.254.1.0/24) (10.254.2.0/24)

Private Subnet B TGW Subnet B
(10.2.22.0/24) (10.2.252.0/24)

OO0 ®

EC2101 EC2102

3rd party

3rd party
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R
e
ol
MUl
Hu
40

Multi 37 Party &%

Security Zone (3 Party + ANFW)
VPC1
ANFW Endpoint
il Dl 3rd Party WAF
VPC2 (© EFW)I = UEERNE)

Egig et 3=
VPC1 to VPC2 (LHE & 4) VPC1 > TGW > ANFW > TGW> VPC2
VPC1 to External (2| £ & 4!) VPC1 > TGW > NGFW > External
External to VPC 1 (2| F-&4!) External > IGW > NGFW > WAF > VPC1
External to VPC 2 (2| £&4) External > IGW > NGFW > WAF > VPC2
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ANFW 2} NACL/Security Group X}0|7

Network ACL \

bl 4

+

N\

Security group

Network Firewall

S 2 X2| : Stateless S & N2l : Stateful

Xl A A} - Order & AL BF A

1A HM : Allow, Deny 5 A4 Allow

HE CHat : Subnet & & : EC2 or ENI
-

N

-
S E N2 : Stateless

A AAL: Order

T2 AN : Pass, Drop, Forward

H& L4 Routing 7|&
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Stateless Engine

+

-

SE XZ| : Stateful

T2 dAL: 25 HAL

& UM : Pass, Drop, Alert

M-8 CHA: Stateless Forward 1%l 7| &

J

Stateful Engine
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ANFW TLS T}l 0| CHol |0 2itH

(6] [Cocor ~ | I
. . . View as text Actions ¥ Create Metric Filter
You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [ c
Q, amazonaws.com X Clear Tm 30m 1h 12h Custom )
v Timestamp Message
v 2022-06-22T00:22:35.000+09:00 {"firewall_name":"fw-test","availability_zone":"ap-northeast-1a","event_timestamp":"1655824955","event":{"timestamp":"2022-06-21T15:22:35.266793+0000","...
{
"firewall_name": "fw-test",
"availability_zone": "ap-northeast-1a",
"event_timestamp": "1655824955",
"event": {

"timestamp": "2022-06-21T15:22:35.266793+0000",
"flow_id": 170702935363058,
"event_type": "alert", (@) L= 110
"src_ip": "10.0.156.113", TTo o o Dst. IP
"src_port": 34274,

"dest_ip": "52.119.218.91",
"dest_port": 443,

"proto": "TCP", —
"alert": { TCP, DSt Port - 443
"action": "blocked",
"signature_id": 9,
"rev": 1,
"signature": "not matching any TLS allowlisted FQDNs",
"category": "",
"severity": 1
},
"tls": {
"subject": "CN=ssmmessages.ap-northeast-1.amazonaws.com",
"issuerdn": "C=US, O=Amazon, OU=Server CA 1B, CN=Amazon",
"serial": "09:B3:BA:76:18:8A:D3:1C:02:88:DD:EA:68:AD:98:42",
"fingerprint": "b5:d9:4c:63:83:99:3d:82:3f:45:b9:b6:06:2b:f6:5d:b6:1e:c4:a9",
"sni": "ssmmessages.ap-northeast-1.amazonaws.com",
"version": "TLS 1.2",
"notbefore": "2021-10-14T00:00:00",
"notafter": "2022-10-13723:59:59",
"ja3": {1,
"ja3s": {3}
}}

"app_proto": "tls"

aws L2
N
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Network Firewall Enginel| % AAI S &K

R e
T — - B e

Inbound — : - -
< ; < : i Outbound
P U 1 !
* A
| |
rJ S
1 1
1 1
1 1
0 v
1 1
. 11 ———
Network Firewall ] T
1 1
1 1
i
| I | c
--r Stateful Engine
Stateless Engine i
: N
i Alert 1& — | iz
i E Logging
- Stateful Rule Group 7%l Priority 7F 9120 UM x|
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Outbound EZ|T IP X|0f x4

' ™ 24 - VPC L2| £7 Subnet &2 X|"Z &l IP Off CHoHA2E QIR H 2= 5{&5t1 1 0|20 = AHE

IP Stateless Rule Group — Default 2/ 2 B & SX|

T|p Stateless Rule Group = Default Action O] Stateful Group 2 & Forwarding t= A0|22 HE9| 40|
QICHH 2 E EgfH2 Stateful ATIOAN ZHALSHA &

' IP Stateful Rule Group - £ VPC IP TN CIHUl(Any IP)S 2 T Zst= E2T 0| CHl “Pass” UM 74l S5

Protocol Source IP Destination IP Source Port Destination Port Action
TCP 10.0.1.0/24 Any Any Any Pass
TCP 10.0.2.0/24 Any Any Any Pass
TCP Any Any Any Any Drop

Tip. IP Stateful Rule Group 2 Default £ Pass 11&0| M 8|22 Stateful Rule Group 2 White List 7|22 2
WSI*B*L._X} f'— 4 OOﬂ Any-Any Drop 114l 4/d3510] HE

© 2022, Amazon Web Services, Inc. or its affiliates.
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Inbound EZ{E! IP X|0] ‘I*H

J 2% 27 - AEL0IA US| E212 B Source IP 7} Black List IP @ Z9 XEH1L 1 0[2l0)= 518

IP Stateless Rule Group — Black List IP 0l Af VPC 2 & 25t= Ef= 0 Cis "Drop” UM 74l S5

Priority Protocol Source IP Destination IP Source Port Destination Port Action

1 All Black List IP Public Subnet Any Any Drop

' IP Stateful Rule Group — Any IP 0| Af VPC CIDR £ ™Z5t= E2ff= 0 CHdl “Pass” &M A2 S5

Protocol Source IP Destination IP Source Port Destination Port Action
TCP Any Public Subnet Any Any Pass
TCP Any Any Any Any Drop

aWS © 2022, Amazon Web Services, Inc. or its affiliates.
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Outbound Ez2j& IP N0 42 w/ Blacklist

' i Q74 - EX vpC IP CHEO|AM QIE|Lloz MasH I D= &L ZXX|7} Blacklist IP © Z20]|= X}ct
IP Stateless Rule Group — VPC CIDR Of|A{ Black List IP £ &Z5l= E2f{= 0| CHl "Drop” HM 7%l SE
Priority Protocol Source IP Destination IP Source Port Destination Port Action
1 All VPC CIDR Black List IP Any Any Drop
' IP Stateful Rule Group - £7 VPC IP TN QIESl(Any IP)2 2 H2sh= E2f 0| CHS “Pass” UM 4 S&
Protocol Source IP Destination IP Source Port Destination Port Action
TCP 10.0.1.0/24 Any Any Any Pass
TCP 10.0.2.0/24 Any Any Any Pass
TCP Any Any Any Any Drop

aWS © 2022, Amazon Web Services, Inc. or its affiliates.
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Outbound Domain White List ‘3 *H

' M™M QA - VPC O|M QRIS 2 ™M IZSt= 2& HTTP/HTTPS & XFEFSEE| White List Domain O CHSHA{ T &{-&

IP Stateful Rule Group — VPC CIDR Ol A IE{tll(Any IP)2 2 & ZSH= Port 80/443 Of CHSH “"Drop” M 7%l 52

Protocol Source IP Destination IP Source Port Destination Port Action
HTTP VPC CIDR Any Any 80 Drop
TLS VPC CIDR Any Any 443 Drop

L

Domain Rule Group — 22 &{&5t11A} St= Domain Off CH5H “Allow” HMH & SF. (O, AWS AMH|A 2HE O Q1)

Traffic To Inspect Domain List Action

HTTP, HTTPS .amazonaws.com Allow

lambda.ap-northeast-2.amazonaws.com [~

» Hit
WWWw.naver.com » Miss » Hit &l AHAAF 2 M

aWS © 2022, Amazon Web Services, Inc. or its affiliates.
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DX 2O Al Outbound {2

' M @A — DX T UMB EC2 HEE Session Manager 3{&S I8t =0 Q1 7[HEO] QIA| =Y

Outbound Stateless

Priority Protocol Src.IP  Dst.IP Src. Port Dst. Port Action
10 tcp 40.0.0.0 /8 any any 443 Fwd, SF
1000 all any any any any drop
Protocol Src. IP Dst. IP Src. Port Dst. Port Action
Protocol Domain List Action
ssm.ap-northeast-2.amazonaws.com
HTTPS ssmmessages.ap-northeast-2.amazonaws.com Pass
ec2messages.ap-northeast-2.amazonaws.com
aWS © 2022, Amazon Web Services, Inc. or its affiliates.
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Inbound Stateless

Priority Protocol Src.IP  Dst.IP Src. Port Dst. Port Action
Black Public

10 All ListIP  Subnet Any Any Drop

Protocol Src. IP Dst. IP Src. Port  Dst. Port Action


http://ssm.ap-northeast-2.amazonaws.com/
http://ssmmessages.ap-northeast-2.amazonaws.com/
http://ec2messages.ap-northeast-2.amazonaws.com/
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Stateful®|| = Protocol layer Priority 5! 1, action =A|=..2

Evaluation order for stateful rule groups

PDF ‘ RSS

All of your stateful rule groups are provided to the rule engine as Suricata compatible strings. Suricata can evaluate stateful rule groups by
using the default rule group ordering method, or you can set an exact order using the strict ordering method. The settings for your rule groups
must match the settings for the firewall policy that they belong to.

Default action order

If your firewall policy is set up to use default rule group ordering, the default action order by which Suricata evaluates stateful rules is
determined by the following settings, listed in order of precedence:

1. The Suricata action specification. This takes highest precedence.
Actions are processed in the following order:
a. pass
b. drop
c. alert

For more information about the action specification, see Suricata.yaml: Action-order [Z in the Suricata User Guide [4.

2. The Suricata priority keyword. Within a specific action group, you can use the priority setting to indicate the processing order. By
default, Suricata processes from the lowest numbered priority setting on up. The priority keyword has a mandatory numeric value
ranging from 1 to 255. Note that the priority keyword is only valid using the default action order.

For more information about priority, see Suricata.yaml: Action-order [Z in the Suricata User Guide [Z.

For example, Suricata evaluates all pass rules before evaluating any drop or alert rules by default, regardless of the value of priority
settings. Within all pass rules, if priority keywords are present, Suricata orders the processing according to them.

aW% ©2022, Amazon Web S¢  The protocol layer does not impact the rule evaluation order by default. If you want to avoid matching against lower-level protocol packets 42
before higher-level application protocols can be identified, consider using the flow keyword in your rules. This is needed because, for example,
a TCP rule might match on the first packet of a TCP handshake before the stateful engine can identify the application protocol. For information
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Domain-list Best Practice & 2{%l..

AWS Network Firewall Domain List Rules Best Practices

A What is the best practice for domain list rules for AWS Network Firewall: do people use domain

Options ~

list rules only, or do they couple them with "block everything” rule plus additional rules to open

o up other tcp/udp connections they need (like dns, ntp)?

v

w Asked by

1 Answer Sort By: Confidence «

A The best practice would be to use the stateless engine to "block everything®, and forward the Options
HTTP/HTTPS traffic to stateful engine for the domain list rules that can be use as either allow-list

o or block-list of domains, Any other traffic (dns, ntp, ...) can be either pass directly on the stateless engine if no
stateful inspection is need, or forward to stateful engine for further inspection using additional stateful rules.

v

Documentation on "Network Firewall stateless and stateful rules engines"

Domain list rules only works with "Default action order” for stateful rule groups, and not “Strict evaluation

order”,

Documentation on "Evaluation order for stateful rule groups”.

aWS’ © 2022, Amazon Web Services, Inc. or its affiliates.
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Domain-list white-list Z 0| SISO =

Domain lists
The domain list rule group has one action setting at the rule group level. You specify one of the following options:

¢ Allow - Indicates that the domain name list is to be used as an allow list for all traffic that matches the specified protocols. For matching
packets, discontinue inspection of the packet and permit it to pass to its intended destination. For non-matching packets, discontinue
inspection of the packet, block it from going to its intended destination, and send a message to the firewall's alert logs if the firewall has
alert logging configured.

¢ Deny - Indicates that the domain name list is to be used as a deny list for traffic that matches the specified protocols. For matching packets,
discontinue inspection of the packet, block it from going to its intended destination, and send a message to the firewall's alert logs if the
firewall has alert logging configured. For non-matching packets, take no action.

Note. Nonmatching packetOl CHSH A= HAAF SEHSELD, AFEF S alert log @I
May 4
allow &|H{ 2|4|.. Eg. https://google.com

add comment

I also had a customer who setup their ANFW with asymmetric routing (only had one NAT Options ~
Gateway in a separate VPC and didn't have appliance mode enabled). What ended up happening

0 was a bit bizarre, the 5 tuple rules and the suricata rules which they applied actually worked, but the domain list
rules didn't. So | would definitely speak to your customer and ensure they don't have any Symmetric flows in
their environment, as it will cause ANFW not to block or alert for any traffic.

>

<

Answered by

Asymmetric flowOl| A &’ ddt= =0 Ql 7|2 XtEt/ B0 =7t

aW% © 2022, Amazon Web Services, Inc. or its affiliates. 44
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ZX|= Asymmetric flow...!!

Ll Y A A ——

Singfe Availabity Zone

VPC 10.0.0.0/16

St sl

10.0.0.0/20

Firewall subnet

2

Private subnet

10.0.128.0/20

10.0.144.0/20

Inteynet gateway

®

1

= Firewall Endpoint

EC2
10.0.156.113/32
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ZX|= Asymmetric flow...!!

s o
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VPC

2

10.0.0.0/16

Public subnet

10.0.0.0/20

Firewall subnet

10.0.128.0/20

®

1

= Firewall Endpoint

Private subnet

10.0.144.0/20 EC2

10.0.156.113/32

Outbound
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Logging network traffic from AWS Network Firewall

PDF | RsS

You can configure AWS Network Firewall logging for your firewall's stateful engine. Logging gives you detailed information about network
traffic, including the time that the stateful engine received a packet, detailed information about the packet, and any stateful rule action taken
against the packet. The logs are published to the log destination that you've configured, where you can retrieve and view them.

® Note

Firewall logging is only available for traffic that you forward to the stateful rules engine. You forward traffic to the stateful engine
through stateless rule actions and stateless default actions in the firewall policy. For information about these actions settings, see
Stateless default actions in your firewall policy and Defining rule actions in AWS Network Firewall.

Metrics provide some higher-level information for both stateless and stateful engine types. For more information, see AWS Network
Firewall metrics in Amazon CloudWatch.

You can record flow logs and alert logs from your Network Firewall stateful engine.

* Flow logs are standard network traffic flow logs. Each flow log record captures the network flow for a specific 5-tuple.

» Alert logs report traffic that matches your stateful rules that have an action that sends an alert. A stateful rule sends alerts for the rule
actions DROP and ALERT.

aWS © 2022, Amazon Web Services, Inc. or its affiliates.
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https://catalog.us-east-1.prod.workshops.aws/workshops/d071f444-e854-4f3f-98c8-025fa0d1de2f/en-US/lab-three

aws o

Hands-on Network X
Firewall Workshop

Workshop Introduction

» Lab One: Protected VPC with
Public Workload

» Lab Two: Protected VPC with
Private Workload

Clean Up Labs One and Two

¥ Lab Three: Centralized Egress
with an Inspection VPC

Run CloudFormation template

Configure the Central Egress
VPC Route Tables

Configure the Inspection VPC
Route Tables

Configure the Spoke VPC
Route Tables

Configure the Transit Gateway
Route Tables

Configure an Approved
Domain List

Clean Up Lab Three

« Step Five: Configure the Transit Gateway Route Tables

At the end of this lab you will have created the architecture in the diagram below.

Spoke VPC A (10.1.0.0/16)

Zone A
Workload Subnet TGW Subnet
(10.1.1.0/24) (10.1.0.0/28)
]
Instance Transit Gateway ENI
e S N S '
Spoke A Route Table
Destination Target
10.1.0.0/16 local
0.0.0.000 tgw-id
Spoke VPC B (10.2.0.0/16)
/Availability Zone A :
Workload Subnet TGW Subnet '
(10.2.1.0/24) (10.2.0.0/28) :

©

Instance Transit Gateway ENI
B s e e e '
Spoke B Route Table
Destination Target
10.2.0.0/16 local
0.0.0.0/0 tgw-id

AWS Transit Gateway

Spoke Inspection Route Table
Attachment
Inspection VPC Attachment

0.0.0.00

Firewall Route Table
CIDR Attachment
10.1.0.0/16 Spoke A VPC Attachment
10.2.0.0/16 Spoke B VPC Attachment

Inspection VPC
(100.64.0.0/16)

Transit Gateway Subnet
(100.64.0.0/28)

=

Transit Gateway ENI

Firewall Subnet

(100.64.0.16128) /=N
—in-
NES

Firewall endpoint

Inspection TGW Route Table
Destination Target
100.64.0.0116 local
0.0.0.00 vpce-az-a-id
Inspection Firewall Route Table
Destination Target
100.64.0.0116 local
0.0.0.00 tgw-id

Associaton
0.0.0.0/0 Central Egress VPC Attachment
Central Egress Route Table
CIDR Attachment
10.0.0.0/8  Inspection VPC Attachment
.
TG‘W
Association

. Central Egress VPC (10.10.0.0/16)

'Availability Zone A
'

TGW Subnet
(10.10.0.0/28)

=

Transit Gateway ENI

Public Subnet
(10.10.1.0/24)

NAT Gateway

Central Egress TGW Route Table

Destination Target
10.10.0.0116 local
10.0.0.0/8 tgw-id
0.0.0.000 nat-id

Internet Gateway @

Central Egress Public Route Table

Destination Target
10.10.0.0/16 local

10.0.0.08 tow-id
0.0.0.000 igw-id
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https://catalog.workshops.aws/networkfirewall/en-US

= O
/ S =

o
o

AWS Network Firewall X
Workshop

» Introduction
v Setup
» Distributed Deployment Model
» Centralized Deployment Model
¥ Labs

Lab 1 - Verify Firewall
Resources

Lab 2 - Egress Web Filtering

Lab 2.1 - Egress DNS Query
filtering

Lab 3 - Using Open Source
rules with AWS Network
Firewall

Lab 4 - Threat Hunting with
AWS Network Firewall

» Lab 5 (Optional): Ingress
Traffic Inspection - DIY

» Lab 6 (Optional): Custom
Surricata rules with Strict Rule
ordering

Cleanup

aws

AWS Network Firewall Workshop > Labs > Lab 1 - Verify Firewall Resources

Lab 1 - Verify Firewall Resources

Step 1 - List Firewalls

Since we have already provisioned an AWS Network Firewall as part of our Setup instructions, let's verify the policy and rule groups created

by CloudFormation template.

* Amazon Network Firewall is listed under VPC in the AWS web console:

VPC > Firewalls

VPC dashboard Firewalls (1) info

EC2 Global View [3
Filter by VPC:

» Virtual private cloud

> Security

» Network Analysis

» DN firewall

Firewall policies

Network Firewall rule
groups

a

Status

OReady

(¢}

 In the AWS Web Console, click on VPC -> Firewalls to list the currently provisioned Firewalls. If your region is listed below, you can click on
the desired region tab below to access the Network Firewall console:

us-west-1 us-west-2

Test Instances [4

us-east-1

us-east-2
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