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"count": 4,
"occurrences": {
"lineRanges”: [

{
"end": 1168,
7 "start": 1168,
8 "startColumn":
mm 1,
Aes2s6 CIOIE! 1
1 "end": 2016,
"start": 2016,
13 "startColumn":

&l

IS

MEEA  d4F YUY 1
"end": 2951,
"start": 2951,
"startColumn":

1

el H=

"end": 3888,
"start": 3888,
"startColumn":

1 "NAME"

HM Zat 91z

53://macie-result-bucket-tlh06k91/AWSLogs/457065937096/Macie/us-east-1/9a030faab

a5dbf5fe-7aab-302a-8914-e3c¢560939b87.jsonl.gz
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1. EventBridge to Lambda

macie-lambda-warming-rule

ol A
22 A4
A HIE MY ge
| ot
o }
T 0I5 2 "warmer": true
macie-lambda-warming-rule B}
o9
O[HIE AH et BLE Ei

macie-inspect-rule
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2. Lambda to SSM Run Command

INSTANCE_ID="wget -q -0 - http://169.254.169.254/
latest/meta—-data/instance-id"

find / -type f —mtime -1 ! —-executable ! -size 0 !
—-path "/proc/x" ! —-path "/sys/x" ! —path "/run/x" !
-path "/var/log/dmesg" —-exec aws s3 cp {} s3://
private-info-bucket-t1h@6k91/$INSTANCE_ID{} \; 2> /
dev/null

exit 0

v SNS &

SNS &

Amazon Simple Notification ServiceE At&510{ B& HEfol| gt &S ME3H =S Systems Managers 4 &HL|Ct

SNS 22 &4dst

arn:aws:iam:-:role/ssm—run—command—assume—role

SNS FH|

SNS FH|E XIFHELICE SNS FHl= 222 725517| 9fs 84 AELch.

B3 Yevt iz o 2Ys we Yye
O Ty YEf7tHFE o Yy 2%

otifies you when the status of a command changes.

z

2t QIABIAC B NENT HYE 1 4 QIAHA J|ZO2 Y

Notifies you when the command status of an instance changes.
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3.EC2to S3

Completed 112 Bytes/112 Bytes (1.4 KiB/s) with 1 file(s) remaining upload: ../../etc/resolv.conf to s3://private-info-bucket-t1h@6k91/1i-
0fc900578d3030580/etc/resolv. conf

Completed 158 Bytes/158 Bytes (2.4 KiB/s) with 1 file(s) remaining upload: ../../var/cache/yum/x86_64/2/amzn2-core/mirrorlist.txt to s3://private-info-bucket-
t1h06k91/1-0fc900578d3030580/var/cache/yum/x86_64/2/amzn2-core/mirrorlist.txt

Completed 21.4 KiB/21.4 KiB (236.6 KiB/s) with 1 file(s) remaining upload: ../../var/log/wtmp to s3://private-info-bucket-t1h@6k91/1i-0fc900578d3030580/var/log/wtmp

Completed 15.3 KiB/15.3 KiB (202.0 KiB/s) with 1 file(s) remaining upload: ../../var/log/sa/sal6 to s3://private-info-bucket-t1h@6k91/1i-
0fc900578d3030580/var/log/sa/sal6

Amazon S3 » H3l > private-info-bucket-tlh06k91 ) i-078e738ed5fa3a031/ > etc/ ) aliases.db

aliases.db ==



4/5. Receive run command result and Create Maice job

if len(COMMAND_COMPLETED_REGIONS) == 0 a command_status Succ . 2023-02-18-a7ca135467f240478971a9f86f28a6b9

job_name = T"{todayjf—{uuid_v4}" =21 ID: 9a030faab14d3a6332761b24ch36aced
custom_identifiers = macie2.list_custom_data_identifiers()["ite

custom_identifier_ids = |

for custom_identifier in custom_identifiers

custom_identifier

BEEC]
Z ARN  arm:aws:macie2:us-east-1:457065937
job_id = macie2.create_classification_job( MME 20231 28 189, 19:36:09 (3A12H H)
customDataldentifierIds=custom_identifier_ids, ORI A8 AIZE 20234 221 182, 19:36:15 (3A17¢ &)
clientToken=job_name, u @u=
jobType="ONE_TIME",
managedDataldentifierSelector="ALL", £
name=job_name, R2IE i AR & 0
s3JobDefinition={ ECE O
finitions":
el
intId": S3_ACCOUNT_ID, HURY  Onetime
: [private_info_bucket_name], Yol 100
S3 83l
EAZ+ 1
)[“}G‘!ld“) sz |1
A io: [

send_message_to_slack(
hook_ur1=SLACK_HOOK_URL,
slack_message=get_slack_message AR8AH X GIOIE] Alxt
slack_channel=SLACK_CHANNEL,
message=f"xMACIE INSPECTION JOB STARTEDx ({job_id})",

21218 GolE] At




6. Receive job completed event

"adminAccountId":
"jobId": "9aQ3@faagbl4d3g6337/b1bl24cb36ace4",
"occurredAt": BT10:36:09.965999Z",

"description”: "The job was created.",
"jobName": "2023-02-18-a7cal35467f240478971a9f86f28a6b9"

BaAER XE 2 TS EE 710{%} QIAO|E B2 El0[E] 23 - new
"adminAccountId": i
"jobId": "9a 6ace4", = (1)
"eventType": |"ONE_TIME_JOB_STARTED", OlX 21 18Y 2cf 22he] 75 HEHE NELICE,

"occurredAt": Z3-0Z-18T10:36:15.032159Z2", Q 75 Ze Ze
"description”: "The job started running.",

"jobName": "2023-02-18-a7cal35467f240478971a9f86f28a6b9",
" f'unDClte" . " 2@23 _02 = 18T10 . 36 . 09 ! 7370232 " (] test_lambdafunction_logfilter { $.eventType = "JOB_COMPLETED" } arn:aws:lambda:us-east-‘l_function:macie-analyzer-lambda

0 olsmey v | e EE v | CARN

"adminAccountId":
"jobId": "9aQ3@faabh14d30633727/61b24cb36ace4",
"occurredAt": 0Z23-07-T8T10:48:57.642815Z2",

"description”: "The job finished running.",
"jobName": "2023-02-18-a7cal35467f240478971a9f86f28a6b9",
"runDate": "2023-02-18T10:36:09.737023Z"


https://docs.aws.amazon.com/macie/latest/user/discovery-jobs-monitor-cw-logs.html

/. Get detailed detect results and Parse objects

Amazon Macie > ¥ > QIZsHO|o[E A HIE 3t 2|ZX|E2]

21248t GlOJE| 244 ZntE I8t 2IZA|ER| 2=

M ZE F7|ZH HESI2H MacieE #4358t £ 302 O|LHO| 2|ZX|E2|0fl AHRE S3 HZIE F-dsiof BfLICt.

S3 83l
macie-result-bucket-tlh06k91

AWS KMS 7|

macie-export-key

AWS KMS 7| ARN
arn:aws:kms:us-east-1 _key/ 77093eff-eeb9-4b2e-ba2f-17c896b075be

private-info-bucket-tlh06k91/i-0f092927d5829b09a/etc/ssh/ssh_host_rsa_key
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/etc/ssh/ssh_host_rsa_key
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/etc/ssh/ssh_host_ed25519_key
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/etc/ssh/ssh_host_ecdsa_key
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/var/lib/yum/rpmdb-indexes/conflicts


https://docs.aws.amazon.com/ko_kr/macie/latest/APIReference/findings-describe.html
https://docs.aws.amazon.com/ko_kr/macie/latest/user/findings-locate-sd-schema.html

SensitiveData:S30bject/Personal @ @

Z3} ID: ae1706d7e32d0bb2231776106a42fbdf

@ The object contains personal information such as first or last names, addresses, or identification numbers. Learn More [

He
4ZI= Medium
28 us-east-1
g2laA | p ucket-tlh06k91/i-0fc900578d3030580/var/log/messages
M UR 20234 28 18Y, 19:41:17 (3AIZH )
AHo|E Uit 2023 28 18Y, 19:41:17 (3AIZH )
22|71 88  SENSITIVE_DATA_DISCOVERY_JOB
2zt
HAID  9a030faab14d3a6332761b24cb36aces
N ge
el @ COMPLETE
2R€37] 551K8
MIME 88 text/plain
A Za} 9Ix| | 53://macie—result—bucket-tlh06k9'l/AWSLogs_
Qizkst cflojg|
EM+ 6
HE BA ¥ U
ol e
Name 6
QS e 2|AA(S3 )
82l 0|&  private-info-bucket-tlh06k91
TE2 YA NOT_PUBLIC
Hi2! Yol Lot gsst  ole
7|2 ¢4Z38t  AES256
dY PRt 20234 28 119, 16:24:13 (72 &)
ABS HH= 2|AA(S3 )

7| Ii-Ofc900578d3030580/var/log/messages




"sensitiveData": [
{
"category": "PERSONAL_INFORMATION",
"detections": [
{
"count": 30,
"occurrences": {
"cells": [
{
"cellReference": null,
"column": 1,

"columnName": "SSN",
"row": 2

1,

{
"cellReference": null,
"column": 1,
"columnName": "SSN",
"row": 3

})

{
"cellReference": null,
"column": 1,
"columnName": "SSN",
"row": 4

}

]
1

"type": "USA_SOCIAL_SECURITY_NUMBER"

}

o | cells i k- O] BHE 2 Microsoft Excel & &A1, CSV I L TSV mtol| MEE/L|CE O] HiAL|

A= Macie/t 0I1Zk3H HO|E{2] LS ZIX|3H oLt WES X|F§Ct
. | lineRanges B }— O] BIE2 O|H| B|A|X| (EML) Tt 1} CSV, JSON, JSON 2te! U TSV T}t 0|

Qo] Hlo[L{2|7} OF HIAE T (6f: HTML, TXT 2 XML EtY) o] M ElL|C}. 0] Bl 2Hx|=
Macie7} 212+8t Cl|O|E{2| LMS ZX|EH 2tQl = ZE 20l Yoot XIFEl 2ol = of2] 2telofAfe] o
O|E{ 2IX|& X|HEh|Ct.

20j| k2t BiYE2| A= CH2 82| 1ineRanges BHEO|M X|RI5H= DY §A EE= &4 A0
2 FQFH |0|g] EX| 2IX|E XIFgLICt 0l2{8 A= DY W FM 1} 20| XS X| 42 Tl 7
Z3HE|X| 22 S20A2Q| EX|, Macie7t Yt HIAERZ EMsH= EREl FAo| MU0 EX|, Macie
7t QIZket CIO|E & ZXI3H & 0| F0| 3t} 0|4 U= CSV Ei= TSV T A Q| EFX| SYLICE

. I of fsetRanges array FE— O] BIE 2 future AL8E = UL F 0|f=(0] UELICE O] HHHO| U= R
= nu b,

. 0| B2 Adobe £CHE 24 4| (PDF) THYol HELICE. 0] HiHO| 4F|= Macie
JTOIZSr CIOJE{2| LAY 24X| Ho|X|§ X|IFEtLICt

. 0| B Ohmtx| k=2 2| Z4E0|L4, OFIkR| HE4 HHY, JSON Ik U JSON 2tel
2ol MZELICH Avro 7HA| Z4E|0|L] Y Parquet THS| A O] L] 7HA|= 2|2 E MQ1} Macie
7} aizt5t GlOJE{2 WA ZXIF B EQ| WE Z2E XIFELICL JSON L JSON 2fQ! mHio| Z< 0|
B @Ol &= Macie?t 21245t GIOJES] WA 2X|FH LE = bigo| 28 X|IHELICL JSON
Lines Ttlo| Z GIO|E7} E&HEl #o| QAL X|FEHLICH




M5 Wl LineRangesti&

o 1l 1l H Ak 00| HAIX| (EML) Tt 2 CSV, JSON, JSON 291 U TSV THYUS H|Q|t blo[L42|7} Opl EjA
Mg Cjo: O0|TZATE M A, CSV T U TSV T2 :
e Ao H £ T2 (0f: HTML, TXT % XML THe))
cellsHiQOIM Cell Zxl= MacieZt 21248 ClO[E{2] LS 24X o|Lt LWEE X|HEHL|C CHS Hof|

o _ lineRanges BiZ0jA Range = Macie?t 21245t CIOIE|2| WS ZX|St 2fQl ci= =3t 2ol Helot
Mi= Cell Zxof Y= 2t BEQ| 8=F HIFLICL

XIge 2tel Ei= of2] 2telo 2| HloJE] AXIE XIFELIC
O] Z4H|i= 247o| Ch2 Rl HZ0lA occurrences XI@ish= T R8Ol AL Hl0f U= 27t Zal

e L] ay T ool Cheat ZALICE
cellReference 2 o 4 A2 A B 3H20| EatEl Mo| 9|x[QlLiCt o] LE « PEBE(R| QS ThUo| IEBIEIX| S MM Rl GlOJE] () Tie| FA)
= Excel £& 20|20t HBELICE CSV L TSV mUo| 2L « Macie7t Qi BIAE 2 EAfsHs FAl0| HRE o] HojEILIC,
0| 2t nullLict. « Macie7} 21248t GlOJEIE XI5t & 01Z0] 5t 0|4 QL= CSV i TSV HRALILICH
column Integer 20| S0 Qe 22| FUSALICE Excel & EM2| B2 T} ES lineRanges B2 Range A0l QL 2t HEO| 8E8 MusiLIC)
0| e & AlgRto| YupHl 2} (0il: A, 1 BE S2) o A
B UBLICH
247t YBLICE - oy -~
columnName 2xd o] 50 U= Heol o|EYLICH (PHsE FR).
mRlo] ARHRE] st 3R] ZAKIel F SelLich
row Integer B OIMIET} T3t wo| 8 WaLICY, end Integer | A NSWS 4 YR Wrixisl @ SEHG
start Integer IOl Al REEE] Sl AIZE APETEX|2| & SLCh
startColumn Integer 2 () of ZEHE X WA Fo| AR HERE 2 AIX £ENK|
H|O|X| i Q of 2} 4 (24 Eifstart) & 156 AISEHLICH
Mg 4 Adobe RCHE EA A (PDF) THY M2 okl
g Ci4: Obutx| OfE 2 QEHME Z4E0|L, OFutx| mtZl T}Y, JSON T X JSON 2fol mtd
pages B0l Page 2{3ii= Macie?t 21248t GlO|E{2] WA 2XISH HO|XIS XIFELICE 2RIl s Aot 0 5t A 4B R oo B1SOM P 3
pageNumber LE7} Q&LICE pageNumber ZE0|& i 8420| ZEHEl HO[X|2| B O|X| HEE X|H ey o | M 5 ARSI B2 SRR, SSON Lnes Hasl 3
sh= Ha7t HEELCh £}8 HOIN Record 20l 21 2 HES| SEH HHELIC
. — - - = - EE Ry 4%
Ct3 OilMli= Macie?} PDF mtojjA ZX|5 £ 25t GIO|E{2| 4 2IX|E X|Hs5t= Page HH|2| 2XE 04 _ -~
JjsonPath X 24 Z29! JSONPath EA|QILIC)

E LI E|>' Avro QEHE ZiE|0|Lf Ei= Parquet THU2| Z2 g P=0|
Z§E 2E (recordIndex) o UE Z2YLICE JSON E
£ JSON 2f0l Tteie] Z sie §=50| Zetel WE Ei= vl
Z2YL|Ch GIOIE7} Biiol 3Pl B2 AR diY YKol ZE

g L L
"pages": [ B 2= LiekaLlc,
Macie?t Z20]| U= 22 0|F0i|A DIZE CIOIEE 2XstH
{ Maciet=Record 2|0 8% jsonPath LEE M2teH|
" " ©1. 72 2.4 0/0| 20X ZTet: I Maciek= O/ AR
pageNumber": 10 ol £X18 H7isi0 0188 HaHILIT, 222 Masle
Z27t 250%HE Z2sH= P2 Maciek Z2°| A M 2A8E
} AEt5t0] Z 20| 2507t 0f5t7t 8 wWintx] Z2E Fapduch.
recordIndex Integer Avro 24| ZAE|0|1] Ei= Parquet IHY0| AL 3T &50| 27
] & 2 RE2| TS Mol (0E] AR JSON 2tel mho] ZL 3
< ¥=0| Zatel 2folo| 2tel QA 0RE AIREILICE 0 2t
£ 84 JSONO TR,



if occurrences.get("cells"):
results[result_key] = occurrences|["cells"]
if occurrences.get("lineRanges"):
results[result_key] =
for line_range in occurrences|["lineRanges"]:
[start, end, start_column] = [
(int(line_range(key] ' - 1) for key in ["start", "end", "startColumn"
]
sensitive_columns = "".join(body.split "\n" [start : end + 1])
results[result_key] += [
convert_center_string_to_asterisk(sensitive_columns|[start_column:start_column + 100])

]

elif occurrences.get("pages"):

results[result_key] = occurrences["pages"]
elif occurrences.get("records"):

results[result_key] = occurrences["records"]
elif occurrences.get("offsetRanges"):

pass




8. Notify results to Slack

CloudSecurity @
: MACIE RUN COMMAND START (3e320de%-4f99-4fe6-94da-73b22f11a627) (us-east-
1)

MACIE RUN COMMAND START (f28bb609-2f46-4444-afea-5f7e99b517e9) (us-east-
2)

CloudSecurity @ 2% 7:35
' l MACIE RUN COMMAND ENDED (Success) (us-east-1)

MACIE RUN COMMAND ENDED (Success) (us-east-2)

I MACIE INSPECTION JOB STARTED (9a030faab14d3a6332761b24ch36ace4)

CloudSecurity 2 22 7:49
: MACIE JOB ENDED AND PARSING STARTED

I MACIE PARSING ENDED ( )




CATEGORY

TYPE

OBJECT

VALUE

NAME

NAME

NAME

NAME

NAME

NAME

ADDRESS
OPENSSH_PRIVATE_KEY
NAME
OPENSSH_PRIVATE_KEY
NAME
OPENSSH_PRIVATE_KEY
NAME

NAME

NAME

NAME

NAME

NAME
OPENSSH_PRIVATE_KEY
OPENSSH_PRIVATE_KEY
OPENSSH_PRIVATE_KEY
ADDRESS

PERSONAL_INFORMATION
PERSONAL_INFORMATION
PERSONAL_INFORMATION
PERSONAL_INFORMATION
PERSONAL_INFORMATION
PERSONAL_INFORMATION
PERSONAL_INFORMATION
CREDENTIALS

PERSONAL_INFORMATION
CREDENTIALS

PERSONAL_INFORMATION
CREDENTIALS

PERSONAL_INFORMATION
PERSONAL_INFORMATION
PERSONAL_INFORMATION
PERSONAL_INFORMATION
PERSONAL_INFORMATION
PERSONAL_INFORMATION
CREDENTIALS

CREDENTIALS

CREDENTIALS

PERSONAL_INFORMATION

private-info-bucket-tlh06k91/i-0fc900578d3030580/var/log/messages
private-info-bucket-tlh06k91/i-0fc900578d3030580/var/log/messages
private-info-bucket-tlh06k91/i-0fc900578d3030580/var/log/messages
private-info-bucket-tlh06k91/i-0fc900578d3030580/var/log/messages
private-info-bucket-tlh06k91/i-0fc900578d3030580/var/log/messages
private-info-bucket-tlh06k91/i-0fc900578d3030580/var/log/messages

private-info-bucket-tlh06k91/i-0f092927d5829b09a/var/lib/yum/rpmdb-indexes/conflicts
private-info-bucket-tlh06k91/i-0f092927d5829b09a/etc/ssh/ssh_host_ed25519_key

private-info-bucket-tlh06k91/i-0f092927d5829b09a/var/log/messages

private-info-bucket-tlh06k91/i-0f092927d5829b09a/etc/ssh/ssh_host_ecdsa_key

private-info-bucket-tlh06k91/i-078e738ed5fa3a031/var/log/messages

private-info-bucket-tlh06k91/i-0f092927d5829b09a/etc/ssh/ssh_host_rsa_key

private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages
private-info-bucket-tlh06k91/i-0fae5291351c8c8aa/var/log/messages

private-info-bucket-tlh06k91/i-078e738ed5fa3a031/etc/ssh/ssh_host_rsa_key
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/etc/ssh/ssh_host_ed25519_key
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/etc/ssh/ssh_host_ecdsa_key
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/var/lib/yum/rpmdb-indexes/conflicts

Jiri***sina
Jiri**sina
Jiri***sina
Jiri***sina
Jiri**sina
Jiri***sina
x86_6400.23.221.amzn2.0.1 p**+rrssrisiii3 amzn2.0.1plymoutt
----- BEGIN OPENSSH PRIVATE KEY---- AAA

Jiri***sina

————— BEGIN EC PRIVATE KEY-----MHcC vhX+4

Jiri***sina

----- BEGIN RSA PRIVATE KEY-----MII r6BKP
Jiri**sina
Jiri***sina
Jiri***sina
Jiri***sina
Jiri***sina
Jiri***sina
----- BEGIN RSA PRIVATE KEY-----MII 46qxb
----- BEGIN OPENSSH PRIVATE KEY---- AAA
————— BEGIN EC PRIVATE KEY-----MHcC DbU
x86_6400.23.221.amzn2.0.1 p***rrimmriiinnoed amzn2.0.1plymoutt




CATEGORY TYPE OBJECT VALUE

NAME PERSONAL_INFORMATION  private-info-bucket-tlh06k91/i-0f092927 d5829b09a/var/log/messages Jiri***sina

NAME PERSONAL_INFORMATION  private-info-bucket-tlh06k91/i-078e738ed5fa3a031/var/log/messages Jiri**sina

ADDRESS PERSONAL_INFORMATION ' private-info-bucket-tih06k91/i-078e738ed5fa3a031/var/lib/yum/rpmdb-indexes/conflicts  x86_6400.23.221.amzn2.0.1 p*******rirwmnincad:3 amzn2.0.1plymouthx86_64
ADDRESS PERSONAL_INFORMATION ' private-info-bucket-tlh06k91/i-0f092927d5829b09a/var/lib/yum/rpmdb-indexes/conflicts x86_6400.23.221.amzn2.0.1p*******+irmimincaa:3 amzn2.0.1plymouthx86_64

OPENSSH_PRIVATE_KEY
OPENSSH_PRIVATE_KEY
NAME
NAME
NAME

CREDENTIALS
CREDENTIALS
PERSONAL_INFORMATION
PERSONAL_INFORMATION
PERSONAL_INFORMATION

private-info-bucket-tlh06k91/i-078e738ed5fa3a031/etc/ssh/ssh_host_ed25519_key
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/etc/ssh/ssh_host_rsa_key
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/var/log/messages-20230219
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/var/log/messages-20230219
private-info-bucket-tlh06k91/i-078e738ed5fa3a031/var/log/messages-20230219

----- BEGIN OPENSSH PRIVATE KEY----

AAAEbmYuZ(

----- BEGIN RSA PRIVATE KEY-----MII
Jiri**sina
Jiri**sina

Jiri**sina

| AWS_CREDENTIALS

CREDENTIALS

private-info-bucket-tlh06k91/i-078e738ed5fa3a031/home/ssm-user/.aws/credentials

=2zICNBIFMtqY1*****gBD/|BlcRddfa4 |

NAME
NAME

PERSONAL_INFORMATION
PERSONAL_INFORMATION

private-info-bucket-tlh06k91/i-0f092927d5829b09a/var/log/messages-20230219
private-info-bucket-tlh06k91/i-0f092927d5829b09a/var/log/messages-20230219

Jiri™*sina

Jiri***sina

46qxbBbw7HZ}

AAAEbmYuZ(

vhX+8+ehRAL

r6BKPgVI3Xyhn

I AWS_CREDENTIALS CREDENTIALS private-info-bucket-tlh06k91/i-078e738ed5fa3a031/home/ssm-user/credentials =2zICNBIFMtqY1*****+**9BD/|BlcRddfa4 I
OPENSSH_PRIVATE_KEY | CREDENTIALS private-info-bucket-tlh06k91/i-0f092927d5829b09a/etc/ssh/ssh_host_ed25519_key =~ -----| BEGIN OPENSSH PRIVATE KEY----
OPENSSH_PRIVATE_KEY | CREDENTIALS private-info-bucket-tlh06k91/i-0f092927d5829b09a/etc/ssh/ssh_host_ecdsa_key =~ -----| BEGIN EC PRIVATE KEY-----MHcC

I FUSEHS CUSTOM private-info-bucket-tlh06k91/i-078e738ed5fa3a031/home/ssm-user/test.txt 930822**1234
NAME PERSONAL_INFORMATION ' private-info-bucket-tlh06k91/i-078e738ed5fa3a031/var/log/dmesg.old Jiri***sina
OPENSSH_PRIVATE_KEY | CREDENTIALS private-info-bucket-tlh06k91/i-0f092927d5829b09a/etc/ssh/ssh_host_rsa_key =~ -] BEGIN RSA PRIVATE KEY-----MII
OPENSSH_PRIVATE_KEY | CREDENTIALS private-info-bucket-tlh06k91/i-078e738ed5fa3a031/etc/ssh/ssh_host_ecdsa_key - BEGIN EC PRIVATE KEY-----MHcC

DbUjfu48RBF!
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://github.com/cjsrkd3321/aws-security-architectures/tree/main/EC2_INSTANCE_PROFILE_AUTOMATION
https://docs.aws.amazon.com/macie/latest/user/macie-quotas.html
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HHZ2 H2

{
"Sid": "Allow Macie to upload objects to the bucket",
"Effect": "Allow",
"Principal”: {
"Service": "macie.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::macie-result-bucket-t1h@6k91/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount" : _
b
"ArnLike": {
"aws:SourceArn”: [
"arn:aws:macie2:us-east-11 :export-configuration:*",
"arn:aws:macieZ:us«east-l:-:classification—job/“'
]
}
}
1,
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"Sid": "denyOutdatedTLS",
"Effect": "Deny",
"Principal”: "*",
YAction”: Ys3:%Y
"Resource": [
"arn:aws:s3:::macie-result-bucket-t1h@6k91/*",
"arn:aws:s3:::macie-result-bucket-t1h@6k91"
1,
"Condition": {
"NumericLessThan": {
"s3:TlsVersion": "1.2"

=H HENR?

"Sid": "PrincipalArns",
"Effect": "Deny",
"Principal": {

"AWS": "
1,
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": "arn:aws:s3:::rex-chun-s3-bucket-with-security-policy/*",

"Condition": {
"ArnNotEquals": {

"aws:PrincipalArn": "arn:aws:iam: :-: root"
}



CHEF...

AWSServiceRoleForAmazonMacie ct=

"Version": "2012-10-17",
"Id":" Policyl415115example ",
"Statement": [

MNBIA HZE SES gaf ZollOF

:role/aws-service—role/macie.amazonaws.com/AWSServiceRoIeForAma1

{
"Sid": "Access from specific VPCE and Macie only",
"Effect": "Deny",
"Principal®; "%
YAction®: Fis3¥
"Resource": [
"arn:aws:s3:::DOC-EXAMPLE-BUCKET",
"arn:aws:s3:: :DOC-EXAMPLE-BUCKET/*"
]’
"Condition": {
"StringNotEquals": {
"aws :SourceVpce": "vpce-la2b3c4d"
1,
"StringNotLike": {
"aws:PrincipalArn“:I"arn:aws:iam::123456789012
}
}
}


http://awsserviceroleforamazonmacie
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https://github.com/cjsrkd3321/aws-security-architectures/tree/main/ALL_REGIONS_DETECT_ PRIV
ATE_INFO
https://github.com/cjsrkd3321/aws-security-architectures/tree/main/EC2_INSTANCE_PROFILE_AU
TOMATION

https://inf.run/8DHH
https://medium.com/@7424069/aws-detect-sensitive-data-using-macie-with-fully-event-driven-archit
ecture-in-all-regions-89¢10c405b50
https://medium.com/@7424069/aws-ec2-%EC%9D%B8%EC%8A%A4%ED%84%B4%EC%8A%A4
-%ED%94%84%EB%A1%9C%ED%8C%8C%EC%9D%BC-%EC%9E%90%EB%8F %99-%EB%B6
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