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Disclaimer

Disclaimers. The following applies to this document and all other documents, information, data, and responses
(written or verbal) provided by Amazon Web Services, Inc. or any of its affiliates (collectively, "AWS") in
connection with responding to this request and other related requests (collectively, this "Response”): This
Response is expressly (a) informational only and provided solely for discussion purposes, (b) non-binding and
not an offer to contract that can be accepted by any party, (c) provided "as is" with no representations or
warranties whatsoever, and (d) based on AWS's current knowledge and may change at any time due to a variety of
factors such as changes to your requirements or changes to AWS's service offerings. All obligations must be set
forth in a separate, definitive written agreement between the parties. Neither party will have any liability for any
failure or refusal to enter into a definitive agreement. All use of AWS's service offerings will be governed by the
AWS Customer Agreement available at http://aws.amazon.com/agreement/ (or other definitive written agreement
between the parties governing the use of AWS's service offerings) (as applicable, the "Agreement"). If the parties
have an applicable Nondisclosure Agreement ("NDA"), then the NDA will apply to all Confidential Information (as
defined in the NDA) disclosed in connection with this Response. AWS's pricing is publicly available and subject to
change in accordance with the Agreement. Pricing information (if any) provided in this Response is only an
estimate and is expressly not a binding quote. Fees and charges will be based on actual usage of AWS services,
which may vary from the estimates provided. Nothing in this Response will modify or supplement the terms of the
Agreement or the NDA. No part of this Response may be disclosed without AWS's prior written consent.

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.
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Prowler 27§
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H 7 H|u
Version 2 Version 3
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aws_foundational_security best_practices, cisa, fedramp_low_revision_4,
Compliance CIS Level1, CIS Level2, FFIEC, HIPPA, PCI, SOC2, CIS Implementation Group2, fedramp_moderate_revision_4, ffiec, gdpr, gxp_eu_annex_11,

P ISO 27001 gxp_21_cfr_part_11, hipaa, nist_ 800_53_revision_4, nist 800 53 revision_5,
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Prowler |IAM Policies

2= & =7} IAM Policies

Prowler& & ad3St7| /sl Ot2i 2| 27tX] AWS Managed IAM Policy 7} ==

- arn:aws:iam::aws:policy/SecurityAudit

arn:aws:iam::aws:policy/job-function/ViewOnlyAccess

getot 3ds ?lol tt=

It 22 Z=7}IAM Policy7t 2 QL C,

« prowler-additions-policy.json
OtoF M A ZA S AWS Security HubOf| 2L 1 X} $HCFH,
Ct2 a0t 242 IAM Policy 7t 2 @ BtL| Tt

prowler-security-hub.json

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"securityhub:BatchImportFindings",
"securityhub:GetFindings"

1,

"Effect": "Allow",

"Resource": "x"

}
]
¥

< prowler-security-hub.json >
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{

"Version":

}

{

"2012-10-17",

"Statement": [

"Action": [

"account:Getx",
"appstream:Describex",
"appstream:Listx",
“codeartifact:Listx",
"codebuild:BatchGetx",
"ds:Describex",

"ds:Getx",

"ds:Listx",
"ec2:GetEbsEncryptionByDefault",
"ecr:Describex",
"elasticfilesystem:DescribeBackupPolicy",
"glue:GetConnections",
"glue:GetSecurityConfigurationx",
""glue:SearchTables",
"lambda:GetFunctionx",
"macie2:GetMacieSession",
"'s3:GetAccountPublicAccessBlock",
"“shield:DescribeProtection",
"shield:GetSubscriptionState",
"'ssm:GetDocument",
"support:Describex",
""tag:GetTagKeys"

1,

"Resource": "x",

"Effect": "Allow",

"Sid": "AllowMoreReadForProwler"

h

“Effect™:

"Allow",

"Action": [

1

"apigateway:GET"

"Resource": [

1
}

"arn:aws:apigateway:*::/restapis/*"

< prowler-additionas-policy.json >


https://github.com/prowler-cloud/prowler/blob/master/permissions/prowler-additions-policy.json
https://github.com/prowler-cloud/prowler/blob/master/permissions/prowler-security-hub.json
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Prowler IAM

Hd th ol 1AM Role 4’8

HA 3 Account2t A L4 Account?t S s AL, Ol2] CodeZ CloudFormation 2

EH AHAd

OO

AWsTemplateFormatVersion: '2010-09-09"
Description:
This template creates an AWS IAM Role with an inline policy and two AWS
attached for security assessment
Parameters:
ProwlerRoleName:
Description: |
Name of the IAM role that will have these policies attached. Default
Type: String
Default: 'ECSAProwlerRole’
Resources:
ECSAProwlerRole
Type: AWS::IAM::Role
Properties:
ManagedPolicyArns
~ ‘arn:aws:iam::aws:policy/SecurityAudit'
~ ‘arn:aws:iam::aws:policy/job-function/ViewOnlyAccess"
RoleName b ${ProwlerRoleName}
Policies:
- PolicyName: ProwlerExecRoleAdditionalViewPrivileges
PolicyDocument:
Version : '2012-10-17'
Statement
- Effect: Allow
Action:

‘account:Getk'
‘appstream:DescribeFleets"
‘codeartifact:ListRepositories’
'codebuild:BatchGetBuilds"

CEHC

'ds:Describex’

‘ds:Listk’
'ec2:GetEbsEncryptionByDefault'
‘ecr:Describex"
'elasticfilesystem:DescribeBackupPolicy"
'glue:GetConnections'
'glue:GetSecurityConfiguration’
'glue:SearchTables'
'lambda:GetFunction®
'macie2:GetMacieSession'
's3:GetAccountPublicAccessBlock'
's3:GetEncryptionConfiguration’
's3:GetBucketPublicAccessBlock"
'shield:DescribeProtection’
'shield:GetSubscriptionState'
'ssm:GetDocument '
'support:Describesk’

Effect: Allow
Action:
- 'apigateway:GET'

ws:apigatewa /restapis/x'

Action:
- 'securityhub:BatchImportFindings"
- 'securityhub:GetFindings'
Resource: 'x'

Query for publicly exposed resources

Q} SHODAN

- AWS Cloud
AWS

AWS Amazon

CloudShell Cloud9 EC2
B @

AWS AWS ECS Amazon
CodeBuild  Fargate EKS
A Azure

> ¢
docker

on-premises Kubernetes Docker

workstation or
server

Azure
Credentials

Query CSP Public APIs all
regions accounts and
subscriptions available

AWS Cloud

AWS Security Amazon RDS

Hub
E ‘/V
Amazon S3 Amazon
QuickSight

AWS
CodeBuild

Local Storage / Formats:
[ N
S </>
JSON
C HTML

Third parties:

—> elasti?séarch Splunk
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Prowler |IAM Policies

Hd th ol 1AM Role 4’8
2 HO MZ CfAt

HZA 3 Account?} M CHAF AccountZI CHE AL, HA CfA

Account0]| O}2l Code 2 CloudFormation A EH A1 A

AwSTemplateFormatVersion: '2010-09-09"

Description:
This template creates an AWS IAM Role with an inline policy and two AWS managed pol.

attached for security assessment

Parameters
ProwlerRoleNam
Description:
Name of the IAM role that will have these policies attached. Default: ECSAProwl

Type: String
: 'ECSAProwlerRole’

Properties:
AssumeRolePolicyDocument :
Version: '2012-10-17"
Statement:

Principal:
AWS:
Actiol

olicy/job-function/ViewOnlyAccess'
Sub ${ProwlerRoleName}

- PolicyName: ProwlerExecRoleAdditionalViewPrivileges
PolicyDocument:
Version : '2012-10-17"
Statement
- Effect: Allow
Action:
- ‘account:Getx'
- 'appstream:DescribeFleets’
- 'codeartifact:ListRepositories’
- 'codebuild:BatchGetBuilds'
:Getx!
:Describex’
istx!
GetEbsEncryptionByDefault'
:Describex’

- 'shield:DescribeProtection’
- 'shield:GetSubscriptionState'
- 'ssm:GetDocument'

- 'support:Describex'

Query for publicly exposed resources

- Effect: Allow
Action:

- 'apigateway:GET"
Resource: 'arn:aws:apigateway:k::/restapis/'
&) SHopAN
Action:
- 'securityhub:BatchImportFindings"
- 'securityhub:GetFindings'
Resource: 'x'
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Scanning to EC2

Version 2 - M4 2t Md 91 HA AlsH

1. Cloud9 4/ % UA| XA S H|2ds}

3. Cloud9 = %, ol2 CommandZ Prowler v2.12.1 %]

£+ AWS Settings

These settings change how AWS Cloud9 interacts with other Amazon Services and how the AWS Resources panel operates

sudo yum install -y python3 jq git
sudo pip3 install detect-secrets==1.0.3

sudo unzip awscliv2.zip

sudo ./Jaws/install -b /bin --update
sudo git clone

cd prowler

sudo git checkout 2.12.1

AWS Resources

sudo curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64.zip" -o "awscliv2.zip"

2. EC2 > Cloud9 QIAEHA 232 > Hot> |AM HE +H > 4/ 4t IAMRoleZ +d 4. HE =¥

r

sudo ./prowler -A {8 Z L4 Account ID} -R {& & L4 IAM Role 0| &} -M {Za} HA| X|H} &

SIAEHA ID

i-Obe2e1836b6e89ff1 (aws-cloud9-ECSAProwler-Env-3c7eb7bd8e5243aa82ff73000b0de487)

1AM 9

EC2ProwlerRole v

Date: Wed Mar 22 14:39:23 UTC 2023

Color code for results:

- = £l S{A
I - INFO (Information) -M: EEE! 7EJ—I-|' ?; —l
L ES 1AM 2 AGHI0|E S (Recommended value)

NING (Ignored by allowlist)

-i : Inventory 2 7H

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.
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https://github.com/prowler-cloud/prowler
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Scanning to EC2

Version 3 - 4 2t M Sl HA AlsH

1. Cloud9 4/ % UA| XA S H|2ds}

3. Cloud9 = £, Ol2 CommandZ Prowler v3 A X%|

£+ AWS Settings

These settings change how AWS Cloud9 interacts with other Amazon Services and how the AWS Resources panel operates

sudo yum install -y gcc openssl-devel bzip2-devel libffi-devel
wget

tar xf Python-3.9.16.tgz

cd Python-3.9.16

.Iconfigure --enable-optimizations

sudo make altinstall

pip3.9 install prowler

AWS Resources

2. EC2 > Cloud9 QIAEHA 232 > Hot> |AM HE +H > 4/ 4t IAMRoleZ +d 4. HE =¥

r

prowler —R arn:aws:iam::<® Z C{ 4 Account ID>:role/< HZ L4 IAM Role 0| & > -M {Z 1} H4|

=
X8}
SIAEHA ID =
F2 34
i-Obe2e1836b6e89ff1 (aws-cloud9-ECSAProwler-Env-3c7eb7bd8e5243aa82ff73000b0de487)
1AM &3 . .
oIAEIAD AT E WAL S M5|0f UX| RO+ Ch 0SS G20 &7 QAHA0 HEE 2EF R:Ed EHg Role 188 %F% EEB'
A oS MM [A L= . =

EC2ProwlerRole v Hiam 22 84 [ M:E2 AT EA £ EX 2| M

Date: Wed Mar 22 14:39:23 UTC 2023

Color code for results: HE A7 . : Z47F H A

Cetortoateiforiresils -i : Inventory 270 -S : Security HubOl| Z1} H &

L ES 1AM 2 AGHI0|E S (Recommended value)

NING (Ignored by al

-B : S3 Bucket M &t

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.



https://www.python.org/ftp/python/3.9.16/Python-3.9.16.tgz
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Scanning to EC2

H4d 21t ME (csv, html)

JACCOUNTNIREGION — TiTLE_ID
P3| INSTANCEPF 6.61576+10 us-east-1

ER INSTANCE-PF 6.6157E+10 us-east-1 1.1 FALL
PR INSTANCE-PF 6.6157E+10 us-east-1 111 FAIL
ER INSTANCE-PF 6.6157E+10 us-east-1 112 PASS
[ INSTANCE-PF 6.6157E+10 us-east-1 112 PASS
E8l INSTANCE-PF 6.6157E+10 us-east-1 113 FAIL
Bl INSTANCE-PF 6.6157E+10 us-east-1 114 FAIL
Bl INSTANCE-PF 6.6157E+10 us-east-1 115 INFO
0 INSTANCE-PF 6.6157E+10 us-east-1 1.16 PASS
R INSTANCE-PF 6.6157E+10 us-east-1 1.17 PASS

RE] INSTANCE-PF 6.6157E+10 us-east-1 118 FAIL

REY INSTANCE-PF 6.6157E+10 ap-south-1 119 INFO
RER INSTANCE-PF 6.6157E+10 eu-north-1 1.19 INFO
BE] INSTANCE-PF 6.61576+10 eu-west-3 119 INFO
LY INSTANCE-PF 6.6157E+10 eu-west-2 1.19 INFO
LRl INSTANCE-PF 6.6157E+10 eu-west-1 1.19 INFO
LY INSTANCE-PF 6.6157E+10 ap-northeast- 119 INFO
BEY INSTANCE-PF 6.6157E+10 ap-northeast- 119 PASS
T INSTANCE-PF 6.6157E+10 ap-northeast- 119 PASS
R0 INSTANCE-PF 6.6157E+10 ap-northeast- 119 INFO
B3 INSTANCE-PF 6.6157€+10 ca-central-1 119 INFO
PEY INSTANCE-PF 6.6157E+10 sa-east-1 119 INFO
P28 INSTANCE-PF 6.6157E+10 ap-southeast- 119 INFO
P INSTANCE-PF 6.6157E+10 ap-southeast- 119 INFO

T3 INSTANCE-PF 6.6157E+10 eu-central-1 1.19 INFO
30 INSTANCE-PF 6.6157€+10 us-east-1 1.19 INFO
BT INSTANCE-PF 6.6157E+10 us-cast-2 119 INFO
LN INSTANCE-PF 6.6157E+10 us-west-1 1.19 INFO
ELJ INSTANCE-PF 6.6157E+10 us-west-2 1.19 INFO
Sl INSTANCE-PF 6.6157€+10 us-east-1 1.2 FAL
EEY INSTANCE-PF 6.6157E+10 us-east-1 1.2 FAIL
EEY INSTANCE-PF 6.6157E+10 us-east-1 121 PASS
EZR INSTANCE-PF 6.6157€+10 us-east-1 121 PASS
EE INSTANCE-PF 6.6157€+10 us-east-1 1.22 PASS
T INSTANCE-PF 6.6157€+10 us-east-1 1.22 PASS
EL0l INSTANCE-PF 6.6157€+10 us-east-1 1.22 PASS
LY INSTANCE-PF 6.6157€+10 us-east-1 1.22 PASS
EE) INSTANCE-PF 6.6157€+10 us-east-1 1.22 PASS
PI INSTANCE-PF 6.6157€+10 us-east-1 1.22 PASS
PR INSTANCE-PF 6.6157€+10 us-east-1 1.22 PASS
PPY INSTANCE-PF 6.6157E+10 us-east-1 1.22 PASS
PEY INSTANCE-PF 6.6157E+10 us-east-1 1.3 PASS
PR INSTANCE-PF 6.6157E+10 us-east-1 1.3 PASS
Bl INSTANCE-PF 6.6157E+10 us-east-1 1.3 PASS
LY INSTANCE-PF 6.6157E+10 us-east-1 1.4 FAIL
R0 INSTANCE-PF 6.6157€+10 us-east-1 1.4 PASS
ELH INSTANCE-PF 6.6157E+10 us-east-1 1.5 FAIL
Y INSTANCE-PF 6.6157E+10 us-east-1 1.6 FAL
ERY INSTANCE-PF 6.6157€+10 us-east-1 1.7 FAL

CHECK_RESU ITEM_SCOREL ITEM_LEVEL

€IS Level 1
€IS Level 1
CIS Level 1
CIS Level 1
CIS Level 1
CIS Level 1
CIS Level 2
CIS Level 1
CIS Level 1
CIS Level 1
CIS Level 1
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
€IS Level 2
€IS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 2
CIS Level 1
CIS Level 1
€IS Level 1
€IS Level 1
€IS Level 1
€IS Level 1
CIS Level 1
CIS Level 1
CIS Level 1
CIS Level 1
CIS Level 1
CIS Level 1
CIS Level 1
CIS Level 1
IS Level 1
CIS Level 1
CIS Level 1
CIS Level 1
€IS Level 1
€IS Level 1

TITLETEXT  CHECK_RESU CHECK_ASFF. CHECK

[check11] Av us-east-1
check110] Erus-east-1
check111] Erus-east-1
check112] Erus-east-1
check112] Erus-east-1
[check113] Erus-east-1
[check114] Eius-east-1
[check115] Erus-east-1
[check116] Eius-east-1
check117] M us-east-1
[check118] Erus-east-1
check119] Eiap-south-

Ro Software and High
Pa: Software and Medium
Pa: Software and Medium
N Software and Critical
N Software and Critical
MF Software and Critical
MF Software and Critical
N Software and Medium
Ncens-op.acc3. Low

Ac Software and Medium
Ac Software and Medium
1: P Software and Medium

[check119] Eieu-north-1: N Software and Medium

[check119] Ei eu-west-3:
{check119] Eieu-west-2:
[check119] Eieu-west-1

: Ni Software and Medium
: i Software and Medium
+ NiSoftware and Medium

[check119] Eiap-northeast- Software and Medium
[check119] Eiap-northeast- Software and Medium
[check119] Eiap-northeast- Software and Medium
[check119] Eiap-northeast- Software and Medium

[check119] Ei ca-central
[check119] Eisa-east-1

-1: Software and Medium

No Software and Medium

[check119] Eiap-southeast: Software and Medium
[check119] Eiap-southeast- Software and Medium

[check119] Eieu-central-
[check119] Eius-east-1
[check119] Eius-east-2:
[check119] Eius-west-1
[check119] Eius-west-2
[check12] En: us-east-1
{check120] Erus-east-1
[check121] D us-east-1
[check121] D us-east-1
[check122] Eius-east-1
[check122] Eius-east-1
[check122] Eius-east-1
[check122] Eius-east-1
[check122] Eius-east-1
[check122] Eius-east-1
[check122] Eius-east-1
[check122] Eius-east-1
[check13] En: us-east-1
[check13] En: us-east-1
[check13] En: us-east-1
[check14] En: us-east-1
{check14] En:us-east-1
[check15] En: us-east-1
[check16] En: us-east-1
[check17] En:us-east-1

-1: Software and Medium
N Software and Medium
N Software and Medium
NcSoftware and Medium
NeSoftware and Medium
Usiens-op.acc 5. High

Su ens-op.acc.1. Medium
N ens-op.acc.1. Medium
N ens-op.acc.1. Medium
Po Software and Medium
Po Software and Medium
Po Software and Medium
Po Software and Medium
Po Software and Medium
Po Software and Medium
Po Software and Medium
Po Software and Medium
Usiens-op.acc.1. Medium
Usiens-op.acc.1. Medium
N ens-op.acc.1. Medium
Jae ens-op.acc.1. Medium
N ens-op.acc.1. Medium
Pa: Software and Medium
Pa: Software and Medium
Pa: Software and Medium

support
iam
support
support
ec2

AwsAccount Software and The "root” ac:Follow the reihttp://docs a IAM
AwsAccount Software and Password pol Ensure "Num https:/docs. IAM
AwsAccount Software and Password pol Ensure *Passv https://docs. IAM
AwsAccount Software and The root accc Use the crede https://docs.IAM
AwsAccount Software and The root accc Use the crede https:/docs.IAM
AwsAccount Software and The root accc Using 1AM cohttps:/docs.IAM
AwsAccount Software and The root accc Uinn 1AM rnhine //rncs 2 1AM
AwsAccount Software and The AWS sup L
AwslamUser Software and By default IATF
AwsAccount Software and Ensure contacl
AwsAccount Software and AWS provide:C
AwsEc2lnstan Software and AWS access f
AwsEc2lnstan Software and AWS access f
AwsEc2Instan Software and AWS access f
AwsEc2Instan Software and AWS access f ¢
AwsEc2Instan Software and AWS access f
AwsEc2Instan Software and AWS access fC

Fiers | Show | 100 ~  entries
AwsEc2Instan Software and AWS access fC

AwsEc2Instan Software and AWS access f ¢ service
AwsEc2Instan Software and AWS access fC  Status  Severity  Name
AwsEc2Instan Software and AWS access fC pASS  medium  ec2

AwsEc2lnstan Software and AWS access f
AwsEc2lnstan Software and AWS access fC
AwsEc2lnstan Software and AWS access f(
AwsEc2lnstan Software and AWS access f
AwsEc2lnstan Software and AWS access f
AwsEc2lnstan Software and AWS access f
AwsEc2lnstan Software and AWS access f
AwsEc2lnstan Software and AWS access f
AwslamUser Software and Unauthorized £
AwslamRole Software and AWS provide:C pass  medium ez
AwslamUserSoftware and AWS console F
AwslamUserSoftware and AWS console F
AwslamPolicy Software and IAM policies ¢I
AwslamPolicy Software and IAM policies ¢I
AwslamPolicy Software and IAM policies ¢
AwslamPolicy Software and IAM policies i
AwslamPolicy Software and IAM policies i
AwslamPolicy Software and IAM policies i
AwslamPolicy Software and IAM policies i1
AwslamPolicy Software and IAM policies i1

PASS  medum  kms

AwslamUser Software and AWS IAM usel

AwslamUser Software and AWS IAM usel

AwslamUser Software and AWS IAM usel

AwslamUser  Software and Access keys cl

AwslamUser Software and Access keys cL ASS  medium  kms

AwsAccount Software and Password pol E

AwsAccountSoftware and Password pol E

AwsAccount Software and Password pol E
PASS  medum  kms
FAL medum  ecz
FAL medum  ec2

root 2023-03-20T15:55:20+0000
password pol 2023-03-20715:55:20+0000
password pol 2023-03-20715:55:20+0000
root access k|2023-03-20T15:55:20+0000
root access k|2023-03-20T15:55:20+0000
MFA 2023-03-20T15:55:20+0000
MEA 2023:03.20T16:55:040000

Report Information

Version: 330

Parameters used: aws -M csu himl

Date: 2023-03-20T15:18:28.310965

Region  CheckID

ap
northeast-2

ap-
northeast-2

ap- kms_key_not_publicly_accessible
northeast-2

ap kms_key_not_publicly_accessible.
northeast-2

us-east-1  kms_key_not_publicly_accessible

ap ec2_instance_public_ip
northeast-2

- ec2_instance_public_ip
northeast-2

ec2_instance_older_than_specific_days

ec2_instance_older_than_specific_days

SEVEICHECK_SERV CHECK_ASFF. CHECK_ASFF. CHECK_RISK CHECK_REME CHECK DOC CHECK_CAF_CHECK_RESO PROWLER_ST. ACCOUNT_DI ACCOUNT_DI ACCOUNT_DIACCOUN

AWS Assessment Summary
AWS Account: 066157043804
AWS-CLI Profile: ENV

Audited Regions: All Regions

CheckTitle
Check EC:

AWS Credentals

User Id: AROAQGZ2EMBOISGNDVLAL jaewook_admin

Assessment Overview

fjaewook_admin

Resource ID

Check EC2

Check exposed KMS keys

Check exposed KMS keys

Check exposed KMS keys

Check for EC2 Instances with Publc IP.

Check for EC2 Instances with Pubic IP.

5bac2471-d110-4851-0451-6ca01ce5d36a

€8448be0-1012-48da-98cd-498cda09340!

65310083-0225-48c3-aeas-be7afeazed1d

1-051161493(8befbe

1-031455675ce109ddd
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Passed: 919

Failed: 608
Total Resources: 272

Search;

Resource Tags. Status Extendod Risk Recomendation

~Name=aws-cloudg-Prowler-V3-Test-
ce89270e9faca79baB01al5cB94728d

EC2 Instance I-051161493(8bc6fbe is not older than 180 Havingold  Check if software running int
days (0 days). instances within read more...
Yoread more...

caB9270091aca79bag0115c8947d28d
-aws:cloudformation:stack-d=arn:aws:cloudformation:ap-

94a2-0abdef1ddas
~aws:cloud9:owner=AROAQGZ2EMBOISGNDVLQLjaewook_admin

~aws:cloudformation-logical-id=Instance

“Name=aws-cloudg-Prowler-V2- EC2 Instance I-031455¢75ce109ddd is not older than 180 Having old
Test-B5a0edbBec8149a1a7d8ChOCT7bABO0. days (0 days). instances within  read more...
~aws:cloudformation-logical-id=Instance

~aws:cloud9:owner=AROAQGZ2EMBOISGNDVLQL jaewook_admin

aws:cloudformation:stack-id=arn:aws:cloudformation:ap-

Test-8530edb8ecs149a1a7d8Cb0C17bdB030/1662faa0-

name=aws-clouds-Prowler-V2-
Test-85a0edbecs149a1a7dBcb0C17bdB030.

KMS ey Exposed KMS. fullextent o
exposed to Public Keysorvide read more..

polic read

more. @

KMS key c8448be0-f012-48da-98cd-498cda09340f s Exposed KMS  To determine the fullextent o
ot exposed to Public Keysorvide  read more.
polic read
B =3

KMS key b531d08a-6225-48c3-aeas-be7afeazedld is not Exposed KMS To determine the fullextent o
exposed to Public. Keysorvide read more.
polic read

[

“Name=aws-cloud9-Prowler-V3-Test- EC2 Instance i-051161493f8bc8fbe has a Public IP:
ceB927ee9faca79baB01a15cB947d28d 43.2015.229 ).

Exposing an EC2 Use an ALB and apply WAF
directly toin

read more.
ce89276091aca79baB01a15cB947d28d 3
-aws:cloudformation:stack-Id=an:aws:cloudformation:ap-

94a2-0abdef1ddas
~aws:cloud3:owner=AROAQGZ2EMBOISGNDVLQL jaewook_admin

~aws:cloudformation:logical-id=Instance

~Name=aws-clouds-Prowler-V2- EC2 Instance i-031455¢75ce109ddd has a Pubiic P Exposing an EC2 Use an ALB and apply WAF
Test-85a0edbecs149a1a78CH0C17bdB030. 13.209.9.90 (. directlytoin  ACL.
~aws:cloudformation:logical-id=instance read more.
+aws:cloud9:owner-AROAQSZ2EMBOISGNDVLQL jaewook_admin z

Compliance

-AWS-Foundational-

curty-Be rea

Security-Be read

Checkf software runningint +AWS-Foundational-

-AWS-Foundational-

Security-Be read
more.

-AWS-Foundational-

Security-Be read
more..
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Scanning to CodeBuild
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AWS PROSERVE

=~ I*
HASA Md Sl HA o
1.CodeBuild > 2 E > Z2ZHE 2E > HEC T2HE Hd>o2ME 0|5 A 3.4 44
— 24 H|&|: Amazon Linux 2
- O
HC T2HE MM 2 E}Ql: Standard

0| 0| X|: aws/codebuild/amazonlinux2-x86_64-standard:3.0
oENE 24 O|O|X| tH7: o] HEFY H{TOf S&t %M 0o|O|X| AL
24 549 Linux

Z2HE 0|F

87
ProwlerCodeBuild
Z2H| =2 o~ 8t ZRHA-Z L a-7), 2KH0-9) L E2 2XH- L )= ZFHE 2 YS
ZZ2HE 0|52 2~255Xt0{0F §fLICt 2XHA-Z & a-2), RXH0-9) X S+ BAK- X )E Z&E 2 AFLICH &2 oajx|
O z2|¥ ojojx| AR X olOlx|
AWS CodeBuildol| A #2|3H= 0|0|X| AtE: &7 o|o|X| X1
2 JH
2. AA %EII‘ >AA 81% Amazon Linux 2 v
LA 2A FI} ® ofF Z=I24Y ¢lof EIS Ubuntu 18.042] EZ 0|0|x|of| ZHELICE 0] 0|0|X|= 2&0/H H4El A CodeBuild Z2
HEof cha HEELICH XIS LIS CodeBuilddllA M33t= Docker OI01X| [ £(8) EZSHIAIR.
N BiEte)
AA ZER Standard v
ENHE) v oloIx|
aws/codebuild/amazonlinux2-x86_64-standard:3.0 v
O[o|x| tH
O] EHY X0 &k £ M O[D|X| AL v
4 R¥
Linux v
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AWS PROSERVE

Scanning to CodeBuild

MH B MY LY A

4. MH| A g > M ME| A g > A = E 6. of2li2| buildspec X’d

MH|A o5t

version: 0.2
phases:
install:
runtime-versions:
python: 3.9

O Ml M|~ g
ol Ml ofgt 44

7|E MH|A A
PAFOIN 71Z MulA ofgt e

ogols

codebuild-ProwlerCodeBuild-service-role

TN \/’” .
FID IOV VL I
R AN TNl P

1 "the handy cloud security tool

0 Date: 2023-03-22 15:37:37

13 This report is being generated using credentials below:

Executing 251 checks, please wait...

MH|A HE oI5 o4

F7t 4 > 2 d Ha F7}
0I%: $PROWLER_OPTIONS
Z: -M csv, json-asff

olg e <8

PROWLER_OPTIONS -M csv json-asff -S -z et EHAE v

commands:
- echo "Installing Prowler and dependencies..."
- curl "https://awscli.amazonaws.com/awscli-exe-

5 AWS-CLT Profile: [default] AWS Filter Region: [ap-northeast-2]
6 AWS Account: [066157043804] UserTd: [AROAQ6Z2EMBOPOPLZIFFA:AWSCodeBuild-3ebfabdf-e7f3-dbbc-9b57-995533401c
7 Caller Tdentity ARN: [arn:aws:sts::066157043804:assumed-role/codebuild-role-ProwlerCodeBuildQuickSight04/ANSCodeBuild-3ebfabdf-e7f3-dbbc-9bS7-995533401ca2]

-> Scan completed!

Overview Results.

4 N
5 | 36.47% (256) Failed | 62.96% (442) Passed |
L i

E=Z21>HY

28 Account 066157043804 Scan Results (severity columns are for fails only):

251/251 [100%] in 4:48.9

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.

. o " . 1] 30 | Provider | Service | Status | Critical | High | Medium | Low |
linux-x86_64.zip" -o "awscliv2.zip e T | 0 o o 1
- unzip awsc"vz_zip il g | account T eass @ | 01 ol o1 ol

- - | lambda | FAIL (9) | 21 o1 01 71

- ./aWS/InSta" 'b /bln “Update I cloudformation | FAIL (10) | o1 ol 01 ol

- pip insta" pr0W|eI' | cloudtrail | FAIL (8) | 01 01 61 2

- | cloudwatch | FAIL (39) | o LA 39| o
bulld: | codebuild | FAIL (2 | o LA 21 o
- | config 1 PASS (1) | 0| LA 0| LA

commands- . | ec2 | FAIL (34) | 0| 71 21| 6|

- echo "Running Prowler as prowler aws : T | o el 1 1l
$PROWLER OPTIONS" o5 | eks | FAIL (1) | ol 01 11 o1
— | emr | PASS (1) | 0| 0| 0| 0|

- prowler aws $SPROWLER_OPTIONS D@ el ezl el

| guardduty | FAIL (1) | o 11 0| o

| iam | FAIL (90) | 2 1 91 LA

| kms | FAIL (@ | o LA 21 LA

| macie 1 PASS (1) | 0| LA o LA

| s3 | FAIL (49) | 0| 0| 49 | LA

| securityhub | PASS (1) | o1 0| L 0|

| sns | FAIL (2) | 0| 21 0| 0|

| sqs | PASS (2) | 0| 0| 0| 0|

| ssm | FAIL (2) | 11 11 0| 0|

| trustedadvisor | PASS (1) | o LA 0| 0|

| vpc | FAIL (2 | o LA 21 @1

> Detailed results are in:

* You only see here those services that contains resources.

SON-ASFF: /codebui P

984 - CSV: /codebuild/outp

37.

37.asff. json

esv

a2]
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Visualization
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AWS PROSERVE

Check if Lambda functions invoke APl operations are being recorded by CloudTrail.

u u u
I S u a I z a I o n Finding ID: prowler-awslambda_function_invoke_api_operations_cloudtrail_logging_enabled-066157043804-ap-northeast-2-186347295

HLOW
Lambda function ProwlerCodeBuildQuickSigh-LambdaFunctionExecuteQue-bo70ojlirmny is not recorded by CloudTrail

Security Hub

EEELRIE] == Yey
MR v | ACTIVE
Security Hub > =4 2 2 o1 BE 2 2ot 3aR o) wzE
= X Z=A A
oy AWS AE ID T8 E5 Y
== =
066157043804 @ ®FalLED @
Hot 2R|LE Mt ot HAT A ZatE EAIELIC
a4 21| YCI0|E Az
Q [8IA 018 27/ Prowler X |[91282 el 27/5 NEw X |[ISEE A6l 2572 NOTIFIED X ] [21ZE &8 2/5/8/ ACTIVE X | X 2023-03-20T17:21:352 @ 2023-03-22T16:01:23Z @
T - .
HE olg MUz olg
gags yze Prowler @ ELOW®
PYEn v Q&E . ‘8;!-!_ . 2l v AL HE v H2 v 2lar TEES Y v HO|E AIZt ¥
s|Arolg
Find obsolete Lambda &4 Prowler @
B MEDIUM NEW ACTIVE ap-northeast-2 Prowler Prowler Lambda . . @ PASSED EES]
) access-analyzer-list-iam-policy ~ Teeeeee
runtimes.
v 2|AA
Find obsolete Lambda 84 Blas
- - PASSED EEX:]
W MEDIUM NEW ACTIVE ap-northeast-2 Prowler Prowler Ladea LambdaFunctionEnableProwlerintegration @ PASSED aax )
runtimes.  —ombdarunctiontnablerrowlerintegration |22 detail
Find secrets o arn:aws:lambda:ap-northeast-2:066157043804:function:ProwlerCodeBuildQuickSigh-LambdaFunctionExecuteQue-bo700jlirmny
in Lambda Lambda Bt N
- - PASSED EEX]
W CRITICAL NEW ACTIVE ap-northeast-2 Prowler Prowler functions LambdaFunctionKdfTransformation @SS ks aan o8 aan 2
variables. R
AwsLambdaFunction & ap-northeast-2 @
Find secrets
in Lambda Lambda B+ -
M CRITICAL - S PASSED 2xd 2aA
CRITICAL NEW ACTIVE ap-northeast-2 Prowler Prowler functions LambdaFunctionEnableProwlerintegration @ 777777777 |22 1D
variables. arn:aws:lambda:ap-northeast-
Find secrets Lambda 4 2:066157043804:function:ProwlerCodeBuildQuickSigh-
i LambdaFunctionExecuteQue-bo70ojlirmn;
W CRITICAL NEW ACTIVE ap-northeast-2 Prowler  Prowler ! ::g::]da @ PASSED 2EH Q ilirmny @
c';de * ProwlerScheduleLambdaFun-j5Vrw41kP2jU
v &KX
Check if TS
Lambda
::\:':::’::I Lambda &4+ Make sure you are logging information about Lambda operations. Create a lifecycle and use cases for each trail. [
oW NEW ACTIVE ap-northeast-2 Prowler Prowler operations ProwlerCodeBuildQuickSigh- @ FAILED EEX]
are being b v 2N Zat ZZXEE
recorded by
CloudTrail. £4 23} 32X EE detail
Check if Finding Provider Field
Lambda
functions Lombca 84 23 42 Holg
mLow NEW ACTIVE apnortheast-2  Prowler  Prowler '""“‘rkii":' ProwlerCodeBuildQuickSigh- ®FAILED FES. mLlow @
operations ProwlerScheduleLambdaFun-j5Vrw41kP2jU
are being
recorded by
CloudTrail.
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AWS PROSERVE

Visualization

Athena Query — Data Catalog 44435} 7| 01

1. Glue > Data Catalog > Databases < Create database 2. Glue > Data Catalog > Tables > Table 0| & &
> database 0| & ¢ =

AWS Glue > Databases ) Add database

Set table properties

Table details

Create a database

Create a database in the AWS Glue Data Catalog. Enter a unique name

If you plan to access the table from Amazon Athena, then the name should be under 256 characters and contain only lowercase letters (a-z), numbers (0-9), and
underscore (). For more information, see Athena names [4.

Database details Database

prowlerresult v ‘ l Create database [

Description - optional
Enter a unique database name Enter a description

Name

Database name is required, in lowercase characters, and no longer than 255 characters.

Location - optional Descriptions can be up to 2048 characters long.
Set the URI location for use by clients of the Data Catalog.

| |

Description - optional

Enter text

Descriptions can be up to 2048 characters long.

Cancel Create database

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.

3. Data store: S3 ME{ > A7t X{TEl s3 MEH

Data store

Select the type of source
O s3

O Kinesis

O Kafka

Data location is specified in
© my account

© another account

Include path

Q. s3://bucket/prefix/ ‘

Path must be in the form s3://bucket/prefix/. It must end with a slash (/) and not include any files.

4. Data format: CSV > Delimeter: Semicolon(;) 4 &)

Data format

Classification
Choose the format of the data in your table

O Avro
O csv
O JsoN
O xML
O Parquet
O ORC

Delimeter

Semicolon (;) v

20



AWS PROSERVE

Visualization

Athena Query — Data Catalog 44335} 7| 02

5. Edit schema as JSON MEH
Choose or define schema

Schema

6. Of2l| L{8 2 S A5 Table g

[ "Comment": ™"

o b

L,
Name'
“Type "

‘assessment_start_time",

"Name": "resource_tags",
"Type": "strin
) "Comment":

O Define or upload schema O Choose from Glue Schema Registry

Manually define schema Select existing schema from your Glue Schema Registry.

b

"Name": "description”,
"Type"™: "string",

Schema 0

View and manage the table schema.

[ Q_ Filter schemas ‘

# v | Column name v | Datatype v | Partition key v | Comment

No table schema

"Comment"

@

'string”,
"Comment": ™

b

"Name": "related_url",
"Type": "string
"Comment":

b

"Name'

v

{
"Name": "check_title",
"Type": "string “remediation_recommendation_text",

"Comment "Type": "string
) *Comment’

)3
‘check_type", {
"string’ "Name" "remediation_recommendation_ur",
"Type": "string”,
"Comment"

b

"Name": "remediation_recommendation_code_nativeiac",
"Type": "string",
"Comment": "™

b

"Name": "remediation_recommendation_code_terraform",
"Type": "strin
"Comment":

b

"Name": "remediation_recommendation_code_cif",
"Type": "strin
"Comment":

b

"Name": "remediation_recommendation_code_other",

"Nam
"Type
"Comment":

"Name": "service_name",
"Type": "string
"Comment”: ™

"Name": "compliance”,

"Type"™ "string",
"Comment": ™"

b

"Name": "categories",
"Type": "string
"Comment":

b

resource_type",
e

"Name'
"Type" "string", "Name": "depends_on",

resource_details”,

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.

"Type": "string",

"Comment™: "™

e —
"Type'
"Comment”: ™

"Name": "account_name",

"Type": "string”,
"Comment”: ™

h

"Name": "account_email’,
“Type" st
"Comment”: ™

h

"Name": "account_arn",
“Type® "sii
"Comment": ™

"Name": "account_org",

"Type": "string",
"Comment": "

b

"Name": "account_tags",
"Type": "string”,
"Comment”: "™

region”,
tring”,

"Name": "resource_id",

"Comment™: "™
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Visualization

Athena Query — =2

Amazon Athena > Query editor

7. AthenaOl 4| CHS 3t 20| TR0| 2t Query2 S +H3}0| ZIHE X3
Editor Recent queries Saved queries Settings
SELECT Data c < © Query2 i X ‘ © Query3 i X
account_id, region, check_title, status, severity, resource_id, 1oseer _ _ - -
g - - - Data source 2 account_id, region, check_title, status, severity, resource_id, resource_arn, compliance, risk, description
resource_arn, compliance, risk, description 3 FROM "prowlervaresult”."prowler v3_result_table"
” N =R UL =K%l AwsDataCatalog v ‘ B Linit 10;
FROM ”{Database 0| §}".”{Table0| &} -
Iimit 10; prowlerv3result v ‘ U (e

Tables and views

Q_ Filter tables and views ‘

Workgroup | primary

B @

D Reuse query results
up to 60 minutes ago £

Time in queue: 104 ms Run time: 567 ms Data scanned: 11.81 KB |

Query results Query stats

v Tables (1) 1 ‘ © Completed

prowler_v3_result_table

Views (0) 1 Results (10)

[Q search rows
# v account_id v region v
1 ACCOUNT_ID REGION
2 66157043804 ap-northeast-1
3 66157043804 ap-northeast-2
4 66157043804 ap-northeast-3
5 66157043804 ap-south-1
6 66157043804 ap-southeast-1
7 66157043804 ap-southeast-2.
8 66157043804 ca-central-1
9 66157043804 eu-central-1
10 66157043804 eu-north-1

check_title v

CHECK_TITLE

Check if Amazon Macie is enabled.

Check if Amazon Macie is enabled.

Check if Amazon Macie is enabled.

Check if Amazon Macie is enabled.

Check if Amazon Macie is enabled.

Check if Amazon Macie is enabled.

Check if Amazon Macie is enabled.

Check if Amazon Macie is enabled.

Check if Amazon Macie is enabled.

status v

STATUS

FAIL

PASS

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

severity Vv
SEVERITY
low

low

low

low

low

low

low

low

resource_id ¥V resource_arn V

RESOURCE_ID RESOURCE_ARN

Macie

Macie

Macie

Macie

Macie

Macie

Macie

Macie

Macie

Copy ‘ ‘ Download results ‘

1 @
compliance v risk
COMPLIANCE RISK
C1S-1.4:2.1.4| CIS-1.5:2.1.4 Amazc
C1S-1.4:2.1.4| CIS-1.5:2.1.4 Amazc
C1S-1.4:2.1.4| CIS-1.5:2.1.4 Amazc
CIS-1.4:2.1.4| CIS-1.5: 2.1.4 Amazc
C1S-1.4:2.1.4| CIS-1.5:2.1.4 Amazc
CIS-1.4:2.1.4| CIS-1.5: 2.1.4 Amazc
C1S-1.4:2.1.4| CIS-1.5:2.1.4 Amazc
CIS-1.4:2.1.4| CIS-1.5: 2.1.4 Amazc
C1S-1.4:2.1.4| CIS-1.5:2.1.4 Amazc
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Visualization
QuickSight Dashboard

Y¥ ProwlerDashboard /  Original dashboard

Count of Records by Status

1,000

STATUS

Count of Records by Region

us-west-2

us-east-2

us-east-1

sa-east-1

eu-west-3

eu-west-2

eu-west-1

eu-central-1

Count of Records by Severity

Count of Records by Service_name

trustedadvisor

securityhub

service_name

tical SEVERITY —
aitical =

Group By: severity

Severity

W medium
low
high

M critical

M SEVERITY
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Thank you!
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