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Table 1: Function and Category Unique Identifiers

Function Function Category Category
Unique Unique
Identifier Identifier
Identify ID.AM Asset Management
ID.BE Business Environment
ID.GV Governance
ID.RA Risk Assessment
ID.RM Risk Management Strategy
ID.SC Supply Chain Risk Management
Protect PR.AC Identity Management and Access Control
PR.AT Awareness and Training
PR.DS Data Security
PR.IP Information Protection Processes and Procedures
PRMA Maintenance
PR.PT Protective Technology
Detect DE.AE Anomalies and Events
DE.CM Security Continuous Monitoring
DE.DP Detection Processes
Respond RS.RP Response Planning
RS.CO Communications
RS.AN Analysis
RS.MI Mitigation
RS.IM Improvements
Recover RC.RP Recovery Planning
RC.IM Improvements
RC.CO Communications

Function Category
IDENTIFY Asset Management (ID.AM):
(1)) The data, personnel, devices,

systems, and facilities that enable
the organization to achieve
business purposes are identified
and managed consistent with their
relative importance to
organizational objectives and the
organization’s risk strategy.

Table 2: Framework Core

Subcategory

ID.AM-1: Physical devices and systems
within the organization are inventoried

Informative References

CISCSC1

COBIT 5 BAI09.01, BAI09.02

ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
NIST SP 800-53 Rev. 4 CM-8, PM-5

ID.AM-2: Software platforms and
applications within the organization are
inventoried

CISCSC2

COBIT 5 BAI09.01, BAI09.02, BAI09.05

ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2, A.12.5.1
NIST SP 800-53 Rev. 4 CM-8, PM-5

ID.AM-3: Organizational communication
and data flows are mapped

CIS CSC 12

COBIT 5 DSS05.02

ISA 62443-2-1:2009 4.2.3.4

ISO/IEC 27001:2013 A.13.2.1, A.13.2.2

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8

ID.AM-4: External information systems
are catalogued

CISCSC 12

COBIT 5 AP002.02, APO10.04, DSS01.02
ISO/IEC 27001:2013 A.11.2.6

NIST SP 800-53 Rev. 4 AC-20, SA-9

ID.AM-5: Resources (e.g., hardware,
devices, data, time, personnel, and
software) are prioritized based on their
classification, criticality, and business
value

CIS CSC 13, 14

COBIT 5 AP003.03, APO03.04, APO12.01,
BAI04.02, BAI09.02

ISA 62443-2-1:2009 4.2.3.6

ISO/IEC 27001:2013 A.8.2.1

NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-6

ID.AM-6: Cybersecurity roles and
responsibilities for the entire workforce and

CISCSC17,19

COBIT 5 AP0O01.02, APO07.06, APO13.01,
DSS06.03

13



2

gatecs mob

NIST CSF - AWS
CISA




mju
Ju
40
In
HT
re

NIST CSF — AWS service mapping
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NIST CSF 7|8t XA 2 H HEFE2}

IDENTIFY PROTECT DETECT RESPOND RECOVER
Cloud Workload
_ DEVICES Protection Platform
(Containers, compute ,hosts) (CWPP)
NETWORKS
(VPC, VPN, CDN, DNS)
APPLICATIONS .
(Microservices, serverless) ClOUd Secu ”ty Posture
Management
DATA (CSPM)
(Datastores, databases, files)
USERS CIEM
(Accounts ,users roles)
TECHNOLOGY e FEOPLE

PROCESS

Z X : CYBER DEFENSE MATRIX, Mapping of CSPM, CWPP, and CIEM



Service Level
Agreements

Shared Services Cloud Migration
Standardized baselines to Strategies and considerations
evaluate the security of of cloud migration, including
cloud services explanations of common

Migration scenarios

Modernizing
Cloud Security

Cloud Security Posture
Management

A continuous process of monitoring a cloud
environment; identifying, alerting on, and
mitigating cloud vulnerabilities; and
Improving cloud security.

Strategic
Adoption

Q
APls and
Tool

Z X : CISA, Cloud Security Technical Reference Architecture Composition and Synergies
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