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Desktop VS Application

| End User Computing

AppStream 2.0

Stream desktop applications securely to any web browser

WorkSpaces

Desktops in the Cloud

WorkSpaces Web

Cloud-native secure web access
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@ WérkSpaces




Appstream 2.02 Browser J| 20| C}.
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~AppStream 2.0

Choose your app and get started
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Setting up SAML 2.0

PDF | RsS

Enable WorkSpaces client application registration and signing in to WorkSpaces for your users by using their SAML 2.0 identity provider (IdP)
credentials and authentication methods by setting up identity federation using SAML 2.0. To set up identity federation using SAML 2.0, use
an IAM role and a relay state URL to configure your IdP and enable AWS. This grants your federated users access to a WorkSpaces directory.
The relay state is the WorkSpaces directory endpoint to which users are forwarded after successfully signing in to AWS.

Contents

« Requirements

« Prerequisites

« Step 1: Create a SAML identity provider in AWS IAM

o Step 2: Create a SAML 2.0 federation IAM role

« Step 3: Embed an inline policy for the IAM role

o Step 4: Configure your SAML 2.0 identity provider

o Step 5: Create assertions for the SAML authentication response

« Step 6: Configure the relay state of your federation

« Step 7: Enable integration with SAML 2.0 on your WorkSpaces directory

Setting Up SAML

PDF | RSS

To enable users to sign in to AppStream 2.0 by using their existing credentials, and start streaming applications, you can set
up identity federation using SAML 2.0. To do this, use an IAM role and a relay state URL to configure your SAML 2.0-
compliant identity provider (IdP) and enable AWS to permit your federated users to access an AppStream 2.0 stack. The IAM
role grants users the permissions to access the stack. The relay state is the stack portal to which users are forwarded after
successful authentication by AWS.

Contents

« Prerequisites

« Step 1: Create a SAML Identity Provider in AWS IAM

o Step 2: Create a SAML 2.0 Federation IAM Role

e Step 3: Embed an Inline Policy for the IAM Role

o Step 4: Configure Your SAML-Based IdP

o Step 5: Create Assertions for the SAML Authentication Response
o Step 6: Configure the Relay State of Your Federation

ZE X https://d1.awsstatic.com/whitepapers/workspaces/workspaces-saml-implementation-guide_2022.pdf

https:/~/docs.aws.amazon.com/workspaces/latest/adminquide/setting-up-samLhtml
https:/~/docs.aws.amazon.com/ko_kr/appstream2/latest/developerguide/external-identity-providers-setting-up-samlhtml



https://d1.awsstatic.com/whitepapers/workspaces/workspaces-saml-implementation-guide_2022.pdf
https://docs.aws.amazon.com/workspaces/latest/adminguide/setting-up-saml.html
https://docs.aws.amazon.com/ko_kr/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
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Ubuntu Linux $§ 4 Linux 18 4 Windows HE SM Windows HS SM - 7|Z B 2j0|MA AMR(BYOL) *

2} Windows HE S40il= WorkSpaced Microsoft {2 HIAIE MH|A(RDS) FEXE AM|A 20| MA(SAL)7H ZEHE

2lH: | OfAloFEHES(ME) ¢

Power REEE A8 2B oY e3 Aizbd 23
4VCPU, 16 GB 22| 80GB 10 GB 86.00 USD 10.00 USD/2 + 0.86 USD/AIZH
4VCPU, 16 GB T|22| 80GB 50 GB 90.00 USD 14.00 USD/& +0.86 USD/AIZH
4VCPU, 16 GB T|22] 80 GB 100 GB 93,00 USD 19.00 USD/& + 0.86 USD/AIZH
4VCPU, 16 GB B22] 175 GB 100 GB 98.00 USD 26.00 USD/ + 0.86 USD/AIZt
PowerPro REEE A8 EE e e3 Alzbd 23
8 vCPU, 32 GB 0@2| 80GB 10GB 147.00 USD 10.00 USD/2 + 1.67 USD/AIZ}
8 vCPU, 32 GB B2 80GB 50 GB 152.00 USD 14.00 USD/# + 1.67 USD/AIZt
8VCPU, 32 GB 0| 22| 80GB 100 GB 157.00 USD 19.00 USD/# + 1.67 USD/AIZt
8VCPU, 32 GB 022| 175 GB 100 GB 165.00 USD 26.00 USD/# + 1.67 USD/AIZ
Graphics G4dn FEEE AI%: x Y el ANzt 23

VCPU 471, 16GiB B 22|, 1GPU, 16GiB H|C|2 0|2
Graphics.gddn 2), 100GB  100GB  586.00 USD
125GB 2 QIAHA A0

30.00 USD/® +1.74 USD/A|

z

VCPU 1671, 64GiB B 22], 1GPU, 16GiB H|C|< ol

1,048.00 90.00 USD/& +12.57 USD/A|
GraphicsPro.g4dn 28|, 100GB  100GB

Value REEE Argxt g8 o4 83 Azbe 23
1VCPU, 2 GB B|22| 80GB 10GB 30.00 USD 10.00 USD/& + 0.23 USD/AIZt
1VCPU, 2 GB T|22| 80 GB 50 GB 34.00 USD 14.00 USD/# + 0.23 USD/AIZt
1vCPU, 2 GB ofl22| 80 GB 100 GB 39.00 USD 19.00 USD/2 + 0.23 USD/AIZ
1vCPU, 2 GB oij22| 175 GB 100 GB 45.00 USD 26.00 USD/& +0.23 USD/AIZH
Standard REEE At8xt 28 Y e3 Azbd 23
2vCPU, 4 GB 0|22 80 GB 10 GB 40.00 USD 10.00 USD/# + 0.36 USD/AIZ}
2vCPU, 4 GB 0| 22| 80 GB 50 GB 43,00 USD 14,00 USD/& + 0.36 USD/AlZt
2VCPU, 4 GB 022 80GB 100 GB 48,00 USD 19.00 USD/& + 0.36 USD/AIZt
2 VCPU, 4 GB 0|22 175 GB 100 GB 56.00 USD 26.00 USD/# + 0.36 USD/A|Zt
Performance REEE AR 28 g ed AlME 23
2 vCPU, 8 GB 0|22 80 GB 10 GB 55.00 USD 10.00 USD/# + 0.59 USD/AIZt
2 vCPU, 8 GB 0|22 80 GB 50 GB 60.00 USD 14.00 USD/& + 0.59 USD/AIZt
2 VCPU, 8 GB 0|22 80 GB 100 GB 65.00 USD 19.00 USD/2 + 0.59 USD/A|ZH
2 VCPU, 8 GB 0|22 175 GB 100 GB 72.00 USD 26.00 USD/& + 0.59 USD/A|IZH

ZE XM https:/~/aws.amazon.com/ko/workspaces/pricing

usD 2t
225GB 22 QIAEIA AS0]
ofF2|A0IM HE ofE2Al0 M 7t gy 23
Frtead
Default OfZ2[70|M WS f2|E|(Internet Explorer 11, Firefox) 2
Windows Server 2016 Xl WorkSpaces 32H|E Microsoft Office 2016 Professional Plus, Trend Micro Worry-Free £7415.00
8 F7}oiE2lFH oM HE Business Security Services ¥ R&2|E|(Internet Explorer 11, Firefox) usp/g
Windows Server 2019 X|#l WorkSpaces ~ 64H|E Microsoft Office 2019 Professional Plus % RE2|El(Internet Explorer 11, &% %7}
8 F7} ofZ2lFlo|M HE Firefox) 14.75 USD



https://aws.amazon.com/ko/workspaces/pricing
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Appstream2 3?2t 80| S0 K.

Amazon AppStream 2.0 Pricing - Always-On, On-Demand, and image builder instances

Windows Instances Linux Instances
Region:  Asia Pacific (Seoul) *

General purpose instances

vCPU
stream.standard.small 1
stream.standard.medium 2
stream.standard.large &
stream.standard.xlarge 4
stream.standard.2xlarge 8

On-Demand stopped instance fee

All instance types

Memory (GiB)

Hourly pricing*

$0.09
$0.12
$0.24
$0.48

$0.96

Elastic fleets streaming session pricing
‘Windows Instances Linux Instances
Region:  Asia Pacific (Seoul) *

General purpose instances

vePy Memory (GiB) Hourly pricing*
stream standard.small 2 2 $0.14
stream standard.medium 2 4 $0.18
stream.standard.large 2 8 3035
stream standard.xlarge 4 1% $0.696
stream standard.2xlarge 8 32 $1.392

* Elastic fleets are billed for duration of the streaming session, In seconds, with a minimum of 15 minutes. Pricing is per instance-hour. An additional user fee may be assessed when users
stream applications from streaming instances using the Microsoft Windows Server operating system.

Hourly pricing*

$0.029

* Hourly pricing fee charged for running instances only. For Image Builder and Always-On fleets, instances may be considered running if they are available for use, even if no user is
connected. For On-Demand fleets, instances are considered running only if users are connected with an active streaming session.
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Troubleshoot specific issues

The following information can help you troubleshoot specific issues with your WorkSpaces.
Issues

« | can't create an Amazon Linux WorkSpace because there are non-valid characters in the user name

h i rl ma and mau | sanlt aravician A DEAID caccinn
+ I changed the shell for my Amazon Linux WorkSpa « My users don't see the Forgot password? option on the client login screen

« My Amazon Linux WorkSpaces won't start

| receive the message "The system administrator has set policies to prevent this installation” when I try to install applications on a
« Launching WorkSpaces in my connected directory Windows WorkSpace
No WorkSpaces in my directory can connect to the internet

« Launching WorkSpaces fails with an internal error

& N g N My WorkSpace has lost its internet access
« When | try to register a directory, the registration

| receive a "DNS unavailable" error when I try to connect to my on-premises directory
« My users can't connect to a Windows WorkSpace w

| receive a "Connectivity issues detected" error when | try to connect to my on-premises directory
« My users can't connect to a Windows WorkSpace

I receive an "SRV record" error when | try to connect to my on-premises directory

My Windows WorkSpace goes to sleep when it's

One of my WorkSpaces has a state of UNHEALT Tro u b les h O Oti n g

My WorkSpace is unexpectedly crashing or rebc

« My users are having issues when they try to log on

« The Amazon WorkSpaces client displays a gray "Lo
message appears.

" The same username has more than one WorkSj
« My users receive the message "WorkSpace Status: £

PDF | RSS
few minutes."

I'm having trouble using Docker with Amazon W

v - o | receive ThrottlingException errors to some of |
« My users receive the message "This device is not at

My WorkSpace keeps disconnecting when | let i 22 o 3 2 ; N
« My users receive the message "No network. Netwo If you encounter difficulties when working with Amazon AppStream 2.0, consult the following troubleshooting resources.

help." when trying to connect to a WSP WorkSpact

SAML 2.0 federation isn't working. My users are

My users are getting disconnected from their W
My users get a redirect URI error when they fed Contents
of the WorkSpaces client application starts ever

« The WorkSpaces client gives my users a network e

« My WorkSpace users see the following error messa

« M ive th el thi 3
« My PColP zero client users are receiving the error " in{:i::x::;epa(:s"c'::s:tg:pp“‘z;fon |:fgt::ef: o General Troubleshooting
* USB printers and other USB peripherals aren't wor « My users receive the message, "Unable to validz . Troub[eshooting Image Builders
o My users skipped updating their Windows or macC federating to the IdP. %

« My users receive the message, "The client and t e Troubleshooti ng Fleets

« My users are unable to install the Android client af

My microphone or webcam is not working on W

+ My users aren't receiving invitation emails or passv o e « Troubleshooting Active Directory
Windows logon screen when they connect to th & Troubleshooting AppStream 2.0 User Issues
« lam trying to do somthing that requires Windo
« I want to launch WorkSpaces with an existing A' « Troubleshooting Persistent Storage Issues

¢ Troubleshooting Notification Codes

EX:
https:/~/docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html
https://docs.aws.amazon.com/appstream2/latest/developerquide/troubleshooting.html
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Enable or disable clipboard redirection for PColP

By default, WorkSpaces supports clipboard redirection. If needed for Windows WorkSpaces, you can use Group Policy settings to disable this feature.

To enable or disable clipboard redirection

fal i -

Ll

Kn

Open the Configure clipboard redirection setting.

« Disabled in both directions
« Enabled agent to client only (WorkSpace to local computer)
« Enabled client to agent only (local computer to WorkSpace)
« Enabled in both directions

The Group Policy setting change takes effect after the next Group Policy update for the WorkSpace and after the WorkSpace session
« Reboot the WorkSpace (in the Amazon WorkSpaces console, select the WorkSpace, then choose Actions, Reboot WorkSpaces).
« In an administrative command prompt, enter gpupdate /force.

own limitation

With clipboard redirection enabled on the WorkSpace, if you copy content that is larger than 890 KB from a Microsoft Office application,

but.. 32124
20tL..

XML Xs XI&6HA

Make sure that you've installed the most recent WorkSpaces Group Policy administrative template for PColP (32-Bit) or WorkSpaces Group Policy administrative template for PColP (64-Bit).
On a directory administration WorkSpace or an Amazon EC2 instance that is joined to your WorkSpaces directory, open the Group Policy Management tool (gpme.msc) and navigate to PColP Session Variables.

In the Configure clipboard redirection dialog box, choose Enabled and then choose one of the following settings to determine the g o step 3: User Settings, configure the following settings. When you're done, choose Review.

Clipboard, file transfer, print to local device, and authentication permissions options:

« Clipboard — By default, users can copy and paste data between their local device and streaming applications. You can limit Clipboard options so that
users can paste data to their remote streaming session only or copy data to their local device only. You can also disable Clipboard options entirely.
Users can still copy and paste between applications in their streaming session.

File transfer — By default, users can upload and download files between their local device and streaming session. You can limit file transfer options
so that users can upload files to their streaming session only or download files to their local device only. You can also disable file transfer entirely.

A Important

If your users require AppStream 2.0 file system redirection to access local drives and folders during their streaming sessions, you must
enable both file upload and download. To use file system redirection, your users must have AppStream 2.0 client version 1.0.480 or later
installed. For more information, see Enable File System Redirection for Your AppStream 2.0 Users.

Print to local device — By default, users can print to their local device from within a streaming application. When they choose Print in the

application, they can download a .pdf file that they can print to a local printer. You can disable this option to prevent users from printing to a local
device.

Password sign in for Active Directory — Users can enter their Active Directory domain password to sign in to an AppStream 2.0 streaming instance
that is joined to an Active Directory domain.

You can also enable Smart card sign in for Active Directory. At least one authentication must be enabled.

Smart card sign in for Active Directory — Users can use a smart card reader and smart card connected to their local computer to sign in to an
AppStream 2.0 streaming instance that is joined to an Active Directory domain.

You can also enable Password sign in for Active Directory. At least one authentication method must be enabled.

@ Note

Clipboard, file transfer, and print to local device settings — These settings control only whether users can use AppStream 2.0 data transfer
features. If your image provides access to a browser, network printer, or other remote resource, your users might be able to transfer data to or
from their streaming session in other ways.

Authentication settings — These settings control only the authentication method that can be used for Windows sign in to an AppStream 2.0
streaming instance (fleet or image builder). They do not control the authentication method that can be used for in-session authentication, after

ausersignsintoa instance. For i about config for using smart cards for Windows sign in and in-
session authentication, see Smart Cards. These settings are not supported for Linux-based stacks.

https: //docs aws.amazon. com/worksgaces/ latest/adminguide/group_policy.html
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Q&A

Question

AWS Console 2% 2 2¢c| LHAIRIDIR?

Answer

AWS Console™ HOIEE X AIAEOICH HEE2 JIY=0| AWSE JHESHel2E M JIMdtL U_2 2 Z AWS Console: &E2|E ol OFSHCHD
A28 C
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Question

23 S0t AWS Workspace 2F /& 2lotHEMH AHS8 S 2l B SR =XI?

Answer

+=S2Z M SLICH.. AWS Workspace 84 LR T Xt 450, 8 B HEC= M-S MEE0 JFANH dd2 IS5 6h= ol
St O ASLICH

KIOF 425HJ| 0l AWS Workspace, Appstreamit Z22 AH|AS 222 “HFE SESHZ 61| /&t SO =3 CUE Yalez
MNHIAE 01856t U0 & = 8l= 2HSO0| LM4ECHD M2AFHLICH
23HI0[ X2 & 4= Sle Ul 2 S A0 Workspace 40| 2tE|= 0|42 AWS Supportl] =SS AKX D 22 HZ6HK= RBSLICH..

Ol 2 XDt Self-Control2 & £ U= P H(Workspace A& /S /TS E S)E Slack Bot SEE HZ3t12 012 JI0IEE XHAIGHA
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Answer

LHH ERES HPY BEAN EQELICHL AE L2 J= BHH EFHES HEWNZ XL HFE0 EALSEE XJAGHA EHLE 25 SE0
e 2RI HUSLICH £8F Agent L2410 MacOSE S&IGHA 2 =Chs HESE EMOHASLICH

Z=2 AN WL EEE Soll A AIAEO| NSt A 2 SLICH

Brof Ui SRS MM LG OX SOHE MY 255} 3= HE0
HEANEEH NS JIs=SS @) RFELAEHUE I 253100 CHet JIsS 22 &

OII0A 28 MY 2Sst= Ad, A= ST MM HE 2SSE AN ECM, JI=ZHC2 HE0| 80U YSIY 2S8HE XHE0I2tE
D2IoH EAIDI HHEHLICY

|J
o
2
c
0o
i
o]
o
o
2
x
Hu
ny
U
0
Hu
@
o
m
1]
s
[
fuok
8
2
rr
Ao
x
02
fol
ton
1]
ol
H'|
Ju
E
b=
El
Ho
oin
o
om
=}
x
(1]
o
]
Io
=i
m&

off OF ZLSLICH



Q&A

Question

Workspace &% 2 =(Autostop, AlwaysOn)g &2l & HI?

Answer

10 OlLH SD| H A 0] OFL| 2t AutoStop 2 CH AlwaysOn HAI0| SXH H|2 HEELICHL LS SRIHAEY AutoStop YA HFE= AlIZH
ek A Limit 10| HIE0| A% s0iLsE 2 EXYLICH 5, 22l ’“%6}94 AlwaysOn 24 ECHHIE0| O HIMA U2 = Y= 2 X0/12.. ME56ICH2
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