


Exl-

1. e

2. QI Al DAt

3. Teleport LEAA =82 7|5

4, A=



e

2. Teleport 27§



A oriorEGo|

‘LGU+ 208 0 BE &, 2ISDB B 2 2L
A

H=E EUT LGREHA ¢ 290 DA JjCIEHE fE2 DA QAEDE E2 B2
TS E ¢E o = FHECH

£95| 0|F 22700022 2014F 6HFH 2021 8FMA| ZIFEl 0] 2|ARe] AF2X AE S&F 2PEolM =
RF= HOIJAE 14 1F DB= ZHICL 0| DBO||= 3iA| D= EsUCE

I718= LeRESAL 1A Q1F A|AH0|A =Lt HIo]EH 0| A(DB) 2 Hoi7t 0I1F ¥, c22 H[o]
El 0|5 SOi chet HA|1ZEEX] HAH 7t GAE 20| At AACZ FFAUCE YAl DQUZ DB Al AH0)|A]

2t
B 2R AE =Tt MAE £7) AS2 HFG AU AT AFHOR AYIE(WH)S SAE - AN

on, at2|xte| DB "2 Ao S ASA|A7t 0I5 2| 20|t

<http://www.newsroad.co.kr/news/articleView.html|?idxno=21682 >

b =2ass
(Mol 7| g2t Aatol3 2ot Extol ZHY 2H M
Hoto| z oMo CHEt clale oje —'fGrﬁE'—)lE'ﬂ'H izt EXt= 2lalo== oh30| O]
KX 25t0 QICt 2ot Ext= 7| Qo] HESAN He Ha= k
2022 8. 22
e o388
o) OFOJEIHI = SttZore “F g

2 NxgemL

HOME > ElMAQ2mUA > AZEA

S27| 80| EoH0)| &A= Ol /= "EHI0]

CIXEEA

UPDATED. 2023-06-21 17:49 () 239 FHEVY  7AEE 0 Zeiey
2| LE.EE

PA BB TS ot Ao

= M 6]20] 42 bl e

http://www.it-b.co.kr/news/articleView.htmlI?idxno=9337



2. Teleport 27

G Teleport  Applctions 0 Q

7]
I}
!
1
i
[

What is Teleport?

Kubernetes aws env: dev Connect
Piidopen source access platform used by DevSecOps teamsilEil -
Kubernetes, databases, internal web applications and Windows. Teleport S S Emswerk Eennest
prevents phishing by relying on biometrics and machine identity, stops Desktans

ﬁ e work Connect

attacker pivots with the Zero Trust architecture, is compatible with
everything you have, comes as a cloud service or a self-hosted option and Activity

e dew Connect
doesn't get in the way of an engineer's productivity. e o
Team

.9‘ emv: dev Connect

=

SAMSUNG + SHOCKBYTE $¥% snowflake / ﬁ% 'l;ﬁlé o SpotOn
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Access controls

Open
Enterprise Cloud Team
Source

Access Requests Limited v v X .
Protect your infrastructure
Single Sign-On e GitHub, Google Workspace, GitHub, Google Workspace, GitHub, Wl-th ESSEHUE' SECLlrIt‘y‘ &
OIDC, SAML, Teleport OIDC, SAML, Teleport Teleport

compliance capabilities

Role-Based Access

Control v v v Vv $
15/Month ly Active User
Moderated Sessions X N v x
Device Trust x v v x
Dual Authorization x v v x
Hardware Key X v v x

Support

Support

Open .
Enterprise Cloud Team
Source
, 24x7 support with premium SLAs 24x7 support with premium SLAs .
Support Community Community
and account managers and account managers

& 471X| Edition EX{5IH, | LH& 2| Infrastructure access, Audit logging and
session recording =0l CHet 7|5 Edition ZF 2 X}0| 813
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1. Core-Concepts & AX| Bt

2. 9gt 7|8k M2 K| (Role-Based Access Control, RBAC)
3. Teleport DB Service

4. A2

5. Active Session

6. (7|E}) SSH, Kubernetes, & OjZ=2|#A 0| 0| Cliet 82



1. Core-Concepts %

| G| 2 X

4. Forward client connect

request with certificate
1. Auth with | oI 6. Establish connection SSH nodd T;tepoﬂ
Teleport] odes
Proxy e
N b —
Usefs TCP 30; 31036 ,-C\ S )

"038 [ : DB node
3.Comectith Y v U3 AP S.validate = [0Bnode || am
certificate NLB 023 e | land retumn client Authentication

3036 . certificate
Teleport] certificate
Proxy RDS/
----- A At Cluster Recorded
Teleport Teleport l l

Auth Auth |  Stateand 2  sessions
Audit 85: ~
b d ¢ il

DynamoDB Table S3 Bucket

<http://www.newsroad.co.kr/news/articleView.html?idxno=21682 >
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|.

f,@ Deploy a Cluster AN
Introduction GBEC
High Awvailability B
Deployments
Deploy with Helm OB
Deploy Teleport on B
Kubernetes
AWS EKS Cluster OB
Google Cloud GKE Cluster ¢ B
DigitalOcean Kubernetes B
Cluster
Customize Deployment O 8
Config
Migratingfromviltovl2 B
Kubernetes 1.25 and PSP OB
remaoval
Deploy to your Cloud B

Helm deployment guides

These guides show you how to set up a full self-hosted Teleport deployment

Teleport Cluster: Run a Teleport cluster in a Kubernetes cluster using the

with minimal resources.

HA AWS Teleport Cluster: Running an HA Tels

HA GCP Teleport Cluster: Running an HA Tels

Custom Teleport config: Running a Teleport cl

Migration Guides

Migratingfromvi1ltovil2

Kubernetes 1.25 and PSP removal

CHQESH A1 X|

O L=

5@ Deploy a Cluster

Introduction

High Availability

Deployments
Deploy with Helm
Deploy to your Cloud

AWS Terraform

AWS Multi-region Proxy

Deployment
GCP

BM

OB O

B

B

S|

S|

B

B

These guides show you how to set up a full self-host

o AWS Terraform: Deploy HA Teleport with Terraf

AWS Multi-Region Proxy Deployment: Deploy H

GCP: Deploy HA Teleport on GCPR.

|[EM Cloud: Deploy HA Teleport on IEM cloud.

HHEH X[ & (ec2 quick start, helm, k8s, eks, terraform, Free-Trial &)
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Step 1/4. Configure DNS

Teleport uses TLS to provide secure access to its Proxy Service and Auth Service, and this requires a domain name that clients can

use to verify Teleport's certificate. Set up twao DNS | & | records, each pointing to the IP address of your Linux host. Assuming

teleport . exanple. con | is yvour domain name, set up records for:

Route 53 » Z=AE HE > jinchoi.net

Domain Reason jinchoi.net == aq4i |[ aacare || wazzwy |
> ErEER AT Es
teleport  exanple, com Traffic to the Proxy Service fromu °
HIAL(3) DNSSEC A =2 9 EO(0)

Traffic to web applications register
+, teleport . exanpl e, com . o
domain name to each application. | y3¢ (3) ==

Automatic 2EE= E 42| 2H SO0 EEHSE =Ty

do oMY FEHe7| ‘ HAc

|Q syzcusIzoz42= ey |[#2 v][aeg8 v]|[ 25 v ] 1 ®
O YR o= v| 88 v | aAWY.. v | ME. v | #8 v | WEJUAYOY v | TTLE
- ¥ -1
[J  jinchoinet NS Che . ote R 17280
R b N
o
O jinchoi.net SOA e - oL =1 e e 2 -. 900
O teleport.jinchoinet A Che - ot e . e A 300




1. Core-Concepts U H| 2 HX| HE Ay

Step 2/4. Set up Teleport on your Linux host

eport

Install Teleport

On your Linux host, run the following command to install the Teleport binary:

auth_service
enahled

% curl https://faoteleport_comfstaticfinstall_sh | bash -5 13.1.1

- . . stener_| 1|u‘|E mul 1'1 p
Public internet deployment with Let's Encrypt Private network deployment

Let's Encrypt verifies that you control the domain name of your Teleport cluster by communicating with the HTTPS server E =L
command h

period: 1lm0s
service
You can configure the Teleport Proxy Service to complete the Let's Encrypt verification process when it starts up. b1ed =
web_listen_addr: 0.0.0.0:443
On the host where you will start the Teleport Auth Service and Proxy Service, run the following| teleport configure ub1i4 C teleport. jinchoi.net:443

listening on port 443 of your Teleport Proxy Service.

command. Assign Z  tothe domain name of your Teleport cluster and Z toan 0<

email address used for notifications (you can use any domain):
Er‘uah'l ed

% teleport configure --acme --acme-email= user@ e_Co --cluster-name= te e_Co | sudo tee [fetc

<teleport.yaml>

% sudo systemctl enable teleport

% sudo systemctl start teleport
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Step 3/4. Create a Teleport user and set up two-factor
authentication

In this step, we'll create a new Teleport user, | teleport-adnin |, which is allowed to log into SSH hosts as any of the principals | roof |,

. 4 — LT
ubuntul, or | ece-user | & Login x  +

&« C 1) & teleportjinchoinet/web/login?redirect uri=ht.. B 2 # @ it & 0O »
On your Linux host, run the following command:

tctl is an administrative tool that is used to configure Teleport's auth service

% sudo tctl users add teleport-admin --roles=editor,access --logins=root,ubuntu,ec2-user

Sign in to Teleport

User "teleport-admin” ated but requires a password. Share this URL with the user to complete user setup, link

is valid for 1h- USERNAME

https-//teleport_example com-443/web/invite[123abca56def789ghil123abc456def78 ‘ Username ‘
PASSWORD

NOTE: Make [ Password ‘
TWO-FACTOR TYPE AUTHENTICATOR CODE
" Authenticator App v ‘ ‘ 123 456 ‘
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o [teleport Teleport Bianry Install: . '
https://goteleport.com/docs/installation/
» | tzh
5 ~]% tsh Togin --p leport. jinchoi.net --user=teleport-
e | fct| ad
Enter word for Teleport user teleport-admin:
e |thot Enter ur OTP token:

port.jinchol. net:443

ort.jinchoi.net
, editor
ubuntu,

: 00 UTC [walid for 12ZhO 1
xtensions: 0g ip, permit-agent-forwarding, permit-port-forwarding, pe
private
#1p-10-0
Connect

1 0.0.1:
impute.int... —Tunnel

h kube 1s

d



https://goteleport.com/docs/installation/

Role 4’4
name: developer
spec
allow
# Label selectors for database 1nstances this role has access to.

# Database names this role will be able to connect to.

# Mote, this is not the same as the "rame” field in "db_service™, this 1is

setting has effect on
effect on |

veloper, User Acl>-l Ac;'
S UKL with the user to

Access

. Users

alice developer

bob prod_db

met ta
name: prod_dk
Sy
allow
db_Tahels
environment
db_users
db_names
deny

sudo tctl users

d but requires i

port. Jinchoi. net:44

DML, DCL, DDL S0 CHH Al
DBO| A UserO CH3t &St A

2
LEl
FO
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O

e Vitual Private Cloud

N
o
-lf —\-.-
users Teleport Teleport Amazon
Proxy/Auth (DB RDS

Service)
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Step 2/4. Start the Teleport Database Service

The Database Service requires a valid auth token to connect to the cluster. Generate one by running the following command

against your Teleport Auth Service and save itin| /tnp/token| on the node that will run the Database Service:

$ tctl tokens add - -type=db

v Alternative methods

Install Teleport on the host where you will run the Teleport Database Service:

Use the appropriate commands for your environment to install your package.

Teleport Edition Qpen Source v
Debian 8+/Ubuntu 16.04+ (apt) Amazon Linux 2/RHEL 7 (yum) Amazon Linux 2023/RHEL 8+ (dnf) Ta

public key
% sudo curl https://apt.releases_teleport.dev/gpg \

-0 fusr/sharefkeyrings/teleport-archive-keyring._asc

$ teleport db start \

% echo "deb [signed-by=fusr/share/keyrings/teleport-archive-keyring.asc] \

https://apt.releases.teleport.dev/${ID?} ${VERSION CODENAME?} stable/v13" \ - -token=/tnp/token \
| sudo tee [etc/apt/sources_list.d/teleport_list = fdev/null - -Name=aurora '\

S SIED EpE-GEE TRink - -auth-server=teleport_example_com-3888 \
% sudo apt-get install teleport

--protocol=postgres \

--uri=postgres-aurora-instance-1_abcdefghijklm_us-west-1_rds_amazonaws._com-5432 \

--aws-reglon=us-west-1
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teleport.jinchoi.net OpenlD Connect

A2 22|
AETt1E
AER
[=-k=13

=

=4

o
&)

ugt
gt
on

IAM > 9% > teleport_db_role_new

eleport db role new |

Identity and Access x 1AM D> XHH =2 Z2AF > teleportjinchoi.net
Management(lAM)
teleport.jinchoi.net
Q 1AM F4 ° x e~ I Ex_l
2« DB List &=2| IAM Role (Z=41)
HAEE == EERE o Alzt ARN

June 19, 2023, 15:49 (UTC+09:00)

of

g { X 22 OpenlD Connect 2257t 71§ H
LZojgio)A X.500 §IEAM 2 16T BIAE 5

€ arn:awsiam: 3549
c-provider/teleport.jing

=k

o}

W e

Lok

5 5Y 325 = - SN HA-1
AN £H
Aol HAH Het F7t w
1 @
S ols = - -
B rds_describe_palicy
rds_describe_policy — —

29

44 gnt

June 19, 2023, 15:50 (UTC+09:00)

Ef1

A

[k

22|t M

1-[{

2 “"Version": "2612-18-17",

Bt “Statement": [

4- {

5 TSR P T

6~ 'Principal™: {

7 "Federated”: "arn:aws:iam::354 145:0idc-provider/teleport.jinchoi.net”
8 g

9 "Action": "sts:AssumeRoleWithWebIdentity”,

18- "Condition": {

11~ "stringEquals”: {

12 "teleport.jinchoi.net:aud”: “"discover.teleport”
13 1

14 }

15 1

16 ]
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Het e 2 Ef HH & 2R H

rz

“ DB = 1AM Role (Node)

—_—
< Alg#o| 4 HA At =7t w I SSH node T;l;::t
1 & —
FHOE R - = - Mg
DatabaseAccess 7 Dla)E
DatabaseAccessBoundary 17 Ba|E

TeleportDatabaseAccess_demo-mysqgl-aurora

=]
Ja
171
n
ogk

B TeleportDatabaseAccess_jinchoi-db i gl ol AE

TeleportDatabaseAccess_jinchoi-db e

1o DB ZIAEA D

'

3 jinchoi-db

: AT BiE

6 8.0.28

7 } —— - I

1 jinchoi_db

10 [}

2Hojda 2E

General Public License

o

4 as
default:mysql-8-0 @ 57|38 &
Amazon 2|22 0| 2(ARN)

arn:aws:rds:ap-northeast-

2:3! nchoi-db

=11 T
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122 Teleport Enroll New Resource CONNECT TO DATABASE

aWs Aurora MySQL/MariaDB @® Connect AWS Account 2) Enroll RDS Database 3) Deploy D]

Step 1 - Login to Teleport

‘ [Management W
% tsh login --proxy=teleport.jinchoi.net:443 --auth=local --user=teleport-admin 1 copy
Connect ko your AWS Account
Access Instead of storing long-lived static credentials, Teleport will request short-lived credentials from AWS to
e perform operations automatically. Step 2 - Retrieve credentials for the database
& Ro Select the name of the AWS integration to use: % tsh db login [--db-user=<user>] [--db-name=<{name>] jinchoi-db
@ Auth Connectors AWS INTEGRATIONS
o s - Step 3 - Connect to the datzbase

% tsh db connect [--db-user=<user>] [--db-name=<name>] jinchoi-db

+ Enroll New Resource Or click here ko set up a different AWS account

Activity CLOSE

* Note: To connect with a GUI database client, see our documentation for instructions.

@Teleport ‘ CLUSTER: teleport jinchoi.net - | o teleport-admin

Resources

= | Datsbases
.

SEARCH.. @  Advenced ® SHOWING 1-2 OF 2

L E O LABELS

demo-mysql-aurora Amazon RDS MySQL/MariaDB sccountic: 354913897445 encpointtype:primary  enginersurora-mysql  engine-version: 5.7.mysql_surors2.41.2  region:apnorthesst2  ststus:availsble  teleport.cev/origin: dynamic CONNECT

0O @

jinchei-db Amazon RDS MySQL/MariaDB sccountid: 354013817145 endpoint-typerinstance  enginesmysql  engine-version:8028  region:ap-northeast?  ststus:availsble  teleport dev/origin: dynamic COMNECT

L&)

@ Databases
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user@ip-
aba

end with ; or

DATABASE SESSION STARTED

"cluster_name” teleport.jinchoi.net™,

code™
"db_name™ :

jinchoi-db.c9gnfbk38gro. ap-northeast-2.rds.amazonaws .com:3
: "alice",

He|of CHet MTt 7|5 (ex. delete, limits) &
> HE Bl T e (T o 2|5, SIEM S5)
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Audit Log

Database|

Database Session Ended

Database Query

Database Query

Database Query

Database Query

Database Session Started

User [keleport-

User [teleport-

User [teleport-

User [teleport-

User [teleport-

User [keleport-

admin|

admin|

admin;

admin|

admin]

admin;

] has disconnected From database [mysqgl] on [jinchei-db]

] has executed query [select 1] in database [mysql] on [jinchoi-db]

] has executed query [select @@version_comment limit 1] in database [mysql] on [jinchoi-db]

] has executed query [show tables] in database [mysql] on [jinchoi-db]

] has executed query [show databases] in database [mysgl] on [jinchoi-db]

] has connected to database [mysql] as [alice] on [jinchoi-db]

2023-06-21T17:24:03.95Z

2023-08-21T17:18:37.284Z

2023-06-21T17:17:50.994Z

2023-08-21T17:17:50.702Z

2023-06-21T17:1 75

Today v

SHOWING1-60F &

DETAILS

DETAILS

DETAILS

DETAILS

DETAILS

<
4

DATABASE QUERY

inchoi-db.c9gnfbk: 8gro.ap-northeast-2.rds.amazonaws .

"db_user™: "alice",
“e1: 1

"user™: "teleport-admin”

DATABASE QUERY

luster_name”: "teleport.jinchoi.net”,
": "TDBB2

jinchoi-db™,
nchoi-db.c9gnfbk3

I'siL " -
"success"
"time":

"user": "teleport-admin"

"cluster_name": "teleport.j
"code™ TDBB21
"db_name": "mysgl
"dh_nroto "m 1= _
"db_query select 1",

"J

"teleport-admin™

gro.ap-northeast-2.rds.amazor
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131 Teleport

Resources

LA
i
I
I

= T
= o
5] )
i =2
1 [al
| f
”—2— =
m =]
5 3

Databases

[ O ®

Active Sessions

l CLUSTER: teleport.jinchoi.net

Active Sessions

SEARCH...
TYPE & NAME
= jinchoi-db

SESSIOM ID

37c48d16-6ef8-4dd6-8730-c3474378781c

USERS

teleport-admin

DURATION

& minutes

o teleport-admin =~ v

SHOWING1-10F1




ec2-user@ip-10-0-0-... X ar

|ec2-user@ip-10-8-08-8@ ~]% 1s
[ec2-user@ip-10-8-0-88 ~]% pwd
fhome/ec2-user

[ec2-user@ip-18-8-08-38 ~]$% touch test.sh
[ec2-user@ip-10-8-0-88 ~]% chmod 777 test.sh

Upload Files

UPLOAD DESTINATION

~/

[ec2-user@ip-10-8-8-80 ~]% ./test.sh
[ec2-user@ip-10-0-8-808 ~]$ []

Drag your Files here
or Browse your computer to start uploading

c2- ip-10-0-0-...
Upload Files ec2-user@ip

UPLOAD DESTINATION [ec2-userf@dip-18-8-8-88 ~]% 1s
- [ec2-user@dip-18-8-8-80 ~]% pwd
~f /home/ec2-user

: [ec2-user@ip-18-8-8-80 ~]% touch test.sh
[ec2-user@ip-18-6-8-88 ~]% chmod 777 test.sh
[ec2-user@ip-18-8-8-88 ~]% ./ /test.sh
[ec2-userfgip-18-8-8-88 ~]% 1s
+ "IsMs-p 2IZDJ[E 2HH M (2022.4.22) (1).pdf"  test.sh
[ec2-user@ip-10-8-0-20 ~]% ||

Drag your Files here

or Browse your computer to start uploading

Session Manager? ®/CH2EE
Pem key X

IsM5-P Q15 7|F QL X(2022.4.22) (1).pdF
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Hiof

{31 Teleport

‘ Resources e ‘

.
I
T

Wi

(@

E Active Sessions

‘ CLUSTER: teleport.jinchoi.net v ‘

Active Sessions

> ip-10-0-0-80.ap-northeast-2.compute.internal

> ip-10-0-0-185.ap-northeast-2.compute.internal

SESSIONID

9768e7e4-015a-4b3F-8850-8edd904fe 1e4

a5737e61-cd48-4dee-9742-17c446F249¢6

o teleport-admin

SHOWING1-20F 2

USERS DURAT

teleport-admin 2 minutes JOIN
As an Observer

teleport-admin 3 min

Can view oukput but cannot send input.

As a Moderator

As a Peer

@ ec2-user@ip-10-0...
* %

[ec2-user@ip-10-8
[ec2-user@ip-10-8
/home/ec2-user
[ec2-user@ip-1
[ec2-user@ip-1

a-
a-
[ec2-user@ip-16-
[ecZ user@lp 18-

[ec2—u52r@ip—19—9—9—89

~1%
~1%

~]$% touch test.sh
~]1$% chmod 777 test.sh
~]% ./test.sh

~]1% 1s

(2022.4.22) (1).pdf’
~1% monitor realtime)

test.sh

@ ec2-user@ip-10-0...
* %

[ec2-user@ip-106-0-08-88
[ec2-user@ip-106-0-08-88
/home/ec2-user
[ec2-user@ip-18
[ec2-user@ip-18-
[ec2-user@ip-1

-8-
a-
a-
[ec2-user@ip-16-8-

8-
8-

[ec2-user@ip-16-0-0-808

~1% 1s
~]% pud

~1% touch test.sh
~1% chmod 777 test.sh
~]% ./test.sh

~]1% 1s

(2022.4.22) (1).pdf’
~1% monitor realtime

test.sh
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Private Network DaemonSet - Add Pods to Nodes

Users Teleport Kubernetes Service

/ Node 1

kubectl get pods (mTLS) Encrypted Tunnel
v - Pod 1

Teleport Proxy Service Kubernetes APl Server
teleport.example.com

Node 2

DaemonSet
Pod 2

Node 3

nect | get pod —o wide
MODE

1'-|._ 165,201,140 Ie=192-168-201-17 . ap—no




6. Kubernetes 0f| CH

e~
ot

"kubernetes_groups™: [
"system: authenticated™,
"system:masters”

I

"kubernetes_users™: [
"tele-admin"

P

"login”: "tele-admin™,

‘namespace™: "default",

‘proto”™: "kube™,

‘request_path™: "/fapi/vl/namespaces/default/pods",

‘cesource _ani_ocoun®: "coce/vl™,

'resource kind™

re;uurce_nam:; "default”,

El
da-cedd-4eb2-bbb5-775cf7a58cad”,
21T18:23:86.5267",
77e8-el5c-498f-b@f8-b48adfo47fb3",
"tele-admin”,
verb™: "GET"

"kubernetes_;lustér“: "aemn-cluster-dev“,

“kubernetes_groups": [
"system: authenticated”,
"system:masters”

1,

“"kubernetes_users": [
"tele-admin™

": "tele-admin™,
"namespace”: "default"™,

"prut'": "kube™ ,
"reguest_path": "/fapisfvl/nodes™,
"resgurce ani eroup”: "core/vi™,
"rE'uurcP kind™

"response_code™:

"server_id"™: "588d da co44-4eb?-bbb5-775cf7as8cad” ,

"time": "2023-0
"uid": "cc@&e9f34-a7
"pear™: "tels-mdmin® .
"wverb™: "GET"

COMMAND EXECUTION FAILED

Td Pl el

[, e =5

"addr.local™: "18.168.8.1:443",
"addr.remote": "175. 1‘-":.'-" 129.31:65464",
"cluster_name”: "teleport.jinchoi.net™,
"code": "T3B82E",

"command”: "bash",

el LJ.

exec”,

"event™ :
"kubernetes_cluster": "demo-cluster-dev",
"kubernetes container_image™: "public
"kubernetes_container_name®: "teleport™,
"kubernetes_groups™: [
"system: authenticated”,
"system:masters"™
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