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Amazon Verified Access
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AWS Direct Connect
AWS Site-to-Site VPN
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Amazon Verified Permissions
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Waterford ) Policies > Create Policy

=3 gt Create Inline Policy
</_> Use this form to create a policy that defines an access control rule for your system.
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Authorization as a Service
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Amazon Inspector
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CVE-2020-26137 - urllib3 CWE-200 - Insecure Socket Bind

Finding ID: arn:aws:inspector2:eu-central-
1:674634298277:finding/ae6d2a0f51a315b4e049fcf3a51d18fd

Finding ID: arn:aws:inspector2:eu-central-

1:674634298277:finding/26ac191e607e8c9faa7181183d460867

urllib3 before 1.25.9 allows CRLF injection if the attacker controls

Binding the socket with an empty IP address will allow it to accept
the HTTP request method, as demonstrated by inserting CR and

connections from any IPv4 address provided, thus can introduce

| C H [ Export CSV H Actions V¥ | Activate A

LF control characters in the first argument of putrequest(). NOTE:
this is similar to CVE-2020-26116.

Finding overview

security risks.
Activate with

gions using CLI. GitHub [] All scanning

htus

Amazon EC2 sc

Amazon EC2 scanning

Amazon ECR scanning

AWS Lambda standard scanning

AWS Lambda standard scanning + AWS Lambda code scanning

7

Activated

© Activated

(© Deactivated

© Activated

(standard + code)

Activated

© Activated

© Activated

© Activated
(standard + code)

Activated

© Activated

© Activated

© Activated standard scan

(Deactivated code scan)

AWS account ID
Severity

Type

Fix available
Exploit available

Last known public
exploit at

Created at

Affected packages

Name

Installed version /
Fixed version

674634298277
Medium

Package Vulnerability
Yes

Yes

January 15, 2023 10:14 PM (UTC-
08:00)

November 21, 2022 11:07 AM (UTC-
08:00)

urllib3

0:1.24.3 / 1.25.9

os.environ['AWS_LAMBDA_FUNCTION_NAME'] =

# print("Scenario 1 ends™)

# print("Scenario 2");

s = socket.socket(socket.AF_INET, socket

s.bind((''",0))
# print("Scenario 2 ends™)

return {
'statusCode’: 200,

'body"': json.dumps("Inspector Code

S

0:1.24.3 /1.25.9

Package manager PYTHONPKG Suggested remediation

File paths  urllib3-1.24.3.dist-info/METADATA Binding a socket with an empty IP address causes the bound

address to default to 0.0.0.0. This might bind a socket to all
interfaces, which opens the socket to traffic from any IPv4
address and creates security risks.Learn more [

Remediation
Upgrade your installed software packages to the proposed
fixed in version and release.

e Update urllib3 to 1.25.9
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Analytics
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Amazon Detective

Findings Amazon Detective
Behavior Graph
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Optional source packages info

When enabled, the following data sources are ingested into your behavior graph.

Detective for AWS Security Findings

Started on: 03/10/2023

EKS audit logs
Started on: 05/10/2023
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Finding group ID Severity Status
4cea53c9-5556-454a-88f9-f29477fdf45¢c High Active
Scope time Parent finding groups Child finding group

Observed tactics

Software and Configuration Checks/Vulnerabiliti
es/CVE High finding

Software and Configuration Checks/Vulnerabiliti
es/CVE High finding

Software and Configuration Checks/Vulnerabiliti
es/CVE Medium finding

Effects/Data Exfiltration/UnauthorizedAccess:IA
MUser-InstanceCredentialExfiltration.InsideAWS
High finding
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Security Hub X Security Hub > Automations

Go to Aggregation Region [4 Automations (5)

Summary Q Find rules

Controls

Order
Security standards

Insights
Findings

Integrations

Settings

What's new

Name

Suppress "[KMS.3] AWS KMS keys should not be
deleted unintentionally” findings in dev and test

accounts

Suppress findings for best practice control EC19
ingress for protected firewalled accounts

Elevate finding severity for production accounts

Elevate severity for findings related to Crown

Jewels resources

Suppress informational findings from GuardDuty

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Description

Suppressing known informational issue from a
control

Suppressing false positive findings

Changing a high severity to critical for specific
production accounts

Setting finding's severity to Critical for specific
finding's resource ID

Suppressing known informational issue from
GuardDuty

Status

® Enabled

® Enabled

® Enabled

® Enabled

®© Enabled
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Security Hub > Automations > Create rule

Create rule

Rule Type

© Create a rule from template Create custom rule

Use a pre-populated template for Start with all blank fields
common scenario

Rule template

Elevate severity of findings that relate toim... ¥

Rule

Rule name

Reinforce Example - Elevate severity of findings for jmportant resources

The name must have 3 to 28 characters. Valid characters are a-z (lowercase only), 0-9, and -
(hyphen).

Rule description

Elevate finding severity to critical when specific resource such as an S3 bucket
is at risk

aws

p

Security Hub > Automations >

GA

Seoul

Reinforce Example - Elevate severity of findings that relate to important resources

Reinforce Example - Elevate severity of findings that

relate to important resources

ear |

Rule

Rule name

Reinforce Example - Elevate severity of findings
that relate to important resources

Criteria

Key Operator

Resourceld EQUALS

Key Operator
WorkflowStatus EQUALS

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Rule description

Elevate finding severity to critical when specific
resource such as an S3 bucket is at risk

Value

arn:aws:s3:::examplebucket

Value
NEW
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Amazon GuardDuty
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VPC flow logs

DNS logs

CloudTrail events

+ Amazon
=5 Aurora

Login events

=5

S3 data plane events

EKS audit logs
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® 0 &
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MEDIUM

Low

HE w3

Impact:EC2/MaliciousDomainRequest.Reputation

CredentialAccess:IAMUser/AnomalousBehavior

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Total findings

55 19

A 358% MoM
View all findings

A 533% MoM

Findings by severity

Total findings
20

5
,,-I I= -l e =

May 10 May 12 May 14 May 16 May 18 May 20 May 22 May 24 May 26
Date

B Low [ Medium [ High

Accounts with most findings
Account Finding count
114055740850 12
943604878706 7
View all high severity findings
Least occurring findings

Infrequent high/medium severity findings that may indicate an emerging threat in your environment.

Finding type Finding count
UnauthorizedAccess:S3/TorlPCaller 1
Exfiltration:S3/AnomalousBehavior 1
Discovery:S3/TorlPCaller 1
UnauthorizedAccess:EC2/TorRelay 1
Backdoor:EC2/C&CActivity.BIDNS 1

View all high severity findings

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

High severity findings

May 28

View all high severity findings

|
N I . -
May 30 Jun1 Jun3

Last generated
2 hours ago

adayago

Last generated
2 days ago
2 days ago
2 days ago
9 days ago

14 days ago

|
Juns

Jun?7

Resources with findings

14

A 180% MoM

Accounts with findings

2

A 100% MoM

High severity v

Most common finding types
I Discover ' ‘Caller W /D d CryptoC 2/Bi BIDNS
[l Discover f /CryptoMii B Others
es with most findi
Resource Account Finding count
EKSCluster
114055740850 23
Ptest[2
S3Bucket
943604878706 6
[n KT -mz4311h66pwr
Instance 114055740850 5
(D i-06c0a9785cd96f87a [
AccessKey
943604878706 5
O ASIASXMZIZVZISY7J6UH
Instance
943604878706 3
i 2bf

View all findings

All resource types ¥ H All severity v

Last generated

4 hours ago

2 days ago

2 hours ago

2 days ago

aday ago
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Amazon S3 Encryption

@ Bucket

@ S3Bucket 9| 7|& %53t MY = SSE-S3 = HZ

aws

p

o Dual-layer server-side encryption with AWS Key Management Service keys
(DSSE-KMS) 7| 537t

© 2023, Amazon Web Services, Inc
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Seoul




Amazon Security Lake
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Security Lake SZt gig|

Amazon Security Lake
AWS 2 507 O] &9

=175
ot 22 49| EHX]| LS

C\ Amazon VPC Amazon S3

£ AWS CloudTrail & AWS Lambda

Subscriber
Management

Amazon Route 53 AWS Security Hub

Amazon S3, AWS Lake
Formation, AWS Glue,
AWS Lambda...

Open Cybersecurity Schema
Framework

Retention, centralization
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22| 00| E
20|23

aws
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Amazon CodeGuru Security
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Amazon CodeGuru

Amazon CodeGuru
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Cht e

. Java, Python % JavaScript

. GitHub, GitLab, BitBucket % CodeCommit

. 82 Open Web Application Security Project (OWASP Top 10) F2FH
. Common Weakness Enumeration # 2 (CWE Top 25)

+ AWS S0l A St 4 Qli= IBEQl ot FoF
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# Write a function to upload a file to S3.
def Upload_file_to_s3kfi1e_name, bucket_name, object_name):

nnn

Uploads a file to an S3 bucket

:param file_name: File to upload

:param bucket_name: Bucket to upload to

:param object_name: S3 object name. If none then file_name is used
:return: True if file was uploaded, else False

nnn

# Upload the file

s3_client = boto3.client('s3’,
aws_access_key_id=AWS_ACCESS_KEY_ID,
aws_secret_access_key=AWS_SECRET_ACCESS_KEY,
region_name=AWS_REGION_NAME)

try:
s3_client.upload_file(file_name, bucket_name, object_name)
print(f'File {file_name} uploaded to S3 bucket {bucket_name} as {object_name}')
return True
except FileNotFoundError:
print(f'File {file_name} not found')



CodeWhisperer 7|
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IDEs: JetBrains, Visual Studio

Languages: C#, Python, Code, AWS Cloud9, AWS Lambda

Java, JavaScript, TypeScript

First-class support for
AWS APIs

console
B
— ) oI
HE s )
@ INE, I Il:l_l- o0l &
Reference tracker Bias mitigation Security scan
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P Project

Structure

¥ Favorites

AWS Toolkit

AWS Toolkit: Developer Tools v ® €& & S3_example.py
v CodeWhisperer (Preview) import boto3 1A
Il Pause auto-suggestions
Run Security Scan

& Open Code Reference Panel # Function to upload a file to S3 using server side encryption
def upload_file_to_s3_sse(file_name, bucket, object_name=None, sse_key=None):
6 """Upload a file to an S3 bucket

:param file_name: File to upload

:param bucket: Bucket to upload to

:param object_name: S3 object name. If not specified then file_name is used
:param sse_key: Server side encryption key

:return: True if file was uploaded, else False

win

# If S3 object_name was not specified, use file_name
if object_name is None:
object_name = file_name

# Upload the file
s3_client = boto3.client('s3')
try:
response = s3_client.upload_file(file_name, bucket, object_name,
ExtraArgs={'ServerSideEncryption': 'aws:kms', 'SSEKMSKeyId': sse_key})
except ClientError as e:
logging.error(e)

return False
return True
Insert Code Next
- >
Suggestion 1 of 2 from CodeWhisperer E

upload_file_to_s3_sse()



Security Scanning
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000 data_aggregator.py — provision-codepipeline-glue-workflows D O [ o8
AWS @ data_aggregator.py 9+, U X >y ) O
> EXPLORER src > @ data_aggregator.py > ...
\ DEVELOPER TOOLS 34 return df, file_name
® Connected with AWS Buil... 35
36
2 (CEeEe ! 37 def logging():
> CDK 38 |  filename = input(“Enter a filename: ")
v CodeWhisperer (Preview)... 39 ® logger.info("Processing %s", filename)

Il Pause Auto-Suggestions  (function) info: Any
&> Run Security Scan
X' Open Code Reference L...

% See Real World Examples From GitHub

Log injection: User—provided inputs must be sanitized before
they are logged. An attacker can use unsanitized input to
break a log's integrity, forge log entries, or bypass log
monitors. Detected by CodeWhisperer

View Problem ("CF8) No quick fixes available
codewhisperer Showing 5 of 21

v @ data_aggregator.py src 5
Hardcoded cred... Detected by CodeWhisperer [Ln 12, Col 1]
A\ Log injection: Us... Detected by CodeWhisperer [Ln 39, Col 1]
Missing S3 buck... Detected by CodeWhisperer [Ln 46, Col 1]
Unrestricted upl... Detected by CodeWhisperer [Ln 58, Col 1]
Resource leak: A... Detected by CodeWhisperer [Ln 59, Col 1]
‘_ X Pmaint & ®O0A21 / AWS: AWS Builder ID  /CodeWhisperer 3.11.264-bit & 2




AWS WAF Account Creation
Fraud Prevention
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AWS WAF
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APl Gateway
AppSync

Application Load Balancer
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AWS WAF

Amazon CloudFront
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Account Takeover + Account Creation
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Amazon EC2 Instance Connect
Endpoint

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



EC2 Instance Connect
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EC2 Instance Connect w/ Endpoint
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AWS Private CA
Connector for Active
Directory

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Private CA Connector for Active Directory  comingsoon!
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AWS Identity Center
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IAM Identity Center
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AWS Cyber Insurance Partners
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