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okta vs

okta vs keycloak
okta vs onelogin
okta vs authO

okta vs azure ad

okta vs duo
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AWS IAM Identity Center*&
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AWS IAM Identity Center

E AWS Cloud
AWS account
5 O

SAML token

AWS Management
Console

_________________________

IAM Identity Center

<

X

IAM permission
set

—O

Okta users
and groups

___________________

Okta users
and groups

.....................................

Source:https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/integrate-okta-with-
aws-iam-identity-center-to-manage-users-roles-and-multi-account-access.html
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IAM Role= Assume(sTs:AssumeRoleWithSAML)
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Prerequisites
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AWS IAM Identity Center
AWS: |IAM Identity Center Z2&0|M 7| S 43l

Expand IAM Identity Center

IAM Identity Center (successor to AWS Single
Sign-On)

IAM Identity Center makes it easy to connect

Manage workforce access to multiple AWS accounts
and cloud applications.

Getting started M ident -

B

Enable IAM Identity Connect your director
Center
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AWS IAM Identity Center

AWS: Settings -> Identity source -> Change Identity Source ME4

Seoul ¥

4

4

IAM Identity Center

Dashboard
Users
Groups

Settings

Multi-account permissions
AWS accounts

Permission sets

Application assignments

Applications

1AM [2 @

IAM Identity Center > Settings

Settings

Details

Configure your identity source and multi-factor authentication settings for use when managing access to your AWS accounts, resources, and cloud
applications

Delegated administrator

arn:aws:sso:::instance/ssoins- - - © Registered account: -

Region Identity Center enabled applications

Asia Pacific (Seoul) | ap-northeast-2 © Enabled in member accounts

Identity source Authentication Attributes for access control Management

Identity source Actions &

Choose the directory where you want to manage your users and groups. Learn more [
Change identity source

Manage authentication
Identity source

External identity provider Manage provisioning

Authentication method
SAML 2.0 SCiM

ning method

Identity store ID

awsapps.com/start [4

Remember
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AWS IAM Identity Center
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AWS: External Identity Provider &4

IAM Identity Center ) Settings » Change identity source

Step 1

Choose identity source

Your identity source is where you manage users and groups. You use IAM Identity Center to manage permissions for users and
groups in your identity source to access AWS accounts and cloud applications. Learn more [4

Choose identity source

Step 2
Configure external identity

provider
) Identity Center directory ) Active Directory © External identity provider
You will manage all users and You will manage all users and
Step 3 groups in IAM Identity Center groups in AWS Managed You will manage all users and

Confirm change

Users sign in through the AWS
access portal.

Microsoft AD, or you can connect
IAM Identity Center to Active
Directory by using AWS Managed
Microsoft AD or AD Connector.
Users sign in through the AWS
access portal.

groups in an external identity
provider (IdP). Users sign in to
your IdP sign-in page, and are
redirected to the AWS access
portal. After they sign in to the
AWS access portal, they can
access their assigned AWS

accounts and cloud applications

Learn more [4

Cancel

Next
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AWS: External Identity Provider &3

IAM Identity Center > Settings » Change identity source

Step 1

ehanes ety soics Configure external identity provider
- L]
= Service provider metadata Serv‘ce PrOVIder metad ata
Configure external identity Vot ity phondes 1Y o the Fllswhog 1AM iy Gt sttt il imbadata Hbsvntion h b VAWl s
provider 2 service provider. You can copy and paste this nformation, type it in the service provider configuration interface for your IdP, or

download the IAM Identity Center metadata file and upload it to your IdP.

-  AWSZ?| metadata
- Okta0flA| Integration MM A| & 1=

AWS access portal sign-in URL
https:// " S .2Wsapps.com/start

1AM Identity Center Assertion Consumer Service (ACS) URL
(@ https://ap-northeast-2.signin.aws.amazon. - - -

1AM Identity Center issuer URL

https://ap-northeast-2.signin.aws.amazon.com/platform/saml/:

IE—7 - Okta2] metadata
~ Okta Integration 22 & H|Skl= HH =

1dP sign-in URL

1dP issuer URL

IdP certificate

[ Choose file

Cancel
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Okta: App Catalog0ll Al Integration =7}

00  info@jkstechlab.com
Oktd Q @ 88 okta-dev-66452280
Dashboard e
D tory v
Customizal tions »
© Add Integration

Applications A

Applications

Self Service AWS |IAM Identity Center

aws W T R TR B
Securi ty V %
Workflow v
Report: v
Settings v
Okta Verified @ Overview
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AWS IAM Identity Center
AWS: External Identity Provider &3

D @ seoulv

IAM Identity Center > Settings > Change identity source

Step1
Choose identity source

Step2
Configure external identity
provider

Step3
Confirm change

Configure external identity provider

Remember

= g% okta ere

Service provider metadata

Your dentity provider (dP) requires the following IAM Identity Center certificate and metadata information to trust 1AM Identity Center as
a service provider. You can copy and paste this information, type it in the service provider configuration interface for your IdP, or
download the IAM Identity Center metadata file and upload it to your IdP.

] Download metadata file

AWS access portal sign-in URL
(P https:// " S .2Wsapps.com/start

1AM Identity Center Assertion Consumer Service (ACS) URL

(@ https://ap-northeast-2.signin.aws.amazon. ] [ m

1AM Identity Center issuer URL

(P https://ap-northeast-2.signin.aws.amazon.com/platform/saml/:

Identity provider metadata
AWS requires specific metadata provided by your identity provider (IdP) to establish trust. You may copy and paste from your IdP, type the
metadata in manually, or upload a metadata exchange file that you download from your IdP.

1dP SAML metadata
[ Choose file
or

1dP sign-in URL

IdP issuer URL

IdP certificate

[ Choose file

Cancel

Advanced Sign-on Settings

These fields may be required for a AWS IAM Identity Center proprietary sign-on option or general
setting.

AWS SSO ACS URL

Enter your AWS SSO ACS URL. Refer to the Setup

Instructions above to obtain this value.

AWS SSO0 issuer URL

Enter your AWS SSO issuer URL. Refer to the Setup

Instructions above to obtain this value.

Credentials Details

Application username format P .

Update application username on Create and update o

Password reveal Allow users to securely see their password
(Recommended)

Password reveal is disabled, since this app
is using SAML with no password.

24



Remember

AWS IAM Identity Center
AWS: External Identity Provider &3

Seoul v

IAM Identity Center > Settings > Change identity source

Step1
Choose identity source

Step2
Configure external identity
provider

Step3
Confirm change

Configure external identity provider

Service provider metadata

Your dentity provider (dP) requires the following IAM Identity Center certificate and metadata information to trust 1AM Identity Center as
a service provider. You can copy and paste this information, type it in the service provider configuration interface for your IdP, or
download the IAM Identity Center metadata file and upload it to your IdP.

] Download metadata file

AWS access portal sign-in URL
(P https:// " S .2Wsapps.com/start

1AM Identity Center Assertion Consumer Service (ACS) URL

(@ https://ap-northeast-2.signin.aws.amazon. ] [ m

1AM Identity Center issuer URL
(P https://ap-northeast-2.signin.aws.amazon.com/platform/saml/:

Identity provider metadata
AWS requires specific metadata provided by your identity provider (IdP) to establish trust. You may copy and paste from your IdP, type the
metadata in manually, or upload a metadata exchange file that you download from your IdP.

1dP SAML metadata
[ Choose file
or

1dP sign-in URL

IdP issuer URL

IdP certificate

[ Choose file

Cancel

$% okta

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3" party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State
Disable Force
Authentication
Metadata details

Metadata URL

& Copy
© Hide details
Sign on URL
Copy
Sign out URL
Copy
Issuer
& Copy
Signing Certificate
& Download | [ Copy

© Certificate fingerprint

[u]s}
oo

application. Additional configuration in
the 3rd party application may be

required to complete the integration
with Okta.

Application Username

Choose a format to use as the default
username value when assigning the
application to users.

If you select None you will be
prompted to enter the username
manually when assigning an
application with password o profile
push provisioning features

SAML Setup

Single Sign On using SAML will not
work until you configure the app to
trust Okta as an IdP,

2 View SAML setup instructions
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AWS IAM Identity Center
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@ Drama&Company
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Google Workspace
Drive

' Jira

Atlassian Cloud Jira
SAML

X Confluence

Atlassian Cloud
Confluence SAML

aws

AWS

‘& Workspaces

AWS Workspaces

Okta CHAIES Ol A AWS & H £

X
cejotiHEL| (Dramak...
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AWS |AM Identity Center Remember

# 20 23 QI5H = AlCk

| AWS Account (9) ‘

HE 82 Assume J}=8HIAM Role &H9!
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¥ d

| drama-devops Management console | Command line or programmatic access

drama-dev- Management console | Command line or programmatic access
drama-devops Management console | Command line or programmatic access
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AWS IAM Identity Center

8 250 E3sH=AICE

Remember

aws

CloudShell

258 Servi
228 Services

Q Search

Console Home

B e

[E] workspaces
E s

Systems Manager

CloudTrail

I '] Elastic Container Service

CodePipeline

AWS Health info

Open issues

1

Scheduled changes

Feedback

Recently visited info

BEEEEEEBE

6B 4

[Option+S]

@ Tokyo ¥

[ Reset to default layout

Account ID: 7840 a
Federated user: AWSReservedSSO_drama-

Federated User & 20|l A
SSOE Sil ¥sMSE &0l

Route 53
// Q/

1AM 9

CodeBuild

CloudFront ¥y
=@
Elastic Container Registry (K}

Key Management Service

AWS Marketplace Subscriptions >/
-\

View all services

Past 7 days

Cost and usage Info

Welcome to AWS

devops_ /jeongmin.lee
@dramancompany.com NS

Account
Getting started withfRCLCUELIE]
Learn the fundamental| Service Quotas
information to get the

Billing Dashboard

Training and certific|
tti
Learn from AWS experf SHEhES
skills and knowledge.

Switch role

What's new with A

Discover new AWS services, features, and
Regions.

© 2023, Amazon Web Services, Inc. or its affiliates.

Privacy Terms Cookie preferences
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AWS |AM Identity Center Remember
CLI= E39Qlsl&L|Ct

DO O 2 leejeongmin@ip-192-168-250-80:~

{¥27% —_—— e I TF20GB f2 14 kBY
sso_start_url = https:// .awsapps.com/start#/
sso_region = ap-northeast-2

sso_role_name = drama-devops

sso_account_id =

region = ap-northeast-2

~l.aws/config 0l J&E 48 A

[profile 1

sso_start_url = https:// .awsapps.com/start#/
sso_region = ap-northeast-2

sso_role_name = drama-devops

sso_account_id =

region = ap-northeast-2

[profile ]

sso_start_url = https:// .awsapps.com/start#/
sso_region = ap-northeast-2

sso_role_name = drama-devops

sso_account_id =

region = ap-northeast-2

[profile ]

sso_start_url = https:// .awsapps.com/start#/
sso_region = ap-northeast-2

sso_role_name = drama-devops

sso_account_id =

region = ap-northeast-2

S ~ X |




AWS IAM Identity Center
CLI= 239l5l{=L|Ct

2o N 72/ 20 B
leejeongmin 3P aws-vault exec opsf]

S HHU E2 AN Al
22l X E S5l IdP(Okta) 219! HOIXI2
clclad

ast-2.signin.aws.amazon.comel SEE 7Ictele B...

aws

Identity provider(2)2 2|C|2M &

Remember
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CLI= E39Qlsl&L|Ct

leejeongmin@ip-192-168-250-80:~

~ IE206B

leejeongmin JRSP aws-vault exec ops
Opening the SSO authorization page in your default browser (use Ctrl-C to abort)
https://device.sso.ap-northeast-2.amazonaws.com/?user_code=BKCQ-XBSX
Starting subshell /bin/zsh, use “exit® to exit the subshell
aws leejeongmin 35 i

Authorize Requst Allow Al
CLI &= &30l Temporary Credential &4

Authorize request

An application or device requested
authorization using your AWS sign-in.

IS

Cancel
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CLI= E39Qlsl&L|Ct

N N 32 aws sts get-caller-identity

30 S T2 O0'GB

{

"UserId": " :jeongmin. lee@dramancompany.com”,

"Account": "72 wy

"Arn": "arn:aws:sts::72 :assumed-role/AWSReservedSS0_drama-devops_ /jeongmin. lee@dramancompa
ny.com"
}
(END) aws sts get-caller-identity 2

SSOE S8l &t SNYS oY + 2




AWS IAM Identity Center

Tip: aws-vault*E AF2SIH CLI AF20| =23 O 49X

- Temporary Credential2 2ZZ keystore0l| X &
- EFd =T 2391 A| SubshellZ &8

* https://github.com/99designs/aws-vault

Remember
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Tip: 1AM Identity Center= Delegated Administrator*& A &gtAIC}

- AWS AE0| 71 mjojct 28 S HESHT0{0F SHAM, MZE L Xp= A=A &
- O root AIE2E AL A YUSE 5= 20| REAZA=S
-  Management H™HE Delegated Administrator2 M XsIH 22| x}o| M2 M0| Z0%

fufo

* https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html 36
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Q. /eIEHEZ H{Ht=2 JAM ASHO| CIE A7 U SHIY|,
IAM Permission Set= AI2¢el Il 0| HEA| s Es5IFH=XI

A. X o = sHAS 4 S0l 8= Ex2tn MZStL|Ct.

IS ZSHH B =2 2|2 S| 2 IAM Permission Set= M2|5I% 11,
=71A9l Action2 Terraform E'__% ZtM 50| AtlantisE E5H HiE 5= ditHo 2 710|EE XalistESL|C}.
i

Ho| = 20|38t A0 = IndividualSt IAM Permission Set2 IS0 AF2 X0 Al B2 0{gt 4 YUSL|CT.
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Q. CLI AFE A| E2HEE]

rir

Temporary Credential2| Session Duration 22|

L @ seouv R R ——————

A. NM9| 857|212 External IAP(Okta)2t AWS wismcmer i s
IAM Identity Center®lA Zt2t Holgt 4 JASLICE. = vertinos

Groups

Settings Details

Configure your identity source and multi-factor authentication settings for use when managing access to your AWS accounts, resources, and cloud applications.

AWSZ2| Session Duration2 152 ~ 108002(7¢) oo

— Permission sety am:aws:sso:zinstance/ssoins- © Registered account: drama-ops
MAMXHSE A Ol (@] + ot
=20 =T M Li. pplication assignments Region Identity Center enabled applications

Applications Asia Pacific (Seoul) | ap-northeast-2 @ Enabled in member accounts
Identity source Authentication Attributes for access control

1AM 2
Session settings Configure
Choose the duration of your workforce user sessions before requiring re-authentication.

External identity provider connected
You have an external identity provider (IdP) connected to IAM Identity Center. The AWS access portal session duration for your users is set to the
shorter between the console configuration and the duration configured in your external IdP.

Maximum session duration
9 hours
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A. M1 AALXES| Okta A| ™S M4d5t1, Okta®llM AWS ALE ASHE B 05HH AIE HE 7t SCIME S35l AWS

IAM Identity Center0®l =7|3}E L|LC}.
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