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import boto3

aws_access_key_id = "AKIAXXXOXXXXXXY
aws_secret_access_key =
DO09.009.00.0.00.000.00.009.000.09.009.000.09.000.09.9¢

session = boto3.Session(
aws_access_key_id=aws_access_key id,
aws_secret_access_key=aws_secret_access_key

)

if _name__ =="' _main_"

s3 = session.client('s3")
response = s3.list_buckets()

aws

N
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import boto3 import boto3, json
aws_access_key = "AKIAXXXXXXXY  XXXXXXY' client = boto3.client('secretsmanager’, region_name='ap-
aws_secret_ar v o= northeast-2")
YOO, XXX RV00.0.0000.004 response = client.get_secret_value(
\,1-\/ Secretld = ‘Your Secret |ID'
session = boto3.Sess N )
aws_access_key_id=aw’ “ey_id, -
aws_secret_access_k access_key .( Q3 )l secretDict = json.loads(response['SecretString'])
) ’~~—
\ session = boto3.Session(

if _name__ = ain__": aws_access_key_id=secretDict['aws_access_key_id'],

Secrets Manager aws_secret_access_key=secretDict['aws_secret_access_key']
s3 = session.client('s3" )

response = s3.list_buckets()
if _name__ =="'_main_"
s3 = session.client('s3")
response = s3.list_buckets()

aws
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Set up
Step 1. AM| 2 7| =l

$ aws iam list-access-keys --user-name "Your User Name"

{

"AccessKeyMetadata”: [
{
“"UserName": "Alice",
"AccessKeyId": "AKIAmsmssssssscmiD",
"Status": "Active”,
“CreateDate": "2023-08-13T07:40:49+00:00"

"UserName": "Alice".

"AccessKeyId": "AKIAmsmssssmesmosms5K"
"Status": "Active",

“CreateDate": "2023-08-14T09:04:16+00:00"

aws
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"Version": "2012-10-17",
"Statement": [{

"Sid": "ManageOwnAccessKeys",

"Effect": "Allow",

"Action": [
"iam:CreateAccessKey",
"iam:DeleteAccessKey",
"iam:GetAccessKeylLastUsed",
"iam:GetUser",
"iam:ListAccessKeys",
"iam:UpdateAccessKey",
"iam:TagUser"

1

"Resource": "arn:aws:iam::*:user/${aws:username}"
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import boto3, json

Secret details

client = boto3.client('secretsmanager', region_name='ap-northeast-2")
Encryption key

aws/secretsmanager response = client.get_secret_value(
Secretld = 'test/alice/accesskey'

Secret name
)
Secret ARN 7
arn:aws:secretsmanager:ap-northeast-2: secret sec retDiCt - json- I.Oads ( response [ lsec retString' J )

print(secretDict)
Tags session = boto3.Session(

aws_access_key_id=secretDict['accesskey'],

Secret value info aws_secret_access_key=secretDict|['secretkey"']
Retrieve and view the secret value.

)
Key/value Plaintext

if __name__ == '_main__"':
Secret key Secrat value s3 = session.client('s3')
accesskey 9 AKIA ] response = s3.list_buckets()
secretkey

L
username 7 Alice Eﬂjlé
masterarn arn:aws:secretsmanager:ap-northeast-2: :secret: \ .
{'accesskey': 'AKIAW = mmsisK', 'secretkey': . 'username': 'Alice',

aws
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Step 3. ot &5 WX E 2T Lambda S ‘47d

1) Secrets Manager= 2= 72| &30 thet i 7|52 48 + A= AAE22 HEEXS NSO HMA 7] WO CHS Lambda MM 2E= CiS 7[AM S A0 5= ASLICE

2) Lambda B==7t H Ot A= E WA|SH7| o A& Aol ofefet 22 Hst FMO| WRFYLICE  3) Lambda 2|2 7| M S A-ESHO| AWS Secrets Manager?t &8 @ =0t=F 5 &g L

{ Resource-based policy statements (1) info C | ‘ View policy ‘ Add permissions

"Version": "2012-10-17", Q Find policy statements 1

"Statement": [
{ Statement ID Principal PrincipalOrgID Conditions Action

"Effect": "Allow", accesskey_rotation secretsmanager.amazonaws.com None lambda:InvokeFunction
"Action": [

"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1

"Resource": "Your Secret ARN"

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPassword"

1

"Resource": "*"

aws »
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Step 4. HOt &5 wH| g L el

At DM E ™ cron() £ rate() EYA S AFESI0] 2Ot s WH €S 28 & USLILCH

Rotation configuration info

Rotation status
® Enabled

Rotation schedule

cron(0 02 1/3 2#1 *) —4 SZHEOICE AH HEl 2L A @7 14|

Next rotation date (UTC)
The next rotation is scheduled to occur on or before this date.
Mon, October 2, 2023 at 23:59:59 UTC

Lambda rotation function
The Lambda function that has permissions to rotate this secret.

alice_accesskey

import boto3, json
Secret details

client = boto3.client('secretsmanager', region_name="'ap—-northeast-2')

Encryption key

9 aws/secretsmanager -~ response = client.get_secret_value(
SecretlId = 'test/alice/accesskey’
)
Secret ARN
O arm:aws:secretsmanager:ap-northeast-2:4 secret: secretDict = json.loads(responsel'SecretString'])
print(secretDict)
Tags - session = boto3.Session(

aws_access_key_id=secretDict['accesskey'],
aws_secret_access_key=secretDict|['secretkey"']

Secret value info

Retreve and view the secret value. )

Key/value Plaintext X .
if name == "_main__":
e R 16 s3 = session.client('s3')
accesskey - response = s3.list_buckets()
secretkey [§
Eold
username (9 Alice =
ma |
masterarn arn:aws:secretsmanager:ap-northeast-2: :secret:®
{'accesskey': 'AKIAL. FO'. 'secretkey': '® - '‘username’: 'Alice’,

aws
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"AccessKeyMetadata": [

aws
p

{

"UserName": “"Alice",
"AccessKeyId": "AKIAmsmssmmomm
“Status": "Active",
“CreateDate"”: "2023-08-14T09:04:16+00:00"

"5K",

"UserName": “"Alice",

"AccessKeyId": "AKIAmssmsssssmmenF0",
"Status": "Active",

“"CreateDate": "2023-08-14T17:55:05+00:00"

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

aws aws 9 2F 2:55

Nt .AWS Service Event via CloudTrail | ap-northeast-2 | Account: "5 ==

AWS Service Event via CloudTrail

.AWS API Call via CloudTrail | ap-northeast-2 | Account:

The API ‘aws.secretsmanager PutSecretValue' was invoked in ap-northeast-2 by user

User agent

Boto3/1.26.90 Python/3.8.16
Linux/4.14.255-311-
248.529.amzn2.x86_64 exec-
env/AWS_Lambda_python3.8
Botocore/1.29.90

‘arn:aws:sts:: assumed-role/ali...
User identity
arn:aws:sts:: :assumed-
role, I . I
alice_accesskey
API

PutSecretValue

Event time
Mon, 14 Aug 2023 17:55:05 GMT

Event ID

13
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IAM Roles Anywhere
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Certificate authority (CA)

X.509 certificate
Usage: Digital Signature

Private key

aws

N
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IAM Roles Anywhere 1’3 &4

Step 1. Trust anchors 4’3 Step 2. Profiles 44°d Step 3. Signing 28

—

2 =

. =

Private CA 25 IAM Role & Policy 44’d UA Xt 5H 24

L MBH 1S

aws

~ ] © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Own CA

Session

Workflow Private CA  certificate Role " policy
Il
Signing Helper Tool —
2 > _
Ors =
_ ] —|
Q] Ej X\ % —
Trus/:srllfhor Profile ARN  Role ARN )
Trust anchor Profile
= O
B B
End-entity Private key
certificate
O 0O
I I 1 ’ 4 3 _>
O 0
: | 4— 4 . AssumeRole
0o CreateSession aws7 AWS Cloud
] | — <O Temporary AWS AWS STS
_ ©77)  credentia IAM Roles
AWS 2| £ of Z2|#|o| M Anywhere
Lambda function Encrypted
data
<X @ LAl
Temporary AWS
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Cﬁ@ redontial Model Container
)
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Set up

Step 1. Private CA g

AWS Private CAS AHE5IH ZEOM LHEH O Z AR

AWS Private
Certificate Authority

Private certificate authorities

AWS Certificate Manager [

AWS Signer [

aws

AWS Private Certificate Authority > Private certificate authorities >

TEE T | "N | HI "THN I EE B T

General

Status
®© Active

ARN

arn:aws:acm-pca:ap-northeast-2:4us = w= :certificate-a

uthority/ s = e m EEE—

Owner

=5 By~ RN |

Info

CA type
Root

Created at
2023-03-27T08:34:31Z

Expiration date
2033-05-09T05:49:35Z

Mode
General-purpose

Key algorithm
RSA 2048

Signing algorithm
SHA256 RSA

Key storage security standard
FIPS 140-2 level 3 or higher

Subject CA certificate Revocation configuration

Subject

Subject
O=dongsoo Inc, OU=Red Team

Common name (CN)

State or province name

~ ] © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Permissions Tags

Organization (O)
dongsoo Inc

Organization unit (OU)
Red Team

Resource shares

Country name (C)

Locality name




Step 2. X.509 ¢l

AWS PCAO|| A A4

AWS Certificate
Manager (ACM)

List certificates
Request certificate
Import certificate

AWS Private CA [4

© 2023, Amazon Web vices, Inc. or its affiliates. All rights reserved.

Certificate status

Identifier

ARN

arn:aws:acm:ap-northeast-2:4 :certificate;

Type
Private

Domains (1)

Domain

dongsooanywhere.com

Details

No

Domain name
dongsooanywhere.com

Number of additional names
0

Status

Status
@ Issued

© Success

Serial number
1

Public key info
RSA 2048

Signature algorithm
SHA-256 with RSA

Can be used with
CloudFront, Elastic Load Balancing, Gateway and other integrated services.

Requested at
May 09, 2023, 14:51:21 (UTC+09:00)

Issued at
May 09, 2023, 14:51:34 (UTC+09:00)

Not before
May 09, 2023, 13:51:24 (UTC+09:00)

Not after
June 09, 2024, 14:51:24 (UTC+09:00)

Renewal eligibility
Eligible

{{$ctrl.translations.CA}}

arn:aws:acm-pca:ap-northeast-2:
authority,

:certificate-




aws

N

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Subordinate
CA
(Level2)

Subordinate

CA
(Level3)

End-Entity
Certificate

Root

CA
(Level 1)

Subordinate

CA
(Level 2)

Subordinate
CA
(Level 3)

Certificate with
signing authority
Certificate without
signing authority

21



Step 3. Trust Anchor 4d

EqAE WBF(Trust anchors)E T30 IAM Roles Anywhere2t 915 7| 2HcCA) 2H0]| M2 & H™YBHL|Ct,

Identity and Access Create a trust anchor i«
Management (IAM)

Establish trust between AWS and your Certificate Authority (CA) to authenticate requests from your on-premises workloads.

aws

N

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Dashboard

¥ Access management
User Groups
Users
Roles
Policies
Identity providers

Account settings

¥ Access reports
Access analyzer
Archive rules
Analyzers
Settings
Credential report
Organization activity

Service control policies (SCP)

Trust anchor

Region
Use the Region selector on the console navigation bar to switch AWS Region.
ap-northeast-2

Trust anchor name
dongsooanywhere

Use only letters, numbers, hyphens, or underscores.

Certificate authority (CA) source

O AWS Certificate Manager Private CA External certificate bundle

AWS Certificate Manager Private CA (2) | Create CA [2

Certificate authorities (CA) from AWS Certificate Manager in your account for this region.

Q Filter private certificate authorities (o)

D[4 CA common name V Type Status

ROO

Notification settings info

Customize notification settings to based on public key infrastructure. Roles Anywhere will use these settings to send certificate expiration
events through Amazon Event Bridge, AWS Health and Amazon CloudWatch metric.

Event Channel Status ./ Threshold .2
CA certificate expiry event All © Enabled 45 Days

End entity certificate expiry event All © Enabled 45 Days

Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No tags associated with this resource.

Add new tag

You can add up to 50 more tags

cancel m

22



Step 4. Profile 444

IAM Roles Anywhere = 21} 2 (Profiles)S A2 SIH ATt XtA S HO| HRE A At +F0 =2

IAM Roles Anywhere MH|A FH|E A 2[5z IAM &2 LTt DS QA LT}
o= T M- .
IAM > Roles > Roles Anywhere > Profile: profileanywhereS3Readaccess > Edit

"Version": "2012-10-17", Edit profile

"Statement": [

{ Profile
"Effect": "Allow",
Profile name
PrlnC|pal a profileanywhereS3Readaccess
"Service": [ Use only letters, numbers, hyphens, or underscores.

"rolesanywhere.amazonaws.com"

Roles

}, Roles with the Roles Anywhere trust policy that will be assumed by your non AWS workload.
"Action": [
Role

"sts:AssumeRole", S —
| Q. rolesAnywheres3 IAM Roles Anywhere MH|A FHIE A2|5H= 1AM 24§t

"sts:TagSession",

"sts:SetSourceldentity"

! Don’t see the roles you need? Add Roles Anywhere as a trusted entity to your desired roles. See steps for how to add
"Condition": { the trust policy. [3

Add another role

"ArnEquals": {
X :S Arn":
LRI Session policies - optional

"arn:aws:rolesanywhere:region:account:trust- Session policies limit the permissions granted by the role's permissions policy and are assigned to the role session when the role is assumed.

anchor/TA_ID"
1
}

Managed policies

Choose managed policies

Select up to 10 managed policies to attach.

} » Inline policy{

} Cancel Save changes

aws

~ ] © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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ubuntu@ip-10-1-1-104:~/rolesanywhere$ aws s3 1ls s3://rolesanywheretestbucket

Unable to locate credentlals You can configure credentials by running "aws configure".

- - ®u

AN E2OH X} ZHES A 7| 2|8l aws_signing_helperE At23t0 QIS MEZE MY S 2HT 4= ASLCL

ubuntu@ip-172-31-4-146:~/rolesanywhere$ 1ls -al

total 12356

drwxrwxr-x 2 ubuntu ubuntu 4096 Jul 28 07:09 .

drwxr-xr-x 10 ubuntu ubuntu 4096 Jul 27 09:21 ..

-rwxrwxr-x 1 ubuntu ubuntu 12627368 Jul 26 00:42 aws_signing_helper
-rw-rw-r-- 1 ubuntu ubuntu 1253 Jul 27 07:11 certificate.pem
-rw-rw-r-- 1 ubuntu ubuntu 1143 Jul 27 07:11 certificate_chain.pem

—rW=——————— 1 ubuntu ubuntu 1675 Jul 27 07:27 decrypted_private_key.pem
-rw-rw-r-- 1 ubuntu ubuntu 1875 Jul 27 07:12 private_key.pem
aws

N 2 © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.



ubuntu@ip-172-31-4-146:~/rolesanywhere$ ./aws_signing_helper credential-process --trust-anchor-arn arn:aws:rolesanywhere:ap-northe
ast-2: TN E :trust-anchor/ Wi e e B Ge . cmm w0 B --profile-arn arn:aws:rolesanywhere:ap-northeast-2: R

0 :profile/ N B N W Y --role-arn arn:aws:iam::/EEBENN:role/rolesAnywhereS3 --certificate certificat
e.pem --private-key decrypted_private_key.pem

{"Version":1,"AccessKeyId": "ASIAWRsmRmmssn =wwiK" , “SecretAccessKey": "6
\

m

Expiration":"2023-07-28T09:01:162"}ubuntu@ip-172-31-4-146:~/rolesanywheres$ ||

$ ./aws_signing_helper credential-process --trust-anchor-arn <Your Trust Anchor ARN> --profile-arn <Your Profile ARN> --role-arn <Your Role ARN> --certificate <Your Certificate> --private-key <Your Decrypt Private Key>

ubuntu@ip-172-31-4-146:~/rolesanywhere$ export AWS_ACCESS_KEY_ID=ASIAWssmmsmmmmms s K

ubuntu@ip-172-31-4-146:~/rolesanywhere$ export AWS_SECRET_ACCESS _KEY = Gimmiim i s o S i sl T
ubuntu@ip-172-31-4-146:~/rolesanywhere$ export AWS_SESSION_TOKEN=I e -

ubuntu@ip-172-31-4-146:~/rolesanywhere$ aws sts get-caller-identity
{
"UserId”: "ARCAM.GEE-Niales. I | e " (oo Teses sl ool T ",
"Account”: "IN T,
"Arn": "arn:aws:sts::mmemmssmeon: assumed-role/rolesAnywhereS3 /e  mmm mm—""" e —
}
ubuntu@ip-172-31-4-146:~/rolesanywhere$ aws s3 1ls s3://rolesanywheretestbucket
2023-07-28 07:51:29 @ congratu lgtion . txt

aws
!

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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« AWS Secrets ManagerE ALE5t0] IAM BN A 7|5 F7| MO 2 XAta WA|ShH= Bt
https://repost.aws/ko/articles/ARlcBggX4aSf2j83UR1bvrrw/aws-secrets-manager%EB%A5%BC-%EC%82%AC%EC%9A%A9%ED%95%98%EC%97%AC-
iam-%EC%95%A1%EC%84%B8%EC%8A%A4-%ED%82%A4°%EB%A5%BC-%EC%A3%BC%EA%B8%B0%EC%A0%81%EC%9C%BC%EB%A1%9C-
%EC%9E%90%EB%8F%99-%EA%B5%90%EC%B2%B4%ED%95%98%EB%8A%94-
%EB%B0%A9%EC%95%887?sc_ichannel=ha&sc_ilang=ko&sc_isite=repost&sc_iplace=hp&sc_icontent=ARlcBggX4aSf2j83UR1bvrrw&sc_ipos=1

* |AM Roles AnywhereS AI-E05t0] AWS 2 FO| A &L= Of S2[A O] MK AWS 2|4~ A MM A Sp= 2o
https://repost.aws/ko/articles/ARuzTUwWUK_QpW2UOmOPVvNAAw/iam-roles-anywhere%EB%A5%BC-
%EC%82%AC%EC%I9AY%A9%ED%95%98%EC%97%AC-aws-%EC%99%B8%EB%B6%80%EC%97%90%EC%84%9C-
%EC%8B%A4%ED%96%89%EB%950%98%EB%8A%94-
%EC%95%A0%ED%94%8C%EB%A6%AC%EC%BC%80%EC%9D%B4%EC%85%98%EC%97%90%EC%84%9C-aws-
%EB%A6%AC%EC%86%8C%EC%8A%A4-%EC%I95%A1%EC%84%B8%EC%8A%A4-%ED%95%98%EB%8A%94-%EB%B0%A9%EC%95%88

aws 26
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https://repost.aws/ko/articles/ARlcBggX4aSf2j83UR1bvrrw/aws-secrets-manager%EB%A5%BC-%EC%82%AC%EC%9A%A9%ED%95%98%EC%97%AC-iam-%EC%95%A1%EC%84%B8%EC%8A%A4-%ED%82%A4%EB%A5%BC-%EC%A3%BC%EA%B8%B0%EC%A0%81%EC%9C%BC%EB%A1%9C-%EC%9E%90%EB%8F%99-%EA%B5%90%EC%B2%B4%ED%95%98%EB%8A%94-%EB%B0%A9%EC%95%88?sc_ichannel=ha&sc_ilang=ko&sc_isite=repost&sc_iplace=hp&sc_icontent=ARlcBggX4aSf2j83UR1bvrrw&sc_ipos=1
https://repost.aws/ko/articles/ARuzTUwUK_QpW2U0m0PvNAAw/iam-roles-anywhere%EB%A5%BC-%EC%82%AC%EC%9A%A9%ED%95%98%EC%97%AC-aws-%EC%99%B8%EB%B6%80%EC%97%90%EC%84%9C-%EC%8B%A4%ED%96%89%EB%90%98%EB%8A%94-%EC%95%A0%ED%94%8C%EB%A6%AC%EC%BC%80%EC%9D%B4%EC%85%98%EC%97%90%EC%84%9C-aws-%EB%A6%AC%EC%86%8C%EC%8A%A4-%EC%95%A1%EC%84%B8%EC%8A%A4-%ED%95%98%EB%8A%94-%EB%B0%A9%EC%95%88
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