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WHAT ....

What is for what ?




About me

Professional Service Team > Sr.Security Risk & Compliance
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Until 3 years, 7 months, ...few days

Project — Landingzone, Controltower, Enhanced Security, it
Partner enablement, Public enablement, DW,
Well Architecture Framwork, App Modernization,
AWS Speaker 2, Mobilization, AWS CIRT,

In my charge — Security, Network, Compliance, IAC, Automation,
SOAR, APJC Security AOD Mentor

Co-working, Hard-worker, Security Mentor, = OF&4 OfHH}
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At AWS, cloud security is job zero.
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Security Information
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Security Information
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Security Lake...

\6/
4 I N\
T_. C’\l:_hl
Q=
& BHE|X| 2 E715t= Het AHE ALl THHEOf| A MElE HolE S &E
=2t e H|o|E H|o|E{o] & HIO|E{o] HZ &X HoZE = 8l
AHE
ChFst e Ao 219} CHZko] 2o 9l 21 2t Abg AbEotct ME23tel EF EPe X2 E HOolE S
u2lo| 7| {2 EojE  HO|EE AN EMECt =PI CojE 2 AN AIZH0 MESHI| D2 of
At 2 0] =% F | of GlOIE] 2alof o e IDVPIETPINCTN NP G OJEf A-8.0] §e140|
E201M AL L. A|ZH0] AQEICH= Z4S Ol |}, = S Lt

o|ofghL Cf.

(o 1]
AWSKRUG



Security Lake...

7

Analyze multiple
years of security data

quickly
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Simplify your
compliance
monitoring and
reporting

2

your

with
elevated visibility

2

Unify security data
management across
hybrid environments
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Security Lake ..
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Security Lake 7| &ff ER7R?
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Security Lake 3=%! G| O| E
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AWS CloudTrail (2t2|/H|O0|E O[H E) "CloudTrail"
Amazon VPC 2% 21 "Amazon VPC"

Route 53 #2| 21 "Route 53"
AWS Security Hub O|HIE (ASFF IZEH) "Security Hub"
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Security Lake S3 H{Zl S X

E~ [ aws-security-data-lake-ap-northeast-2-<id> J

[ aws/ . CLOUD_TRAIL
|_ - SH_FINDINGS

<TYPE>/ — * VPC_FLOW
- ROUTE53

|_ region=ap-northeast-2/

me— . Apache Hive
accountid=<accountId>/ o}E| M :

eventHour=<yyyyMMddHH>/

1 *.gz.parquet
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Amazon
Amazon Athena > Query editor Athena

Editor Recent queries Saved queries Settings

Data C < © Query1 : X | Query2 : X | Query3 : X | Query4a : X | Query5 : X | Query6 :

Data source

1
2
3 select *
AwsDataCatalog v 4 from amazon_security_lake_table_ap_northeast_2_cloud_trail_mgmt_1_0
5

Database Limit 10
|6 |

amazon_security_lake_glue_db_ap_nort...

Tables and views

Q, Filter tables and views
v Tables (6) 1

amazon_security_lake_table_ap_northea Results (10) Download results
& st_2_cloud_trail_mgmt_1_0 :

amazon_security_lake_table_ap_northea
st_2_lambda_execution_1_0

metadata i cloud
Partitioned

amazon_security_lake_table_ap_northea Query r(

st 2 route53 1 0 {product={version=1.08, name=CloudTrail, vendor_name=AWS, feature={name=Management}}, uid=c6ddalOe5-ebd6-4c26-9f7b-bbe8944e849d, profiles=[cloud], version=1.0.0-rc.2} ’ {region=ap-northeast-2,

Partitioned @ Comy {product={version=1.09, name=CloudTrail, vendor_name=AWS, feature={name=Management}}, uid=448004db-b0cf-4716-a5aa-cae1a9494114, profiles=[cloud], version=1.0.0-rc.2} ’ {region=ap-northeast-2,

{product={version=1.08, name=CloudTrail, vendor_name=AWS, feature={name=Management}}, uid=a9d050d7-66dd-4cea-a8e0-b4606d8c85bc, profiles=[cloud], version=1.0.0-rc.2} ’ {region=ap-northeast-2,
{product={version=1.09, name=CloudTrail, vendor_name=AWS, feature={name=Management}}, uid=43e649ff-9eb7-44a6-b269-9546c3912056, profiles=[cloud], version=1.0.0-rc.2} ’ {region=ap-northeast-2,
{product={version=1.08, name=CloudTrail, vendor_name=AWS, feature={name=Management}}, uid=c4258d08-4e2b-4068-b4de-4be5be3fb8dd, profiles=[cloud], version=1.0.0-rc.2} ’ {region=ap-northeast-2,

{product={version=1.09, name=CloudTrail, vendor_name=AWS, feature={name=Management}}, uid=b9ef27a6-19dd-438a-8148-430ecdf529d4, profiles=[cloud], version=1.0.0-rc.2} ‘ {region=ap-northeast-2,

(L)
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Next..

{"version":"0","id":"9a080879-27c3-1d22-c300-25a01750b945","detail-type":"Security Hub Findings -
Imported","source":"aws.securityhub","account" ","time":"2023-10-09T723:13:39Z","region":"ap-northeast-2","resources":
["arn:aws:securityhub:ap-northeast-2::product/aws/inspector/arn:aws:inspector2:ap-northeast-

oo s i finding/37efdef71ce47472805e93523601cd9f"],"detail":{"findings":[{"ProductArn":"arn:aws:securityhub:ap-northeast-
2::product/aws/inspector”,"Types":["Software and Configuration Checks/Vulnerabilities/CVE"],"Description":"The DES and Triple DES ciphers, as
used in the TLS, SSH, and IPSec protocols and other protocols and products, have a birthday bound of approximately four billion blocks, which
makes it easier for remote attackers to obtain cleartext data via a birthday attack against a long-duration encrypted session, as demonstrated by an
HTTPS session using Triple DES in CBC mode, aka a \"Sweet32\" attack.","ProductName":"Inspector","FirstObservedAt":"2

023-06-03T07:57:282","CreatedAt":"2023-06-03T07:57:282","LastObservedAt":"2023-10-09T23:13:10Z","Vulnerabilities":[{"ReferenceUrls":
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DashBoard - 113}

© Query1 : X

CREATE VIEW
2

v_security_lake_ap_northeast_2_cloud_trail_mgmt AS

v_security_lake__ap_northeast_2_cloud_trail_mgmt_1_0
AwsDataCatalog SELECT

- Secu rity |a ke 9-' I:-” Ol E_I % I_! Ib-ll %l El E Hl Batabase metadata.product.version metadata_product_version

metadata.product.name metadata_product_name
§_ o I‘| amazon_security_lake_glue_db_ap_nort... ¥ metadata.product.vendor_name metadata_product_vendor_name
E =1 metadata.product.feature.name metadata_product_feature_name

Data

. GolE| M TR

Data source

metadata.uid metadata_uid

Tables and views metadata.profiles[1] metadata_profiles

u 7" | — = EH Al I;l — Q 7 o Ol 6'- 2 El—Ol A XI‘ O metadata.version metadata_version
L — Sl — = T =2 — 1 4 @ Filterioblsand views from_unixtime((time / 1000)) time
| 9_ cloud.region cloud_region
= cloud.provider cloud_provider

v Tables (6)

api.response.error api_response_error

7 I_ e —I © Completed Time in queue: 115 ms Run time: 2.571 sec Data scannd
o O|E Al R
Results (10) Copy

Q, Search rows

metadata_product_feature_nam <

v metadata_product_version v metadata_product_name v metadata_product_vendor_name Vv metadata_uid v metadata

1.08 CloudTrail AWS Management 2679702b-7da1-4edb-a06f-488979b7daa2 cloud

O E Al X I. 1.08 CloudTrail AWS Management 5a20d35a-dfc5-4f7c-8b7e-603141398fe9 cloud

I 1.08 CloudTrail AWS Management ba966465-f814-4a41-9bb2-684d4de8d0d7 cloud
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1.08 CloudTrail AWS Management 51dee5f6-e7cf-482a-84d5-0bbebff70bc5 cloud

1.08 CloudTrail AWS Management 28d9cdd0-a34c-4bdf-ae64-c8fadd8b2524 cloud
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DashBoard - CHA| 2 E
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Q&A

Hyeonsang Han
Preserve. Sr. Security Consultant
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