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1.1 Why? - (1)
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1.1 Why? - (2)

Brute Force
VS

Credential Stuffing



1.2 What? - (1)

-1 Sign-in with Username

S Username
& Password

(v) Stay Signed in

NAVER

(n‘ this PC Is used by muitiple peopie, try it. Y)

B9 Sign-in with QR code

IP Security (|

kakao

KakaoMail ID, email, phone number
Password

e

(O save Login Information (i)

Log In

or

Log in with QR code

Sign Up Find Account

Reset Password




1.2 What? - (2)
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1.3 How?

A 1 :
o

Description Pricing

Provides protection for your login page against stolen « $10 per month (prorated hourly)

credentials, credential stuffing attacks, brute force login o Tiered fee model for requests analyzed AWS WAF

attempts, and other anomalous login activities. With Pricing [4

account takeover prevention, you can prevent
unauthorized access that may lead to fraudulent
activities, or inform legitimate users to take a preventive
action. Learn More [ 50

Capacity

Scope of inspection

Choose the scope of inspection

You can inspect all web requests or only the requests that match the criteria in a scope-down rule statement. Learn More [

B Only inspect requests that match a scope-d I

| Rule visual editor Rule JSON editor I

If a request ‘ matches the statement

Statement

Inspect

| URIpath
Match type

‘ Exactly matches string
String to match

—

Text transformation
AWS WAF applies all transformations to the request before evaluating it. If multiple text transformations are added, then text
transformations are applied in the order presented below with the top of the list being applied first.

‘ None v

\ Add text transformation

You can add up to 10 text transformatians.

N 4

Rule group configuration

Provide login page details and optionally provide login response information. The rule group uses login details to narrow the scope of the
web requests it inspects and to validate credentials usage. The rule group uses login response information to inspect the responses to
login requests.

(O Use regular expression in paths

Login path
Enter the path of the login endpoint for your application. Login
paths that start with the path you provide are considered a match.

Request inspection
Specify how login are fi and

Payload type
FORM_ENCODED v

Field names
Enter the names of the fields within the request body where the username and password are provided. For JSON payloads, specify the field
names in JSON pointer syntax. For form encoded payloads, use the HTML form names.

Username field Password field

username | | password




1.4 Result to Test - (1)

AWS-AWSManagedRulesATPRuleSet AWS#AWSManagedRulesATPRuleSet#SignalMissingCredential
AWS-AWSManagedRulesATPRuleSet AWS#AWSManagedRulesATPRuleSet#SignalMissingCredential
AWS-AWSManagedRulesATPRuleSet AWS#AWSManagedRulesATPRuleSet#SignalMissingCredential
AWS-AWSManagedRulesATPRuleSet AWS#AWSManagedRulesATPRuleSet#SignalMissingCredential
AWS-AWSManagedRulesATPRuleSet AWS#AWSManagedRulesATPRuleSet#SignalMissingCredential
AWS-AWSManagedRulesATPRuleSet AWS#AWSManagedRulesATPRuleSet#SignalMissingCredential
AWS-AWSManagedRulesATPRuleSet AWS#AWSManagedRulesATPRuleSet#SignalMissingCredential
AWS-AWSManagedRulesATPRuleSet AWS#AWSManagedRulesATPRuleSet#SignalMissingCredential
$
SignalMissingCredential Inspects for requests with credentials that are missing the username or password.

Rule action: Block

Label: awswaf :managed:aws:atp:signal:missing_credential



1.4 Result to Test - (2)

[ ] [ J Burp Suite Community Edition v2023.10.3.6 - Temporary Project
Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder ~ Comparer  Logger  Organizer  Extensions  Leam {5} Settings
1x 2x 8x + 0
Positions ~ Payloads  Resource pool  Settings
() Payload sets Y ) Burp Suite Community Edition v2023.10.3.6 - Temporary Project
You can define one o more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payloa¢ ; - ;
payload el e sy Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder ‘Comparer Logger Organizer Extensions Leam @ Settings
1 x 2 x 3x + el
Payload set: | 1 Payload count: 102
Positions ~ Payloads  Resource pool  Settings
Payload type: | Simple list v | Request count: 102 e

(3] Payload settings [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

Paste

Load ... carll

Remove ack X

Clear | tes

Deduplicate | ¢

Add Enter a new item

om list ... [Pro version only

\:

(?) Payload processing

J

You can define rules to perform various processing tasks on each payload before it is used.

Add Enabled Rule
Edit
Remove

Up

(?) Payload encoding
This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

URL-encode these characters: | .A=<>?+&";:"(|"'#

© Payioadsot [ S o
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each
payload type can be customized in different ways.

ﬁoad set: [2 ~ | Payload count: 102

Payload type: | Simple list v | Request count: 102

Payload settings [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste
Load .. | 123456
password
Remove 12345678 »
Clear qwerty
123456780
Deduplicate || 4pn4e
sans
Add Enter a new item

[Pro version only

N dd from list

(3) Payload processing

J

You can define rules to perform various processing tasks on each payload before it is used.
Add Rule
Edit
Remove

up

(3) Payload encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

URL-encode these characters: | A=<>?+&";:*(|"'#

Z XH: Credential stuffing with Burp Suite


https://portswigger.net/burp/documentation/desktop/testing-workflow/authentication-mechanisms/credential-stuffing

eoce 2. Intruder attack of

1.4 Result to Test - (3)

untd.

Results  Positions ~ Payloads  Resourcepool  Settings
'V Filter: Showing all items

Request Payload 1 Payload 2

BEBEBBBEBBES55558855855858858885888

Request  Response

Pretty __Raw ___Hex __Render
1

Server: awselb/.
Date: Thu, 23 Nov 2023 07:31:29 GMT
Content-Type: text/html
Content-Length: 520

<html>
<head>
<title>
403 Forbidden
</title>
</head>

N v

©
A
&
g
&
v

1>
403 Forbidden
</h1>

</center>
11 </body>
12 </html>
a padding to disable MSIE and Chrome friendly
a padding to disable MSIE and Chrome friendly
a padding to disable MSIE and Chrome friendly
a padding to disable MSIE and Chrome friendly
a padding to disable MSIE and Chrome friendly
a padding to disable MSIE and Chrome friendly

@ &[€](>] [searcr

Finished

error page —->

error page
error page
error page
error page
error page

VvV

m - Temporary attack - Not saved to project file

WAFOIA| XIEHE 403 ERROR

0 highlights

Sampled requests (100)

Samples of requests from the past 3 hours

Q BLOCK

Metric name

Rule inside rule group

Action

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK



1.4 Result to Test - (4)

(XX} 3. Intruder attack of accountd. - Temporary attack - Not saved to project file

Results  Posiions  Payloads  Resource pool  Seftings

'V Filter: Showing all items

Request Payload 1 Payload 2 Status code  Emor  Timeout  Length Comment
0 400 924

1 200 1257

2 200 1257

20

21

2

23

24

2 ASHRIIX = F4EoR 201 43
2%

27

28

29

30

31

32

33

Request  Response

Pretty  Raw  Hex  Render

HTTP/2 403 Forbidden
Server: awselb/2.0
Date: Thu, 23 Nov 2023 @8:03:08 GMT

Content-Type: text/html 46ﬂ"$£1 wAF“*i ﬂE}

Content-Length: 520

<html>
<head>
<title>
403 Forbidden
</title>
</head>
9 <body>
10 <center>
<hl>
403 Forbidden
</h1>
</center>
11 </body>
12 </html>
13 <1-- a padding to disable MSIE and Chrome friendly error page —->
a padding to disable MSIE and Chrome friendly error page -->
a padding to disable MSIE and Chrome friendly error page -->
a padding to disable MSIE and Chrome friendly error page ——>
a padding to disable MSIE and Chrome friendly error page ——>
18 <i-- a padding to disable MSIE and Chrome friendly error page —->

@ Now




1.4 Result to Test - (5)

VolumetricIpHigh

Rate limiting caveats

Inspects for high volumes of requests sent from individual IP addresses. A high volume is more than 20 reque
in a 10 minute window.

@ Note
The thresholds that this rule applies can vary slightly due to latency. For the high volume, a few requests migl
make it through beyond the limit before the rule action is applied.

Rule action: Block
Label: awswaf :managed:aws:atp:aggregate:volumetric:ip:high

The rule group applies the following labels to requests with medium volumes (16-20 requests per 10 minute
window) and low volumes (11-15 requests per 10 minute window), but takes no action on them:

awswaf :managed:aws :atp:aggregate:volumetric:ip:medium and

awswaf :managed:aws :atp:aggregate:volumetric:ip:low.

VS

AWS WAF rate limiting is designed to control high request rates and protect your application's availability in the most efficient and effective way possible. It's not intended for precise request-rate limiting.

« AWS WAF estimates the current request rate using an algorithm that gives more importance to more recent requests. Because of this, AWS WAF will apply rate limiting near the limit that you set, but

does not guarantee an exact limit match.

« AWS WAF estimates the rate of requests about every 30 seconds, using requests for the prior 5 minutes each time. Due to this and other factors such as propagation delays, it's possible for requests to
be coming in at too high a rate for up to 30 seconds before AWS WAF detects and rate limits them. Similarly. the request rate can be below the limit for up to 30 seconds before AWS WAF detects the
decrease and discontinues the rate limiting action. Usually, this delay is below 20 seconds.



1.5 Pricing?

Pricing components

AWS WAF Bot Control Fraud Control

AWS WAF Fraud Control are AWS Managed Rules that protects your login and sign-up pages against attacks such as credential stuffing, credential cracking and fake account

creation attacks.

AWS WAF Fraud Control consists of Account Takeover Prevention and Account Creation Fraud Prevention. You will be charged a request fee as per the following table for the total
requests analyzed by Account Takeover Prevention and Account Creation Fraud Prevention. You also pay a subscription fee of $10 per month per WebACL for using the AMR.

Requests Request fee analysis Request
0to 10k Included 1,000,000
10K to 2M $1,000 per Million requests analyzed 10.000.000
2M to 5M $700 per Million requests analyzed 15'000'000
5Mto 15M $400 per Million requests analyzed
15M to 30M $200 per Million requests analyzed
30M and above $50 per Million requests analyzed

CAPTCHA attempt is when a user completes a CAPTCHA challenge that is submitted to AWS WAF for analysis, regardles
multiple attempts.

Challenge response is when a user is served a challenge page by AWS WAF as a result of a challenge action, regardless (

1

Pricing
$1000
$6100
$8100

Requests
1,000,000
2,000,000
3,000,000
4,000,000
5,000,000
6,000,000
7,000,000
8,000,000
9,000,000
10,000,000
11,000,000
12,000,000
13,000,000
14,000,000
15,000,000
16,000,000

Request fee analysis
1,000
1,000

700
700
700
400
400
400
400
400
400
400
400
400
400
200

H|g
1,000
2,000
2,700
3,400
4,100
4,500
4,900
5,300
5,700
6,100
6,500
6,900
7,300
7,700
8,100
8,300

EX: AWS WAF Pricing


https://aws.amazon.com/waf/pricing/

1.6 Result




WAF Honey Tips



2.1 Logging - (1)

Logging destination

Select a destination for your web ACL traffic logs.

CloudWatch Logs log group
Kinesis Data Firehose stream
© 53 bucket

Amazon S3 bucket

Select a S3 bucket in your account that begins with 'aws-waf-logs-' or create one in the Amazon Simple Storage Service (S3) console. You
must use a S3 bucket that's associated with your account.

‘ Select an S3

v | C H Create new [4

Create an S3 bucket in the centralized logging account in your selected Region

-4

1. Create an S3 bucket in the centralized logging account for your selected AWS Region.

2. Enter a bucket name that starts with the prefix aws-waf-logs-. For example, name your bucket similar to a af-log: le-bucket.

P

Create and add a bucket policy to the S3 bucket

©

Add the following S3 bucket policy to your S3 bucket:

Configure your web ACLs to send the logs to the desired S3 bucket

Note: If you receive errors when running AWS Command Line Interface (AWS CLI) commands, make sure that you're using the most recent AWS CLI version.

You must configure your web ACLs to send the AWS WAF logs to the centralized logging account's S3 bucket. To configure a web ACL, run the put-logging-configuration AWS CLI command
from the account that owns the web ACL.

Z7X: How do | send AWS WAF logs to an Amazon S3 bucket in a centralized logging account?



https://repost.aws/knowledge-center/waf-send-logs-centralized-account

2.1 Logging - (2)

Redacted fields

Select the data fields that you want to omit from the logs.

sampled request for metric [ X

Redacted fields
Source IP Rule inside rule group Action Time
HTTP method _ - ALLOW Thu Dec 14 2023
01:19:41 GMT+0900 (&=

Query string F:2 V)
URI path
Single header Country URI

KR

Redacted headers
Specify the headers you want to redact from the logs.

a8 3 Request
‘ Remove GET /api/v1 ‘options?
host:
accept: application/json, text/plain, */*
Add header authorization: Bearer

sec-fetch-site: cross-site

accept-language: ko-KR,ko0;q=0.9

accept-encoding: gzip, deflate, br

sec-fetch-mode: cors

origin:|

user-agent: Mozilla/5.0 (iPhone; CPU iPhone OS 17_1_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko)
Mobile/|

refere /

sec-fetch-dest: empty




2.1 Logging - (3)

Filter logs

Add filters to control which web requests are logged. If you add multiple filters, AWS WAF evaluates them starting from the top.

Filter 1 4 Move up v Move down

Filter requirement
Criteria for a request to be a match for the filter conditions.

Match all of the filter conditions
© Match at least one of the filter conditions

Filter conditions
Select the filtering criteria.

Condition type Condition value

‘ Rule action on request Select an action A ‘ | Remove
;
Q |
Add condition
Allow
Filter behavior Block
Select the action to take for requests that match the Count
Keep in logs
CAPTCHA

©O Drop from logs
EXCLUDED_AS_COUNT

Add filter Challenge

Default logging behavior

Default logging behavior

Indicate how to handle requests that don't match any of the specified log filters.
© Keepinlogs
Drop from logs




2.1 Logging - (3)

. NSManagedRulesSQLlRuleSet labels \
Filter logs
Add filters to control which web requests are logged. awswaf:managed:aws:sql-

database:SQLi_Body

awswaf:managed:aws:sql-
database:SQLIi_URIPath

Filter 1

Filter requirement
Criteria for a request to be a match for the filter condi

Match all of the filter conditions

awswaf:managed:aws:sql-
database:SQLI_QueryArguments

awswaf:managed:aws:sql-

Match at least one of the filter conditions
Q database:SQLI_Cookie

Filter conditions awswaf:managed:aws:sql-
Select the filtering criteria. database:SQLiExtendedPatterns_Qu
Condition type N eryArguments

Request has label v ] | Qr
Enter a fully qualified label. For
example, awswaf :managed: aws : 1inux-
0s:LFI_Header. Learn More

| [

Add condition

Filter behavior
Select the action to take for requests that match the filter criteria.

Keep in logs
© Drop from logs

Add filter

Default logging behavior

Default logging behavior
Indicate how to handle requests that don't match any of the specified log filters.

O Keep in logs
Drop from logs

starting from the top.

A IP rep i

list

d rule group

AWS, Name: ist, WCU: 25

The Amazon IP reputation list rule group contains rules that are based on Amazon internal threat intelligence. This is useful if you would like to block IP addresses typically associated with bots or other threats. Blocking these IP addresses can help
mitigate bots and reduce the risk of a malicious actor discovering a vulnerable applicati

‘This managed rule group adds labels to the web requests that it evaluates, which are available to rules that run after this rule group in your web ACL. AWS WAF also records the labels to Amazon CloudWatch metrics. For general information about
labels and label metrics, see Labels on web requests and Label metrics and dimensions.

Rule name Description and label

AWSManagedIPReputationList Inspects for IP addresses that have been identified as bots.
Rule action: Block

Label: awswaf

ip-1i ionList
AWSManagedReconnaissancelist  Inspects for connections from IP addresses that are performing reconnaissance against AWS resources.
Rule action: Block

Label: aw ancelist

af -ip-list:

ANSManagedIPDDoSList Inspects for IP addresses that have been identified as actively engaging in DDOS activities.
Rule action: Count

Label: awswaf PDDoSList

-ip-list

Anonymous IP list managed rule group

AWS, Name: IpList, WCU: 50

The Anonymous IP list rule group contains rules to block requests from services that permit the obfuscation of viewer identity. These include requests from VPNs, proxies, Tor nodes, and web hosting providers. This rule group is useful if you want to
filter out viewers that might be trying to hide their identity from your application. Blocking the IP addresses of these services can help mitigate bots and evasion of geographic restrictions.

This managed rule group adds labels to the web requests that it evaluates, which are available to rules that run after this rule group in your web ACL. AWS WAF also records the labels to Amazon CloudWatch metrics. For general information about

labels and label metrics, see Labels on web requests and Label metrics and dimensions.

Rule name Description and label

AnonymousTPList Inspects for a list of IP addresses of sources known to anonymize client information, like TOR nodes, temporary proxies, and other masking services.

Rule action: Block

Label: awswaf ip-list:A IPList

HostingProviderIPList  Inspects for a list of IP addresses from web hosting and cloud providers, which are less likely to source end-user traffic. The IP list does not include AWS IP addresses.
Rule action: Block

Label: awswaf :managed: aws :anonymous-ip-1ist:HostingProviderIPList




2.2 Excluded Rules

Core rule set
Core rule set rules
Description — The rules apply actions and labels to requests that match their criteria. Learn More [
Contains rules that are generally applicable to web By default, the rule group uses its configured rule actions. You can override the actions for all rules and for individual rules. For a single
rule, use the rule dropdown to specify an override action or to remove an override.
applications. This provides protection against Default (using Version_1.10) b4
Allow and Block actions terminate web ACL evaluation for matching requests. Count action counts matching requests and continues the
9 9
exploitation of a wide range of vulnerabilities, including web ACL evaluation. Learn More [4
those described in OWASP publications. Learn More [5 Capacity
700 Override all rule actions
e mea v Remove all overrides
Core rule set
NoUserAgent_HEADER UserAgent_BadBots_HEADER SizeRestrictions_QUERYSTRING
Rule action: Block Rule action: Block Rule action: Block
Description
s Version \ verride v v | [a v
Contains rules that are generally applicable to web
Default (using Version_1.10) v
o a applications. This provides protection against g SizeRestrictions_Cookie_HEADER SizeRestrictions_BODY SizeRestrictions_URIPATH
Scope of mspectlon exploitation of a wide range of vulnerabilities, including Rule action: Block Rule action: Block Rule action: Block
those described in OWASP publications. Learn More [ Capacity ‘ P— - v ftke rale detlon oVerid v ST, v
700
Choose the scope of inspection Amazon SNS topic EC2MetaDataSSRF_BODY EC2MetaDataSSRF_COOKIE EC2MetaDataSSRF_URIPATH
" Rule action: Block Rule action: Block Rule action: Block
You can inspect all web requests or only the requests that Subscribe to notifications about this rule group from its provider.
arn:aws:sns:us-east-1:248400274283:aws-managed-waf-rule-notifications [2 ‘ 100 fon ov Y Choose rule action A hoose rule a v
O Inspect all web requests
) Only inspect requests that match a scope-dov EC2MetaDataSSRF_QUERYARGUMEN  GenericLFI_QUERYARGUMENTS GenericLFI_URIPATH
TS Rule action: Block Rule action: Block
) . Rule action: Block Choose hitle ac v Choose rule action override v
7 Scope of inspection — o - -
GenericLFI_BODY RestrictedExtensions_URIPATH RestrictedExtensions_QUERYARGUME
Choose the scope of inspection Rule action: Block Rule action: Block NTS
You can inspect all web requests or only the requests that match the criteria in a scope-down rule statement. Learn More [2 ‘ Tr— P P e— IR Y
Inspect all web requests Choo: act v
© Only inspect requests that match a scope-d
e uatediar Rule JSON editor GenericRFI_QUERYARGUMENTS GenericRFI_BODY GenericRFI_URIPATH
Rule action: Block Rule action: Block Rule action: Block
‘ Choose rule action o v Choose rule action over v Choose ru ctiol v
If a request = matches the statement v
CrossSiteScripting_COOKIE CrossSiteScripting_QUERYARGUMEN  CrossSiteScripting_BODY
Rule action: Block TS Rule action: Block
Statement ‘ v Rule action: Block ‘ = v
bose rule action v
Inspect
CrossSiteScripting_URIPATH
Choose an Inspe » Rule action: Block




2.2 Excluded Rules

Core rule set rules

The rules apply actions and labels to requests that match their criteria. Learn More [

By default, the rule group uses its configured rule actions. You can override the actions for all rules and for individual rules. For a single
rule, use the rule dropdown to specify an override action or to remove an override.

Allow and Block actions terminate web ACL evaluation for matching requests. Count action counts matching requests and continues the

web ACL evaluation. Learn More [

Override all rule actions

Choose ru on override WV ‘ | Remove all overrides I
NoUserAgent_HEADER UserAgent_BadBots_HEADER SizeRestrictions_QUERYSTRING
Rule action: Block Rule action: Block Rule action: Block
Choose rule action override v ‘ Choose rule action override v ‘ Choose rule action overr v ‘
SizeRestrictions_Cookie_HEADER SizeRestrictions_BODY SizeRestrictions_URIPATH
Rule action: Block Rule action: Block Rule action: Block
Choose rule action override v ‘ Override to Count v ‘ Override to Count v ‘

If a request  matches all the statements (AND) v
Statement 1
Negate statement (NOT)

Select this to match requests that dor't satisfy the statement critera
"] Negate statement results
Inspect

Has a label v

Labels

Labels are strings that rules add to the web request. You can evaluate labels that are added by rules that run before this
one in the same web ACL.

Match scope

O Label
) Namespace
Match key
Enter the abel For xample,nanespacel:nane or
[a . Body =

— ‘ Negate statement (NOT)

ol Select this to match requests that don't satisfy the statement criteria.
Negate statement results
Inspect

| URIpath

Match type

Exactly matches string

String to match

/api/v1/upload
Text transformation

AWS WAF applies all transformations to|
transformations are applied in the order

Then

None Action

Add text transformation Action
Choose an action to take when a request matches the statements above.

You can add up to 10 text transformatia | ) Aliow
©O Block
W O count

CAPTCHA

Challenge

» Custom response - optional

» Add label - optional

Add labels to requests that match this rule. Rules that are evaluated later in the same web ACL can reference the labels that this rule

adds.

Cancel




2.2 Excluded Rules

Set rule priority o

Rules (6)

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear.

Name Capacity Action

O AWSManagedRulesCommonRuleSet 700 Use rule actions

@) excluded-managed-core-rule L] Block




2.3 Analysis - (1)

If a request = matches the statement

Statement

Inspect

URI path
Match type

Contains string
String to match

Text transformation
AWS WAF applies all transformations to the request before evaluating it. If multif
ed below with the top of the list

transformations are applied in the order pr

None

Add text transformation

You can add up to 10 text transformations.

Sampled requests (105)

Samples of requests from the past 3 hours.

Q /.

X | 105 matches

Metric name

AwsManagedRulesCommonRuleSet

| AwsManagedRulesCommonRuleSet

AWSManagedRulesCommonRuleSet

AwWsSManagedRulesCommonRuleSet

AWSManagedRulesCommonRuleSet
dotfiles-rule-group
dotfiles-rule-group
dotfiles-rule-group

dotfiles-rule-group

dotfiles-rule-group

Source IP

URI

/.env.backup

/.env.bak
/.well-known/security.txt
/.aws/credentials
/.well-known/security.txt
/api/.env

Lenv

/.env.prod

/local/.env

/.env

Rule inside rule group
AWS#AWSManagedRulesCommonRuleSet#RestrictedExtensions_URIPATH
AWS#AWSManagedRulesCommonRuleSet#RestrictedExtensions_URIPATH
AWS#AWSManagedRulesCommonRuleSet#NoUserAgent_HEADER

AWS#AWSMar ommonRule! icLFI_URIPATH

AWS#AWSManagedRulesCommonRuleSet#NoUserAgent_HEADER

All mef

Action
BLOCK
BLOCK
BLOCK
BLOCK
BLOCK
BLOCK
BLOCK
BLOCK
BLOCK

BLOCK



2.3 Analysis - (2)

Sampled requests (310)

Samples of requests from the past 3 hours.

Q/

Metric name

Source IP

URI

D | fifhwss | i | e | s | s | s | Viasss | fithss

I~

X

310 matches

Rule inside rule group

Action

ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW

Request

Rule inside rule group Action
- ALLOW

URI

Time
Thu Dec 14 2023
01:46:37 GMT+0900 (&=

HEEA)

GET /

user-agent: ELB-HealthChecker/2.0

host:

connection: close

accept: */*

accept-encoding: *




2.3 Analysis - (2)

If a request = matches the statement

Statement

Inspect
Single header
Header field name
user-agent
Match type
Exactly matches string
String to match

ELB-HealthChecker/2.0
Text transformation

tra

None

Add text transformation

You can add up to 10 text transformations.

ormations are applied in the order presented below with the top of the list being applied first

v
v
W
AWS WAF applies all transformations to the request before evaluating it. If multiple text transformations are added, then text
Then
Action
Action
Choose an action to take when a request matches the statements above,
O Allow
Block
fount o A
v Add label - optional
Add labels to requests that match this rule. Rules that are evaluated later in the same web ACL can reference the lat

Label
Enter the string containing the label name and optional prefix and namespaces. For example, namespacel.:narme or
awswaf :managed: aws :managed-rule-set :namespace1 : name.

+ Each namespace or name can have up to 128 characters.
* You can specify up to 5 namespaces in a label.

« Labels are case sensitive.

* You can't use reserved names in labels. Reserved names include *awswaf
and "managed".

logdrop:healthchecker

Add another label

Cancel Add rule

Set rule priority it

Rules (6)

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear.

Name

Move down

Capacity Action

drop-elb-healthchecker

S Allow ‘

Filter logs

Add filters to control which web requests are logged. If you add multiple filters, AWS WAF evaluates them starting from the top.

Filter 1

Filter requirement

Criteria for a request to be a match for the filter conditions.
Match all of the filter conditions
© Match at least one of the filter conditions

Filter conditions
Select the filtering criteria.

Condition type Condition value

Request has label i ] Q_ -inhouse:logdrop:healthchecker X | [ Remove

Enter a fully qualified label. Fo
example, answaf :managed: aws : Linux
0s:LFI_Header. Learn More [2

Add condition

Filter behavior

Select the action to take for requests that match the filter criteria
Keep in logs
© Drop from logs

Add filter

Default logging behavior

Default logging behavior

Indicate how to handle requests that don't match any of the

O Keep in logs

cified log filters

Drop from logs

Cancel

Remove
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Question

Answer
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