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https://inf.run/EbWM
https://inf.run/S2NMs
https://inf.run/zAov5
https://inf.run/v2mLg
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1. IMDS (Instance MetaData Service)
2. IRSA (IAM Roles for Service Accounts)
3. Pod ldentity
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IMDS (Instance MetaData Service)



IMDS (Instance MetaData Service) £t?

O
| >
L
| >
=2
O

Het OO0l E Exet AMilA

| AHEE AMI ID (/latest/meta-data/ami-id)

®
e
|-
o
>
2

ot B & (/latest/meta-data/iam/info)

o
o
>
a
>
I
HU
=]

o
==
:(g

o
o
>
o
>
>

i
Ol

2
MO

Al (Natest/dynamic/instance-identity/document, pkcs7, signature)
i. Vault £ S¢et EC2 0213 S0l AtS
d. Systems Manager J|& SAE 22| 24, GuardDuty 21 Et SLIHE

OIABEA KMl AHE S48 (et 8lE)

oIn
=
00

(latest/meta-data/identity-credentials/ec2/security-credentials/ec2-instance)

e. QUABA TXZMAO YAl XA BH (atest/meta-dataliam/security-credentials/role-name)

f.  Userdata (/latest/user-data)

g =3

o
40

o


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-identity-documents.html
https://registry.terraform.io/modules/hashicorp/vault/aws/0.16.0/examples/vault-ec2-auth
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-identity-roles.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instancedata-data-categories.html
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Response

IMDS on EC2
APP
169.254.169.254

Request




IMDSvV1 vs IMDSvV2




IMDSv1

1.

2.

3. HTTPGET HAEE

IMDSv1 = AIE

HIEFEI Ol Ef AFZ (http-endpoint: enabled)

a.
b.

CHEH

a.

R

Jl=& 22 IMDSv1, IMDSv2 2 5

20228 102 4 214

http-tokens: required

2= UCHHE AKX
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etlt= A0l IMDSv2 E
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https://aws.amazon.com/ko/about-aws/whats-new/2022/10/amazon-machine-images-support-instance-metadata-service-version-2-default/

; IMDSv1 EC2

APP

GET hitp://169.254.169.254/latest/meta-data H|EtH|O]E]

Y

169.254.169.254




IMDSv2

1. IMDSv2 AtE= Z Aot & &, IMDSv1 Z4lez A0l 2t
NK

a. IMDS tH& SHE&H 2 Xl (http-tokens: required)
2. HTTPPUT HAEE Soll HIEE=2 210, olY MEEZ =S GET HAEZS
ol 0l =Dttt A RIHSH=E &S It =

a. IMDSv1 I} 2| “Al& X8 grAlo|2t D st
3. O|QQ0E OIS HotA 0| &E S

() PR I
(-

a. GETHXAEE Sg

SSREF (Server Side Request Forgery) 2 X| (MI&E201 010t 5FLIDH)
b. X-Forwarded-For 3lICd =& QAN U NIKE2 0|12



; IMDSv2 EC2
APP APP :
: A K f
PUT http://169.254.169.254/latest/api/token -H SessionToken GET http://169.254.169.254/latest/meta-data -H BEFE O[] '
"X-aws-ec2-metadata-token-ttl-seconds: SEC" for during SEC "X-aws-ec2-metadata-token: SessionToken"
1Z ~6Al2t
\ 4 A 4

169.254.169.254 169.254.169.254




IMDSv1 2 &l <

ot



EXPOSED

GET /IsThisUrlExists?url=http://169.254.169.254/......

Malicious
User APP
1. Onley Permit GET
2. Validate Referer Header
GET /ImGoodUser

169.254.169.254 | !

...................................................................................................



E EXPOSED 5
! HTTP_PROXY=... !
; HTTPS_PROXY=... i
; NO_PROXY-=... :
5 169.254.169.254 |
5 Malici !
: %ig.laorus PROXY ;
(Denylist based)

+ | curl http://169.254.169.254/... --proxy ...... ;




IMDSv2 = & 2tol )]




PUT L&A O] 8HEGHOF &

SAFETY

PUT /IsThisUrlExists? ttp:/169.254.169.254/......

169.254.169.254

Malicious

User APP

1. Onley Permit GET
2. Validate Referer Header




X-Forwarded-For

ir
Ql
0t
Qj
b
50
e

5 SAFETY '
HTTP_PROXY-=...
! HTTPS_PROXY=... :
. NO_PROXY=... X-Forwarded-For I
5 169.254.169.254 | !
Malicious
! User PROXY !
(Denylist based) .

curl http:/169.254.169.254/... --proxy ......

___________________________________________________________________________________________________



IMDSv1 A= & & =HRI6}H)|

1. AWS CLI E Sl “HttpTokens: optional” 2! A& A T} <!

a.
MetadataOptions]" --region [REGION]
b. &Xl IMDSv1 AtE 0{F 2 & 28i0| €3& elAEA I

2. CloudWatch € =¢ot “MetadataNoToken” X| X =0l

a. &M IMDSV1 AIE S0l QIAEA T
NI A 2] 1H

=

3. (22 Al)aws-imds-packet-analyzer 2 Sgt L £
p,

Q

Y 014 E o}
==
—/

b. M= 2=

aws ec2 describe-instances --query "Reservations[*].Instances[*].[Instanceld,

F

b

oIr


https://github.com/aws/aws-imds-packet-analyzer
https://github.com/aws/aws-imds-packet-analyzer#logging

orM et IMDS &4 & ot




IMDS & 5t | AF2 51D

1. SCPs £ E&t A= 243}
a. EC2AIZ Al, IMDSV2 2|
b. IMDSv1 IHZ=3 == H|st
c. EC2 HEtGIOIEH
d
e

d2 8dE =4
AHESE gte &+ Mgt
CIABA Z=ltE 2IF AFE Miet



0R
09
0
i

EC2 A& Al, IMDSV2 ZHl OI& QI AEA

"Version": "2012-10-17",
"Statement": {
"Sid": "RequireImdsV2",
"Effect": "Deny",
"Action": "ec2:RunlInstances",
"Resource": "arn:aws:ec2:x:x:instance/x",

"Condition":
"StringNotEquals": {
"ec2:MetadataHttpTokens": "required"




IMDSV1 At H S

S0 E)

"Version": "2012-10-17",
"Statement": |

{

"Sid": "RequireAllEc2RolesToUseV2",
"Effect": "Deny",
"Action": "x",

"Resource": "x",

*Condition":
"NumericLessThan": {
"ec2:RoleDelivery": "2.0"




EC2 HIEIHIOIH 88 B& = Al (Ol

"Version": '"2012-10-17",

"Statement": {
"Effect": "Deny",
"Action": "ec2:ModifyInstanceMetadataOptions",
""Resource”: "x"




"Version": "2012-10-17",
"Statement": {
"Sid": "MaxImdsHopLimit",
“Effect": "Deny",

"Action": "ec2:RunInstances",
""Resource": "arn:aws:ec2:x:*:instance/x",
"Condition":
"NumericGreaterThan": {"ec2:MetadataHttpPutResponseHopLimit": "1"}




PIABA Z=2HE 21 F AFS X

ol

"Sid": "RequireSameVPC", { "Effect": "Deny"
" " 1] " M b
Effect": "Deny", "Action": "*",
"Action": "*" "Resource": "*",
"Resogrge": M, "Condition": {
Condition™: { . "StringNotEquals": {
Str}ngNotEquals ‘"{ "aws :VpcSourceIp": "${aws:EcZ2InstanceSourcePrivateIPv4}"
aws :SourceVpc": "${aws:Ec2InstanceSourceVpc}" }
b
%’ . "Null": {
Null®: { "ec2:SourcelnstanceARN": "false"
"ec2:SourcelnstanceARN": "false" }
b
%’ o "NotIpAddressIfExists": {
NotIpAddressIfExists": { "aws : SourceIp”: [
"GWS:SourceIp" H [ ||_||
" ]
] 3,
%’ i i, "BoolIfExists": {
BoolIfExists™: { "aws:ViaAWSService": "false"
"aws:ViaAWSService": "false" }
¥ }
}



IRSA (IAM Roles for Service Accounts)



IRSA &t7?



IRSA (IAM Roles for Service Accounts) &t?

1. Pod LHF GI=cIA01&E HEIOILH I HESE AEE = U

a. PodO0|gt?

%
sl
rir
~
oIr

i. Kubernetes HiEZ 2| XA &2

IP address

volume

containerized app

Pod 1 Pod 2 Pod 3 Pod 4
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EC2_ROLE

D

Ivar/run/secrets/eks.amazonaws.com
/serviceaccount/token

D

2]
o
o
O

SVC2 ROLE SVC2_POD SA2 !
SVC1_ROLE :
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IAM 0IDC Identity e drast

Provider Get Public Keys from JWKS URL using
/.well-known/OpenlID-configuration and

verify

@ Attach :;
X

IAM Role

IAM Policies

Authenticate &
Issue JWT

Hey, can you validate and let
me know if | can send this

¥ POD temporary credentials to

list S3 buckets? Here is the
token and IAM Role ARN

| need credentials to list S3 buckets.
Here is my JWT & IAM Role ARN

G@ Here are your temporary
% credentials |

Auto Mount Service
Account on POD Creatio

JWT Token
AWS SDK
v

Service Account

Annotated with IAM Role
Give me list of

buckets Here are
my Temporary
credentials







alll

Ot2J| - Pod &4 & & Al

ADMIN

Auto Mount Service
Account on POD Creatio

Service Account

Annotated with IAM Role

JWT Token

EC2 DF ’.E(\




alll

OtE2J| - Pod A& 2ZHX| (

iz
0

webhooks:
.. .<SNIP>...

- operations: [ "CREATE" ]
ap1Groups:
apiVersions: ["v1"]

resources: ["pods"]
sideEffects: None
admissionReviewVersions: ["vlbetal"]



=0t20] - MUl A HE ZA

Have "eks.amazonaws.com/role-arn"
with "annotations" ?

aws-eks-pod-identity-webhook
ADMIN :

apiVersion: vl
kind: ServiceAccount
metadata:
annotations:
eks.amazonaws.com/role-arn: arn:aws:iam::ACCOUNT_ID:role/ROLE_NAME

SA1 name: rex

namespace: rex

_________________________________________________________________



=020 - MlA HE ZAHEE)

apiVersion: vl
kind: ServiceAccount
metadata:

namespace: rex



Have "eks.amazonaws.com/role-arn"
with "annotations" ?

EKS :

5 | {:,E NODE : :

; EC2 : :

&—Creme a Pod with SA1 sa——> ks-pod-identity-webhook | i

apiversion: vi

kind: ServiceAccount

metadata
annotations

r eks.amazonaws. com/role-arn: arn:aws:iam::ACCOUNT_ID: role/ROLE_NAME

Nvar/run/secrets/eks.amazonaws.com
/serviceaccount/token




Z0l2J|-Pod 0l =50I=E & &8+

apiVersion: vl
items:
- apiVersion: vl
kind: Pod
5o SSNTP>: .
spec:
containers:

- env:
.KSNIP>...
- name: AWS_STS_REGIONAL_ENDPOINTS
value: regional
- name: AWS_DEFAULT_REGION
value: us-east-2
- name: AWS_REGION
value: us-east-2
- name: AWS_ROLE_ARN
value: arn:aws:iam::ACCOUNT_ID:role/ROLE_NAME
- name: AWS_WEB_IDENTITY_TOKEN_FILE
value: /var/run/secrets/eks.amazonaws.com/serviceaccount/token|
< SSNIP>%.c .
- mountPath: /var/run/secrets/eks.amazonaws.com/serviceaccount

name: aws-iam-token
readOnly: true

volumes:
- name: aws-iam-token
projected:
defaultMode: 420
sources:

- serviceAccountToken:
audience: sts.amazonaws.com
expirationSeconds: 86400
path: token

vie1s SSNEP> 7

X
L

Ol
=

(

as NS
= O

)






P

- v S5 oAl [ e =
AssumeRoleWithWebldentity =& 24 - e
Dﬁj

1. SZOIARN, M&Y, AS3E YOI ZHE E2 own) S Sof LAl X

response client.assume_role_with_web_identity
RoleArn="'string',
RoleSessionName="'string',
WebIdentityToken="'string',




sh-4.2% pwd
/var/run/secrets/eks.amazonaws.com/serviceaccount
sh-4.2% cat token
eyJhbGci01JSUzIINiIsImtpZCI6IjQ5ZDRMMTIKNTE4N2FmMzg
NDMyNTQsImlzcyI6Imh@dHBz0i8vb21kYy5 la3MudXMtZWFzdCeo

hcnRzIiwicGOKIjp7Im5hbWUi0iljYXJ0cy1mOGY3NzhiZGMtbn
widWlkIjoiMTRiMjE4MmYtYWMOMiOONGY1LWI3YjUtZjMOZGQOM
yxI5k4eRGtFcVGxwhyWd1akOB5AsvnEKGEV4b9XE1fC2YcvnOF8
p@CB4 jMN5IwqwtH4-8EGTiQgvedZ4vaTV5KpB LVIHMZou7NX10m




eyJhbGci0iJSUzITNiIsImtpZCI6IjQ5ZDRmMTJ
KNTE4N2FmMzgxYTIzYWUTNDBhNjYyNTUTNTZkZm
YyYmMifQ.eyJhdWQiOlsic3RzLmFtYXpvbmF3cy
5jb20iXSwiZXhwIjoxNjg10DISNjUBLCJIpYXQi0
jE20DUBNDMyNTQsImlzcyI6Imh@dHBz0i8vb21k
Yy51a3MudXMtZWFzdCOyLmFtYXpvbmF3cy5jb20
vaWQvOTI30DkyMEJEQTkyOUE4QTUORTkYRTE4QT
RERUNCMKEiLCJrdWJ1lem51dGVzLmlvIjp7ImShb
WVzcGFjZSI6ImNhcnRzIiwicGOkIjp7ImShbWui
0iJjYXJOcy1mOGY3NzhiZGMtbndiNnYilLCJ1aWQ
10iI@YTRhNDM3My@wNzUXLTRiMDMtYWZhOCOYZW
ZiYWI5MzBjMDkifSwic2VydmljZWFjY291bnQi0
nsibmFtZSI6ImNhcnRzIiwidWlkIjoiMTRiMjE4
MmYtYWMOMi@ONGY1LWI3YjUtZjMOZGQemMwMeyYzyY
yIn19LCJuYmYi0jE20DU3SNDMYNTQsInN1YiI6In
N5c3R1bTpzZXJ2aWN1YWNjb3VudDpjYXJ@czpjY
XJOcyJ9.EgXzAmGZcpbn2E jpdn40yxISk4eRGtF
cVGxwhyWd1akOB5AsvnEKGEV4b9XE1fC2YcvnOF
8Tg3GeXbL31AfnveMvKSeUtbfarBETJg_xhkkZH
auYkLomnggdJxKbq2QKzdf8B7bMjYeitX6Eu5HS
ynZdu3XWRc-ZBdp-
TnB7zowW9vygXMdnZC7p0@CB4 jMNSIwqwtH4 -
8EGTiQgvedZ4vaTV5KpB1lV1HMZou7NXi@mq1nPi
nZ6C02hf4X6N1FPMxzR1ax290fAfmp94bh9wRsa
HGP8qeTZOrEoulV9HWJaCZFoMIDsZX-
63jyBzg6M91uMGrRxzS5aq1XHFyjEEsV1g

HEADER: ALGORITHM & TOKEN TYPE

{

"alg": "RS256",

"kid": "49d4f12d5187af381a23ae540a66255556dff2bc"
}

PAYLOAD: DATA

"i https://oidc.eks.us-east-
2. .com/id/927 BDA929ABAS4E92E18A4DECB2A"
upernetes.1o : {

"namespace”: "carts"
"pod": {
"name": "carts-f8f778bdc-nwbév"
"uid": "4a4a4373-0751-4b03-afa8-2efbab930c09"
h
"serviceaccount”: {
"name": "carts",
"uid": "14b2182f-ac42-44f5-b7b5-f34dd41cac62"

"system:serviceaccount:carts:carts”

VERIFY SIGNATURE

RSASHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),
Public Key in SPKI, PKCS #1
X.509 Certificate, or JWK stri
ng format.

Private Key in PKCS #8, PKCS #
1, or JWK string format. The k

ey never leaves your browser.
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"Version": "2012-10-17",
"Statement": [
{
covdly Vo
"Effect": "Allow",
"Principal"”: {
"Federated": "arn:aws:iam: | koidc-provider/oidc.eks.us-east-2
.amazonaws . com/1d/9278920BDA929A8AS4E92E18A4DECB2A"

},
"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"Strinakauals": {

"oidc.eks.us-east-2.amazonaws.com/1d/9278920BDAS29A8BAS4E92E18A4DECB2A: sub" ;
"system:serviceaccount:carts:carts"

H



J1=04 gt
/o

rex:~/environment $ aws sts assume-role-with-web-identity \
--role-arn arn:aws:iam: :ACCOUNT_ID:role/eks-workshop-carts-dynamo \
--role-session-name test --web-identity-token eyJhbGci0iJSUzI1<SNIP>
{
"Credentials": {
"AccessKeyId": "ASIA<KSNIP>",
"SecretAccessKey": "KZ9V<SNIP>",
"SessionToken": "IQoJb<SNIP>",
"Expiration": '"2023-06-03T01:00:43+00:00"
+s
"SubjectFromWebIdentityToken": "system:serviceaccount:carts:carts
"AssumedRoleUser": {
"AssumedRoleId": "AROAWU22AXDEAGQGMY3XZ:test",
"Arn": "arn:aws:sts::ACCOUNT_ID:assumed-role/eks-workshop-car

1
"Provider": "arn:aws:iam: :ACCOUNT_ID:oidc-provider/oidc.eks.us-ec
"Audience": "sts.amazonaws.com"



= 1AM 0IDC Identity e Trust

lI-I E I OID< : O-” C J—L Ol E — Provider Get Public Keys from JWKS URL using
E ' ; ] ; E /.well-known/OpenlD-configuration and

verify

curl https://oldc.eks.ap—-northeast-Z.amazonaws.com/1d/Z23099A8AB33FA400238FE/AZOCB/9EFD/ .wel
1-known/openid-configuration
{d"1ccuar”*"hArrnc* //ninrc _ekc an-nnrrheactT_7 amaznnawe rnm/ 10/ 73A00ARARIIFAARNAIIRFFE/AVAC R/QFER"
"jwks_uri":"https://oidc.eks.ap-northeast-2.amazonaws.com/id/23099A8AB33FA460238FE7A20CB79EF6/
keys","authorization_endpoint":"urn:kubernetes:programmatic_authorization","response_types_sup
pUTLCU [ 1U_LURCH J, SUDJCUL_LYPCS_SUppuricu .1 pubuic 1, CLladis_sSuppuricu .1 SUub , 155 1, 1U
_token_signing_alg_va1ues_supported”:[”RSZSG"]}E
¥
A « .. A0 D

1;Irl https://oidc.eks.ap-northeast-2.amazonaws.com/id/23099A8AB33FA460238FE7A20CB79EF6/keys

{"keys": [{"kty":"RSA","e":"AQAB" ,"use":"sig","kid":"ccfbc@b8c44ddfb9dbaff064a03d9f6c@b32302a",
"alg":"RS256","n":"nsezoviVMT9hR17nkYunnXFVRT9r-Lhx@zg2p6GEpE-]j5nwKSvcelZT7b78uPSRQXdbVAQ54yYo
DMaozMS820HgjgX80IfIhGwS—eM_QPfdESRt-7VbG3Hhn@w4C3RGYivmXRd3skLd2baDxX1zpd-RibJewDYDuY33aMUe01i
7bVrYja86_GO-PBX2EK2xtW30x1pXUHr7LnvV1iTBXIaeTopeBe40XMzPYAXTM11cYwmPXDFIbk6VAIMNSXH1_97N94malLT
dkFI17D®aUWzmtwthCWWY19d8KSyfawoJK_14MPCkarRXj_UWLAHmme—18ADU5Y24hK0YuIzE7CO”}]}E




JWK to PEM
JWK to PEM Convertor online

Convert JWK to pem format, pem to JWK online

® JWK-to-PEM (RSA and EC Supported)
O PEM-to-JWK (RSA Only)
Input

{"kty":"RSA" "e":"AQAB""use":"sig","kid":"6cdbeddad2f4ed80518a9a628c836dffb04d79bd" "al
g":"RS256","n":"oh3ChxafsNMmYz7YzVaEvL.CED_sd6SdOuG-
UHNIijhQK1NIm6YyhFphxIBDVJqVANn_ocQap4FkPEgzCsqQsNZADiiUgqiA4vQYcCdYm96.J5igMU
YZqllIGimPtXfM7kcawVAiv-
i01xa2EDgTYObfmljjxgEN4fcCOgEZz1SyigcyQepOnriFjjcgHDm2uEp8gfigDGr3fucNmgQFWBhNps
WLW8wCqqUROY066uvi4w0qcDBIb1c8bf-
QuitXao4FpQOlivbIXFE8aemaWuldeu2wBZTskarp_ih8xaaC2kGIb4- ® )

MIIBIJANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAoh3ChxafsNMmYz7YzVgE
vLCBD/sd6SdOuG+UHNIijhQKINImBYyhFphxIBDVJqVAn/ocQap4FkPEgzCsqQsN
ZADiiUgqiA4vQYcCdYm96J5igMUYZglIGimPtXfM7kcawVAiv+i01xa2EDgTYObf



JWT &2

Mq71fiT1TXcHRcn2pBZweD7FJMKNAVjbKyH3qLR

n3KEY jEBWZEw2TJuOhpcqRzKhN8MgQE2b9LVD7f VERIFY SIGNATURE
gEP90HZtYhbgArbuZtftwfnkIAS_K8t5PvyBXis RSASHA256
TscLXyyp1R1- base64UrlEncode(header) + "." +
I1pEQ7C3LP6HMVFFO0j06cukPzWVIrsu- base64l{rZIlEncodel(l|:>ayload), )
jQRcRKLPtnETRruUgci-rtXdZwCbYWFwPjSJ2CA 1duxIyCy4jQ4GiF ryc@VXsbbmnTkNY
HJ3J
zwIDAQAB
----- END PUBLIC KEY----- C

Private Key in PKCS #8, PKCS #
1, or JWK string format. The k

ey never leaves your browser.

(C)




IAM 0IDC Identity e drast

Provider Get Public Keys from JWKS URL using
/.well-known/OpenlID-configuration and

verify

@ Attach :;
X

IAM Role

IAM Policies

Authenticate &
Issue JWT

Hey, can you validate and let
me know if | can send this

¥ POD temporary credentials to

list S3 buckets? Here is the
token and IAM Role ARN

| need credentials to list S3 buckets.
Here is my JWT & IAM Role ARN

G@ Here are your temporary
% credentials |

Auto Mount Service
Account on POD Creatio

JWT Token
AWS SDK
v

Service Account

Annotated with IAM Role
Give me list of

buckets Here are
my Temporary
credentials
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AssumeRoleWithWebldentity... & Jt it X| X| & LE?

1. E20 EAE AHIA HEOl ERotY A= 21 SE ARN 42| | w

PO
apiVersion: vl

kind: ServiceAccount
metadata:
annotations:
eks.amazonaws.com/role-arn: arn:aws:iam: :ACCOUNT_ID:role/ROLE_NAME
name: rex
namespace: rex



AWS = E22 BiX RRE A2 &, AHIA HE0 F0H=E SE 0 &Al
2 A

d. "OIDC_ENDPOINT/id/CLUSTER_ID:sub" : "system:serviceaccount:*:*"
B 2 WILAHIOIA OlH, SHM “ 2 AHlA HE

—
Zetol AL, 2HAH | E22 EFEGIH @ 20| Tt =St
Federated =AE AIETQ @9st=2 25 =2 Jis



20| LHE ([,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {
"Federated": "arn:aws:iam::457065937096:01idc-provider/oidc.eks.us-east-2
.amazonaws . com/1d/9278920BDA929A8AS4E92E18A4DECB2A"
1
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringlLike": {
"oidc.eks.us-east-2.amazonaws.com/1d/9278920BDA929A8BAS4EQ2E18A4DECB2A  sub" :
"system:serviceaccount:*:*"




rex:~/environment $ aws sts assume-role-with-web-identity \
I——role—arn arn:aws:iam: :ACCOUNT_ID:role/eks-workshop-carts—-dynamo I\
--role-session-name test --web-identity-token eyJhbGci0iJSUzI1<SNIP>

rex:~/environment $ aws sts assume-role-with-web-identity \
|——role—arn arn:aws:iam::_ role/rextest1234|——role—session—name test
--web-identity-token eyJhbGci0iJISUzZI1<SNIP>

{
"Credentials": { { .
"AccessKeyId": "ASIA<KSNIP>", "Credentials": {
"SecretAccessKey": "KZ9V<SNIP>", "AccessKeyId": "ASIA<SNIP>",
"SessionToken": "IQoJb<SNIP>", "SecretAccessKey'": "HJI8N<SNIP>",
"Expiration": "2023-06-03T01:00:43+00:00" "Expiration": "2023-06-03T01:06:31+00:00"
}’ },
"SubjectFromWebIdentityToken": "system:serviceaccount:carts:carts", "SubjectFromWebIdentityToken": "system:serviceaccount:carts:carts",
"AssumedRoleUser": { "AssumedRoleUser": {
"AssumedRoleId": "AROAWU22AXDEAGQGMY3XZ:test", "AssumedRoleId": "AROAWU22AXDEPTXHKPKQC: test"
" ne n . 5 oin . i = — ) 5 * )
) ARNTS ST AN SES) ACEOUNT._TE:gBsuned rioLe/ chemoukaioh-carts "Arn": "arn:aws:sts::ACCOUNT_ID:assumed-role/rextest1234/test"
"I;rovw'der": Marn:aws:iam: :ACCOUNT_ID:oidc-provider/oidc.eks.us-east- i "Provider": "arn:aws:iam::ACCOUNT_ID:oidc-provider/oidc.eks.us-east-:
ALdiencel e te s Az onaws T comt B "Audience": "sts.amazonaws.com'
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https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
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1. IMDS 2] 3= [t&st BHMES & Z0tH & AH(?) 2F ALE HIEH0] JtsHS
a. aws:EC2InstanceSourceVpc
b. aws:Ec2InstanceSourcePrivatelPv4
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"Statement": |

11 nm, 1 1"
“Effect”c “Deny™, Eff?Ct : "Deny”,
"Action": [ "Action": [
||*|| II*II
I]I, 1, ]I
R "Resource": [
II*II a
], u*u
"Condition": { ]
’

"StringNotEquals": { = S
"aws:SourceVpc": Condition": {

"vpc-12341234" "NotIpAddress": {

"aws :VpcSourceIp":

- "10.1.1.1/32"

"NotIpAddress": {
"aws:Sourcelp":
=1:230123 01230123732 }’

y “"Null": {
--éooufgxists--; ¢ ""aws:SourceVpc": "false"

"aws:ViaAWSService": "false"




"Version": "2012-10-17",
"Statement": |

"Effect": "Deny",
SActiont: kT,
"Resource'": "x",
"Condition": {
"Null": {
"aws:SourceVpc": "false",
"ec2:SourcelInstanceARN": "false"
}r
"StringNotEquals": {
"aws:SourceVpc": "vpc-12341234"
}p
"BoolIfExists": {
"aws:ViaAWSService'": "false"
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"Version": "2012-10-17",
"Statement": [

H =AletZ20r? S JF Z0FA 1 0F? © ettt

"Principal": {
"Service": "pods.eks.amazonaws.com"

ks
"Action": [

1 . -I X-I % j. a-” Ol — Al 8 jH /\—I "sts:AssumeRole",

"sts:TagSession"

a. A+ HES SHAHE A4 }
]

b. IRSAE Sl AIZ5IH JI&E Ao MY M2 28 (1
i. &l 24 AES OIDC Provider i & J|& S A2IF 20 =t

c. Ofolldiold &t
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1. add-onCt F=Jloj+=H =

Amazon EKS Pod Identity Agent

Install EKS Pod Identity Agent to use EKS Pod Identity to grant AWS IAM permissions to pods through Kubernetes service

accounts.
Category Status Version IAM role
security © Active v1.0.0-eksbuild.1 Inherited from node

NAME STATUS RESTARTS
aws—node-fnj8n Running
aws—node-zbffm Running
coredns—-6d47776b78-hrlnf Running
rnrpdn(—ﬁd4777ﬁh72—ykr<g Running
eks-pod-identity-agent-957rz Running
eks-pod-identity-agent-rp26v Running
kube-proxy-9g4dm Running
kube-proxy-fbg2n Running

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR
aws=node 2 2 2 <none>

eks—pod-identity-agent 2 2 <none>
RUDE=pTOXY 2 2 2 <none>

0
0
0
0
0
0
0
0

Pod Identity associations (1) info

EKS Pod Identity is a method to associate AWS IAM roles to pods for the workload to use.

Association ID A IAM role v Namespace ¥ Service account VvV

O a-OhtfoOzvswyqc3ewd arn:aws:iam:-:role/r—extestZ default pod-service-account
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i)
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i)a

&—Create a Pod with SA1 sa—> aws-eks-pod-identity-webhook

EC2

Have "Pod Identity" Association?

@ (—AssumeRoIeForl:-’odlden!ity—\@ ¢

eks-pad-identity-agent
(http://169.254.170.23/ Sp1
vi/e i Credential

STS_ENDPOINT

Ivar/run/secrets/pods.eks.amazonaws.com
Iserviceaccount

GIONAL_ENDPOINTS

ermination-log

s/kubernetes. io/se

ount



ports:
- containerPort: 80
hostPort: 80

name: proxy
protocol: TCP
[] [] ] ] - containerPort: 2703

hostPort: 2703
name: probes-port
protocol: TCP
readinessProbe:
failureThreshold: 30

£Z =42, EC22[ IMDS2H 7 AFSH <
=z §

|l

path: /readyz
port: probes-port
scheme: HTTP
'l 1 Ol Cl — j‘l ))l_ initialDelaySeconds: 1
— periodSeconds: 10
successThreshold: 1
timeoutSeconds: 10
Y resources: {}
a. OlNl 2= EC2II oY =AE LE R? securityContert:
capabilities:
add:
. [ — | — CAP_NET_BIND_SERVICE
I = . Terminationressageratn: /dev/termination-log
terminationMessagePolicy: File

H gl Al

O T

N
L 0
&

F) R

AN

ol
C
F

volumeMounts:

b. Capabllltles gl, l:” E_(]D_;I 3 8' E—I J__HI O| ﬁgl _IL 8‘:}' % — mountPath: /v;n’/run/secl’et;/ktlberl1etes.1o/serv1ceaccount

name: kube-api-access-m8k6j
readOnly: true

i. 80EE Q@ Al, GHY QIEIHOIAQ HIQIZ ! [

hostNetwork: true

pod-id-1ink0: flags=195<UP,BROADCAST,RUNNING,NOARP> mtu 1500
inet 169.254.170.23 | netmask 255.255.255.255 broadcast 0.0.0.0
inet6 £d00:ec2::23 prefixlen 128 scopeid 0x0<global>
inet6 fe80::e890:e5ff:fe7f:80cl prefixlen 64 scopeid 0x20<link>
ether ea:90:e5:7£:80:cl1 txqueuelen 1000 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 78 bytes 5460 (5.3 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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1. 234 8& (il 010l amazon-eks-pod-identity-webhook(i| 7| 0| F=Jt&
a. --watch-config-file=<path> [t

2. (UIARE =3)

"UseRegionalSTS":

a. 2ES Sd20AM =< A AHE"SO Uet €8 NE + =g 5)
. E2= Fgotl, &2 AS OO ...,
"pods.eks.amazonaws.com"
= 1.
b. O0l%, SDK £= AWS CLI o o,
"iss": "https://oidc.eks.ap-northeast-
c. UWEXo=z Heol stolg HA, g
"namespace": "default"”
= = = == i .
d. S0l et #xS3E =25 % 2&ols 22 2. I e
h
e. (F2l) MHIA HEO annotations EX3IH P =2 A HE | Sieii55???fZEEEstﬁxz:zzz:?;;;C,fembm
),}
"nbf": 1701520095,
"sub": "system:serviceaccount:default:pod-service-
cccccc g
¥



https://github.com/aws/amazon-eks-pod-identity-webhook/commit/254737fc69173139a7d802f5ff859e3d9a88b190
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O B W AmazonEKSWorkerNodePolicy AWS managed

AmazonEKSWorkerNodePolicy

This policy allows Amazon EKS worker nodes to connect to Amazon EKS Clusters.

1- g
2 "Version": "2012-10-17",

3l "Statement": [

4- {

5 "Sid": "WorkerNodePermissions",

6 "Effect": "Allow",

7~ "Action": [

8 "ec2:Describelnstances",

9 "ec2:DescribelnstanceTypes",

10 "ec2:DescribeRouteTables",

1l "ec2:DescribeSecurityGroups",

12 "ec2:DescribeSubnets",

13 "ec2:DescribeVolumes",

14 "ec2:DescribeVolumesModifications",
15 "ec2:DescribeVpcs",

16 "eks:DescribeCluster"

17 "eks-auth:AssumeRoleForPodIdentity"
18 1,

19 "Resource": "*"



https://docs.aws.amazon.com/eks/latest/userguide/pod-id-minimum-sdk.html

0l.
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AssumeRoleForPodldentity

PDF

The Amazon EKS Auth API and the AssumeRoleForPodIdentity action are only used by the EKS Pod Identity Agent.

We recommend that applications use the AWS SDKs to connect to AWS services; |f credentials from an EKS Pod Identity association are

available in the pod, the latest versions of the SDKs use them automatically.

Request Syntax

POST /clusters/clusterName/assume-role-for-pod-identity HTTP/1.1
Content-type: application/json

"token": "string"
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AmazonEC2ContainerRegistryReadOnly AmazonEKS_CNI_Policy
Provides read-only access to Amazon EC2 Container Registry repositories. This policy provides the Amazon VPC CNI Plugin (amazon-vpc-cni-k8s) the permissions it re
& =A
o |{ S
7z "Version": "2012-10-17", 3 "Statement": [
3~ "Statement": [ 4 {
4~ { 5) "Effect": "Allow",
" W, n " 6~ "Action": [
> ”Eff?Ct"' Allow”, 7 "ec2:AssignPrivateIpAddresses",
6- Action": [ 8 "ec2:AttachNetworkInterface",
7 "ecr:GetAuthorizationToken", 9 "ec2:CreateNetworkInterface",
8 "ecr:BatchCheckLayerAvailability", 10 "ec2:DeleteNetworkInterface",
9 "ecr:GetDownloadUrlForLayer", E ::ecgigescr‘}ze%nStﬁnceS",
" . . P ec2:DescribeTags",
10 "ecr:GetRe9051toryP011§y 2 13 "ec2:DescribeNetworkInterfaces"
11 ecr‘.DgscrlbeRepomtorles - 14 "ec2:DescribeInstanceTypes”,
12 "ecr:ListImages", 15 "ec2:DetachNetworkInterface",
LSt "ecr:DescribeImages”, 16 "ec2:ModifyNetworkInterfaceAttribute",
14 "ecr:BatchGetImage", 17 "ec2:UnassignPrivateIpAddresses"
1l "ecr:GetlLifecyclePolicy", . :,l,’ .
i . . - 19 Resource": "*
16 ecr:GetlLifecyclePolicyPreview", 20 }
. ' 2
17 "ecr:ListTagsForResource", Pilc {
18 "ecr:DescribeImageScanFindings" 22 "Effect": "Allow",
19 15 23~ "Action": [
20 "Resource": "*" 5‘51 : ec2:CreateTags

N

=

]
N
)

"Resource": [
"arn:aws:ec2:*:*:network-interface/*"

N

N
|-
N
~

23 1} 28 ]
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AmazonEKSWorkerNodePolicy

This policy allows Amazon EKS worker nodes to connect to Amazon EKS Clusters.

i {

2 "Version": "2012-10-17",

3w "Statement": [

4- {

5 "Effect": "Allow",

6~ “Action": [

7 "ec2:Describelnstances",

8 "ec2:DescribelnstanceTypes",
9 "ec2:DescribeRouteTables",

10 "ec2:DescribeSecurityGroups",
11 "ec2:DescribeSubnets",

12 "ec2:DescribeVolumes",

13 "ec2:DescribeVolumesModifications",
14 "ec2:DescribeVpcs",

15 "eks:DescribeCluster"

16 :]’

17 "Resource": "*"

18 }

19 1

20

AmazonSSMManagedinstanceCore
The policy for Amazon EC2 Role to enable AWS Systems Manager service core functionality.

15 ]

Z "Version": "2012-10-17",

3~ "Statement": [

4- {

5 "Effect": "Allow",

6~ "Action": [

7 "ssm:DescribeAssociation",

8 "ssm:GetDeployablePatchSnapshotForInstance",
9 "ssm:GetDocument",

10 "ssm:DescribeDocument",

11 "ssm:GetManifest",

12 "ssm:GetParameter",

13 "ssm:GetParameters",

14 "ssm:ListAssociations",

15 "ssm:ListInstanceAssociations”,
16 "ssm:PutInventory",

17 "ssm:PutComplianceIltems",

18 "ssm:PutConfigurePackageResult",
19 "ssm:UpdateAssociationStatus",
20 "ssm:UpdateInstanceAssociationStatus"”,
21 "ssm:UpdateInstanceInformation"
2 1,

23 "Resource": "*"

24 +,



E A . response client.modify_network_interface_attribute(
FAl IMDS (Instance MetaData Service) [t |
'AttachmentId': 'string',
'DeleteOnTermination': True|False
}
Description={

1. Pod Ol = BIEICIOIE] AMBIAG 201 tsS Value': *string’

I

DryRun=True |False,

2. 0I2 =0l orous |
! 'string',
]I
a. ECR=2 &
(o)
b' ECZ’ E'—I.j' k exec —-it irsa —- sh
sh—-4.2# |curl http://169.254.169.254/1latest/meta-data/iam/security
c. ENIOI CH {
"Code" : "Success",
@) (— A "LastUpdated" : "2023-07-02T00:05:21Z",
3- Ol —l-—l O-” -1 A| — "Type" : "AWS-HMAC",
"AccessKeyId" : "ASIAW
LC o "SecretAccessKey" : "N
a +— "Token" : "IQoJb3Jpz2li
/////////8BEAEaDDQ1INzA2N]
b MBI A 5g9w/R2Aj ULcwLDIFZoAFB3q

H

S/mpi30GIYBYbsUJzqEtKDeRlI

C o4 ],|’ & \[e]0]] rsIH73gLSzW1FSZc9sCMf

: g45VvNZhEGKsSISFmrS0474dc?2!

XvwXSFB6g+9QaqRgW+pBc7snl

pFMDhTw1RvDX+rWMJP+gqUGO

Toq81p73RLMMvtjkFcXJouuXI
"Expiration" : '"2023-07-02T06:24:15Z"


https://blog.calif.io/p/privilege-escalation-in-eks
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"Version": "2012-10-17",
"Statement": {
"Sid": "MaxImdsHopLimit",
“Effect": "Deny",
"Action": "ec2:RunInstances",
""Resource": "arn:aws:ec2:x:*:instance/x",
"Condition":
"NumericGreaterThan": {"ec2:MetadataHttpPutResponseHopLimit": "1"}
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k get pod
-o=custom-columns=NS:.metadata.namespace,NODE:.spec.nodeName,NAM

E:.metadata.name,HOST:.spec.hostNetwork --all-namespaces



NS
amazon-guardduty
calico-apiserver
calico-apiserver
calico-system
calico-system
calico-system

calico-system
default
kube-system
kube-system
kube-system
kube-system
tigera-operator

NODE

ip-192-168-64-16.
ip-192-168-64-16.

ip-192-168-64-16

CHEA?

ap-northeast-2
ap—-northeast-2

ap—-northeast-2.
ap-northeast-2.
.ap-northeast-2.
ip-192-168-64-16.
ip-192-168-64-16.
ip-192-168-64-16.
ip-192-168-64-16.
ip-192-168-64-16.
ip-192-168-64-16.
ip-192-168-64-16.
ip-192-168-64-16.
ip-192-168-64-16.
ip-192-168-64-16.

ap—-northeast-2.
ap-northeast-2.
ap—-northeast-2.
ap—-northeast-2.
ap—-northeast-2.
ap—-northeast-2.
ap-northeast-2.
ap—-northeast-2.

compute.
compute.
compute.
.compute.
. compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

internal
internal
internal
internal
internal
internal
internal
internal
internal
internal
internal
internal
internal

NAME

aws—guardduty-agent-wxzrl
calico—-apiserver-544496f4b7-5xxbf
calico-apiserver-544496f4b7-jxkcp
calico-kube-controllers-6b8fb97d67-fwgk6
calico-node-jbncg
calico-typha-866b9f78c4-5j4ql
csi-node-driver-hht21

irsa

aws—node—-bphnd
coredns—-dc4979556—-qgp1x9
coredns—-dc4979556-vx6wj
kube-proxy—-gnk9q
tigera-operator-7585d47b69-2kvq5

HOST
true
<none>
<none>
<none>
true
true
<none>
<none>
true
<none>
<none>
true
true




2. NetworkPolicy AIE

1. calico € €&0ot0{ UIERA % FIt Jis
a. AWS ZA A0 A0 A W00, 010 CHYst QELA 22 s
2. OBH Z It &H&E &M
a. UESIT ZOR 0I5t 22IAH B
b. S2AAEl MA A0 &4 MIHOF &
3. 180k, SCP =z &&=z A&ot= A B2 &= 0[Sot HL B A IEA
2= 0 7AGHH &2 58 Jiset §8X &M


https://docs.aws.amazon.com/eks/latest/userguide/calico.html
https://kubernetes.io/ko/docs/tasks/administer-cluster/declare-network-policy/
https://docs.tigera.io/calico/latest/reference/resources/globalnetworkpolicy

2. NetworkPolicy AIE

apiVersion: projectcalico.org/v3
kind: GlobalNetworkPolicy

metadata:

name: block-imds—access—for-all
spec:

selector: all()

types:

- Egress

egress:

— action: Deny

destination:

nets: [169.254.169.254/32]
— action: Allow
destination:
notNets: [169.254.169.254/32]
EOF
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