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Credential
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What is Credential
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ID/Password API Key Personal SSL/TLS Data Encryption 

악성코드 / 취약점 
외부 획득

크리덴셜 획득 권한 상승 해킹사고
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The Shift
The transition to cloud & multi-cloud
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On-Premise Cloud Work on 
Cloud
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The Shift
The transition service architecture to Micro Service
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The Problem
Enabling the Credential Security Model
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Microsoft 2023, Sep. 22

해커는, 하드 코딩된 관리자의 자격증명(Credential)을 Thycotic 로그에서 
발견하여 우버 내부의 관리 도구에 접근하여, 내부 전체 계정을 탈취하였습니다.

Uber 2022, Sep. 15

해커는, 옥타의 고객 지원 시스템에 존재하는 HAR 파일을 획득, 해당 파일을 
통해 직원의 Credential을 탈취하여 옥타 내부의 고객 정보와 각종 Access 
Key를 탈취하였습니다.

2023, Oct. 29

위의 옥타 해킹사건에서 유출된 Credential을 통해, Cloudflare의 내부 
서버에 국가기관 해커가 침투하였습니다. Cloudflare는 Credential 유출에 
대한 조치를 하지 않았고, 5000개의 Credential 교체 작업, 포렌식, 회사 
시스템 전체 재부팅을 진행하였습니다.

Cloudflare 2023, Nov. 14

12M
New Credential detected(+28%)
공개된 Github 코드에서 탐색된 횟수

마이크로소프트의 개발자가 Github 코드저장소에 업로드 한 자료 내 포함되어 
있는 Azure SAS Token(Credential)이 노출되어 38TB가 노출된 사고로, 
30,000개 이상의 내부 대화 내용, OpenAI의 영업 비밀, 다수의 내부 인프라 접근 
정보가 포함되었습니다. 
SAS Token은 일반적인 웹사이트 주소와 같아, 해당 내용이 민감한 
Credential인지 구분하기에 매우 어렵습니다.
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AWS IAM Credential
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Management Credential on AWS
IAM?
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Management Credential on AWS
EC2 <> AWS Resources

10



© Copyright 2024. Cremit Inc. all rights reserved.

IAM Credential
3rd Party <> AWS Resources
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IAM Credential
Outside Cloud (e.g On-premise)
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Management Credential on AWS
Do not create Access Key
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AWS Access Key & Secret Key
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AWS Credential Pattern
ASIA vs AKIA?
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AKIAOSF…. ASIA…. What Else?
Wjalr…

Long-Term

9drT….

AqoXd////…

Temporary
ABIA….
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AWS Credential Pattern
ASIA vs AKIA?

16

AKIAOSF…. ASIA…. What Else?
Wjalr…

Long-Term

9drT….

AqoXd////…

Temporary
ABIA….
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AWS Credential Pattern
ASIA vs AKIA?
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html#identifiers-unique-ids
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AWS Credential Pattern
AORA Trick
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{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Principal": {
        "AWS": "arn:aws:iam::607481581596:role/service-role/abctestrole"
      },
      "Effect": "Deny",
      "Action": ["s3:GetObject"],
      "Resource": "arn:aws:s3:::YOUR_BUCKET_NAME_HERE/*"
    }
  ]
}
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AWS Credential Pattern
AROA Trick
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{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Principal": {
        "AWS": "AROAJMD24IEMKTX6BABJI"
      },
      "Effect": "Deny",
      "Action": ["s3:GetObject"],
      "Resource": "arn:aws:s3:::YOUR_BUCKET_NAME_HERE/*"
    }
  ]
}

aws iam get-role --role-name "<you role here>"
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AWS Credential Pattern
AORA Trick
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AWS Credential Pattern
Access Key ID Deep Dive
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https://summitroute.com/blog/2018/06/20/aws_security_credential_formats/
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AWS Credential Pattern
Access Key ID Deep Dive

22

https://awsteele.com/blog/2020/09/26/aws-access-key-format.html

$ aws sts get-access-key-info --access-key-id ASIAY34FZKBOKMUTVV7A --query Account
"609629065308"

                                                     
$ aws sts get-access-key-info --access-key-id ASIAY34FZKBNKMUTVV7A --query Account
"609629065306"
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AWS Credential Pattern
Access Key ID Deep Dive
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https://medium.com/@TalBeerySec/a-short-note-on-aws-key-id-f88cc4317489

import base64
import binascii

def AWSAccount_from_AWSKeyID ( AWSKeyID ):
  
   Trimmed_AWSKeyID = AWSKeyID[ 4 :] #remove KeyID prefix
    x = base64.b32decode(trimmed_AWSKeyID) #base32 decode
    y = x[ 0 : 6 ]
  
   z = int .from_bytes(y, byteorder= 'big' , signed= False )
   mask = int .from_bytes(binascii.unhexlify( b'7fffffffff80' ), byteorder= 'big' , signed= False )
  
   e = (z & mask)>> 7
   return (e)

print ( "Account ID:" + "{:012d}" . 형식 (AWSAccount_from_AWSKeyID( "ASIAQNZGKIQY56JQ7WML" )))
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AWS Credential Pattern
Access Key ID Deep Dive
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https://medium.com/@TalBeerySec/a-short-note-on-aws-key-id-f88cc4317489
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AWS Credential Pattern
Access Key ID Deep Dive
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Secret Manager Use Cases

04
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Secret Manager use case
Secret Manager Benefits
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감사와 
모니터링 

SDK  Automatic 
Rotation 

Access 
Control 

Secure 
Storage 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How Secrets Manager Rotation Works
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Update Secret

Invoke rotation

Set Secret

Retrieve Secret
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Generic Secret Manager Use Case
API Key, ID/Password, …

29

Get Secret

Authentication
With Secret

Request 
User List
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Secret Manager / Role / Get DB Secrets
API Key, ID/Password, …
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DBA Role

Policy
Get 

Secret
KMS

Policy

Get Encryption
Key
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Rotation Every four hours
Secret manager news
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Rotation Every four hours
Secret Manager automatic rotation
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Additional
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KMS vs Secret Manager
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Service Functionality Use Case Key Features

KMS Encryption & Decryption 
of “Data”

Protecting Data 안전하고 확장가능한  키 관리, AWS 서비스와의  
연동, 쉬운 키 변경

Secret 
Manager

Storing and managing 
“Secrets”

Secrets 
Management

안전하게 저장하고, 관리하는 “Secrets”, 자동 변환, 
연동, 관리와 모니터링
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Slack Workspace Trick
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https://hooks.slack.com/services/T00000000/B00000000/XXXXXXXXXXXXXXXXXXXXXXXX

https://slack.com/api/team.info?team={}


