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You have been engaged into Incident: response-plan AWS System
[jiracloud-inspector_guardduty_prowler], in the

account ending with 9227 (Webtl)

AWS Systems Manager Incident Manager:
From: Incident Manager.

You have been engaged into

Incident: response—plan

Please visit the Incident Manager Console to view detailed information.

Please go to Incident Manager to view detailed information. To acknowledge the
page, use the code below.

Acknowledge code (jiracloud-inspector_guardduty_prowler], in
774744 the account ending with 9227: Please visit the
Incident Manager Console to view detailed

information.

Amazon Web Services will never email you and ask you to disclose or verify your Use 774744 to acknowledge the incident
password, credit card, or banking account number. through Incident Manager Console

e-mail 2!

SMS
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Incident title:

Created by: Manual
Start time: 2024-03-0

ARN: arn:aws:ssm-inci
46ed-6cea-bdla-47c8

Amazon Chime

AWS Chatbot

Incident Manager Amazon SNS

Engaged: oncall, ir-escy

f Incident Manager | Incident started | ap-northeast-2 | Account: 319908909227

aws ¥ 23 11:18
Incident Manager | Incident resolved | ap-northeast-2 | Account: 319908909227

Incident title:

Resolved by: arn:aws:sts::319908909227:assumed-
role/AWSReservedSSO_AWSAdministratorAccess_fa2bad3c6e8cb489/njs+scl-
main@amazon.com

Resolution time: 2024-03-06 14:18:24 UTC

ARN: arn:aws:ssm-incidents::319908909227:incident-record/response-plan/0cc70926-
3fdf-9c1c-7e70-d...
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Amazon 28 28 Ligt 3%

Categories info [

Filter by selecting either document type or

available categories of single document type.

(] Automation documents &

12 categories

[J Command documents &

9 categories

(] Policy documents

No categories for this document type.

[J Session documents

No categories for this document type.

[J Conformance Pack Template
documents

No categories for this document type.
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aws:pause
Triage

aws:pause
Diagnosis

aws:pause
Mitigation

aws:pause
Recovery
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Determine customer impact

o View the Metrics tab of tl
find key performance ind

¢ Use CloudWatch Syntheti
customer workflows.

Communicate customer impac
Update the following fields to a

o Title - The title should be
particular incident.

* Summary - The summary

information to quickly on

o Impact - Select one of th:

o 1 - Critical impact,

o 2 - High impact, pe

o 3 - Medium impact

customers.

o 4 - Low impact, the

o 5-No impact, cust

needed to avoid im

Zh ChA

-1 - =
L]
aws:pause
A olE
Diagnosis
EL:
Rollback

e Look for recent ¢
incident. Engage
¢ Rollback these cl

Locate failures

* Review metrics a
alarms to the Me

e Use CloudWatch

e Investigate the p
known incidents
links to the Relat

« Avoid going too
customer impact
is identified.

AL

t o2
Mitigation

CL

Collaborate

e Communicate
members of th
ways to mitiga

« Engage additio
tab.

o If necessary, pr

Implement mitigatic

« Consider re-rot
customer impa

e Look for comm

e Update the Tin
needed, review
proceeding.

2% K| A

e
aws:pause
e
aws:pause
£ oIF =Y
Recovery aws:pause
2g

Monitor customer impact

¢ View the Metrics tab of the incident to monitor for recovery of your key performance
indicators (KPIs).

¢ Update the Impact field in the incident when customer impact has been reduced or
resolved.

Identify action items

e Add entries in the Timeline tab of the incident to record key decisions and actions
taken, including temporary mitigations that might have been implemented.

» Create a Post-Incident Analysis when the incident is closed in order to identify and
track action items in OpsCenter.
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#incident-manager-test

CINHE 317

Al
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security check

Event rule ARN: arn:aws:events:ap-northeast-2:319908909227:rule/jiracloud-inspector_guardduty_prowler

Description: Security Hub Findings - Imported

Event source: aws.securityhub

Resources: arn:aws:securityhub:ap-northeast-2::product/aws/config/arn:aws:config:ap-northeast-2:319908909227:config-rule/config-rule-8kdfb4/finding/da88e8511dcaOba0103d3d 16cc5045c56d0cabf5

Timestamp: 2024-03-06 14:19:04 UTC
Detail:

findings:

- ProductArn: arn:aws:securityhub:ap-northeast-2::product/aws/config

Types:

- Software and Configuration Checks

Description: "This finding is created for a resource compliance change for config\

\ rule: elb-deletion-protection-enabled"

ProductName: Config
Compliance:
Status: FAILED

CreatedAt: 2024-03-05T707:13:15.937Z
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Live Streaming on AWS Guidance for Game Analytics Pipeline on

Deliver a reliable livestreaming experience. AWS
Collect and query game player data.
Use Case: Resources:

Streaming Media Deploy now Use Case: Resources

Centralized Game Analytics Learn more

© 2024, Amazon Web Services, Inc. or its affiliates.

Asset Maintenance & Reliability on AWS
with Seeq
Seeq is an advanced analytics solution for process

manufacturers that enables organizations to rapidly
investigate, share insights & contextualize data in AWS,

Use Case: Resources:

O Product v Solutions Open Source Pricing

aws-solutions
]  A2619 0l

& hitps:/Jaws.amazon.com/solutions/
Overview =1 Repositories 78 Projects 2 Packages People 58

README.md

AWS Solutions

AWS Solutions bring together AWS services into pre-configured deployable code, architecture diagrams, and implementation
guides. Developed, maintained and supported by AWS, AWS Solutions simplify the deployment of optimized infrastructure tailored
to meet customer use cases.

Find out more at:

AWS Solutions Library: |

Popular repositories

Search or jump to...

People

Most used topics

Sign in ‘ Sign up ‘
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Application Security
Cloud Foundations

Centralized Security Management
New to AWS

Infrastructure, Application & Data
Security
Small & Medium Business

Solutions Open Source Pricing

Pullrequests 2 () Actions [F Projects 1 Security

& mobriza
github
deployment
docs
simtest
source

gitignore

viperiightignore

viperlightre

viperlightrc_global

AWSSD-DevNotes.md

AWSSD-README.md

Insights
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About

Automated Security Response on AWS
is an add-on solution that works with
AWS Security Hub to provide a ready-
to-deploy architecture and a library of
automated playbooks. The solution
makes it easier for AWS Security Hub
customers to resolve common security
findings and to improve their security
posture in AWS.
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https://aws.amazon.com/ko/solutions/implementations/automated-security-response-on-aws/?did=sl_card&trk=sl_card
https://github.com/aws-solutions/automated-security-response-on-aws/tree/main

Automated Security Response on AWS

Benefit Description
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Solution Deploy

Account

Admin Account

Deploy
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https://aws.amazon.com/eventbridge/
https://aws.amazon.com/iam/
https://aws.amazon.com/lambda/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://aws.amazon.com/sqs/

Security Hub
What is AWS Security Hub?
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https://github.com/awskrug/security-group/blob/main/files/AWSKRUG_2023_09_SecurityHub.pdf
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Security Hub

Security Hub information flows
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https://github.com/awskrug/security-group/blob/main/files/AWSKRUG_2023_09_SecurityHub.pdf
https://github.com/awskrug/security-group/blob/main/files/AWSKRUG_2023_09_SecurityHub.pdf

Security Hub

Security Hub > Settings

Accounts Custom actions ‘ Usage ‘ General

Custom actions
Configure AWS Security Hub to send selected insights and findings to CloudWatch Events by creating a custom action.

Delete Create custom action

Name Description Custom action ARN

arn:aws:securityhub:us-east-

Send to Email Send this finding to email
endtoEmat s Tinding @ 1:526039161745:action/custom/send_to_email
Isolate Instance Custom Action that will isolate the EC2 instance associated with arn:aws:securityhub:us-east-
the finding 1:526039161745:action/custom/isolate_instance
Terminate . . . . e arn:aws:securityhub:us-east-
Ti te the EC2 inst. ted with this find
Instance erminate the instance assoclated wi ‘s finding 1:526039161745:action/custom/terminate_instance
. e arn:aws:securityhub:us-east-
Send to Slack Send the details of this finding to Slack

1:526039161745:action/custom/send_to_slack

arn:aws:securityhub:us-east-

Sendto S i Send this to th ity t th kflow it furth
end to Security en is to the security team so they can workflow it further 1:526039161745:action/custom/send__to_sec_wf

Disable Access Disable the access keys associated with an IAM finding arn:aws:securltyhubzl.fs-east- .
Keys 1:526039161745:action/custom/disable_access_keys

aWS’ © 2024, Amazon Web Services, Inc. or its affiliates.



AWS Step Functions

AWS Step Functions workflow

=

AWS Step Functions
Using the store checkout
process as an example, see
how you can use AWS Step
Functions by invoking
Lambda functions in each
step of the process.

aws
~—

© 2024, Amazon Web Services, Inc. or its affiliates.

Check inventory and
hold product
Use a Lambda function to
check inventory and
hold a product.

)
e

Bill customer
Use another Lambda function
to bill a customer. If billing
doesn’t go through on the
first try, it will retry 3x with
exponential backoff.

o

Remove hold
If the credit card doesn’t go
through, remove the hold
through exception handling

by adding a catch statement.

®

Ship product
Another Lambda function
can be used to send a
shipping notification. Human
interactions are easy using
our Callback Task Pattern.

AWSO| M X| St MHE|A IS 2 MH[2

= HEj| HAS ALE
= Amazon States
= 0{3 AWS MH[A

ot 550 HEfetn

= | -
=8|

TA = g ELICt

O] = ASLE ArEoH0] /S| ASLICH
= Z%ot= o AL = ASL L



AWS Step Functions

v" Workflow Studio: Low-code visual designer

Q

Actions

AWS Lambda
Invoke

Amazon SNS
Publish

%

Amazon ECS
RunTask

AWS Step Functions
StartExecution

1o

AWS Glue
StartJobRun

e

AWS Glue DataBrew
StartJobRun

Amazon EventBridge
PutEvents

AWS Batch
SubmitJob
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C Redo

@ Zoomin

@ Zoom out

@ center

Definition

Workflow

Comment - optional
A human-readable description of the state
machine.

My state machine

TimeoutSeconds - optional

The maximum number of seconds an execution
of the state machine can run. If it runs longer
than the specified time, the execution fails with
a States.Timeout.

Workflow Studio= E2j1 o4
C 2 dfAlO| A|ZHA
—8B o= o e

2 & LT

MEZZ I EALE et A HEY

=0t stackholdersszr E
|;||;||-E)-|| ot O oI- A OIA|_||:|..

T A-d

AWS A{H|A OFO|Z2, A=
fIAEZ YO|otZ, Y FAE=E
HO|o| A A M E
AESH TJELEE A2ttt
WM | & L Lt



Automated Security Response on AWS
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ASR with Incident Manager
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Useful
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Reference

- Automated Security Response on AWS

» https://aws.amazon.com/ko/solutions/implementations/automated-security-response-on-
aws/?did=s| card&trk=sl card

= automated-security-response-on-aws
« AWS Security Hub

= https://aws.amazon.com/ko/security-hub/

= https://github.com/awskrug/security-group/blob/main/files/AWSKRUG_2023_09_SecurityHub.pdf
« AWS Step Functions

» https://aws.amazon.com/ko/step -functions/

« Incident Manager

» https://docs.aws.amazon.com/ko kr/incident-manager/latest/userquide/what-is-incident-manager.html
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