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Rule action

Use action defined in the rule
Use action defined in the rule

Use action defined in the rule

Statement 1

Inspect
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awswaf:managed:aws:sql-database:SQLi_Body
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Filter conditions
Select the filtering criteria.

Condition type Condition value
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labels
dd d' H awswaf:managed:aWS:linux- -------------------------------------------------------------------
‘ L s os:LFI_QueryString
Filter behavior awswaf:managed:aws:linux- ) H O at = L} o
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O Drop from logs os:LFl_Header
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Indicate how to handle requests that don't match any

s_Body
O Keep in logs
awswaf:managed:aws:php-

(O Drop from logs

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
p



AWS WAF ZL|E{E Z 7| o7

1 AWS Cloud

N =
-

AWS WAF Amazon Amazon
Data Firehose = OpenSearch

AWS Lambda

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
p

MAIZtBLEZ 2HozE

Amazon OpenSearch Service &H

Cloudwatch logs2t & & 22| =1 X 2[A|
FirehoseZ 2f 1/10 +=&2| H| & &/

o, =% G|0|E| 7t ROt R 42
QIABIA + X% H 0| 0K B2 Fo| WQ




AWS WAF 2 L|E{& &l A| 5}7|

F AN BLEZS 5K %2 Z2
S3 + QuickSight + Athena=
t8Hl SHOM 2580 2 =

(==Y . =

1-B--F-4-4

Amazon Kinesis AWS Glue Amazon Amazon
AWS WAF Data Firehose Amazon 53 Bucket Data Catalog Athena Quicksight
Enable logs and Configure the desired Store logs, and use as Transforms log data Use standard SQL Drag and drop to buifd .
specify Kinesis Data  destination (in this a data source for from JSON into format  queries o extract your own I:I' F||"ehose giOl
Firehose case Amazon S3) analytics that Amazon Athena desired data visualizations on the !
understands data from Amazon e
Athe (@)
& S3E HIE2 M&at 42

SE CH| MA |22 40| ehalstn
Z 1 AO|=7F HKX|H

Athena X3|7} AlfjA oz w2l == 0l

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
p



AWS WAF Operations
Dashboards
— Github Repository

Amazon Athena,
Amazon QuickSight £
O| 2%t AWS WAF Full
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— AWS Security Blog
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