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. Event Sources (£ =236} 7I)
@ Amazon EventBridge

EventBridge Ct S 2

vz
Event sources =)~ Default event bus Targets A
Lt Defaifiesent b 9 U5 LICH

il Vs

AWS service :’9\: s ::Q:: Event T AWS A H| A

AZ2XEO HE2IAHOIA
H
KHIAS A T E90{(Saas) T E L
— @
Targets (&4 AL} J1)

Ny

:,y Custom event bus
. a2 0lMEI 720 Z2l= 08l
Custom apps =0z EventBridge PUl=clAA T =

HAS2 W OIHIE HAUA CHYSHO
SaaS app Partner event source :?\: Partner event bus
Namespace



https://docs.aws.amazon.com/ko_kr/eventbridge/latest/userguide/eb-targets.html
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CountedRequests

800 18:00 2000 2100 200 28:00 00:00 0100 0200 03:00
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s000
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180000
180000
140000 = M
120000
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50000
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40000 =

1800 18:00 000 2100 200 2300 owoo oo | o200 om0 040
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22Al1302 :
blacklist 2 £ & 00| II| Xt
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00Al 50=:
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Traffic overview Associated AWS resources Custom response bodies Logging and metrics Sampled requests CloudWatct >

e 2

O Name Action Priority Custom response
whitelist Allow 0
XFF_blacklist Count

blacklist Block

custom_method_check Block

account_Brute Count
Block-use-agent Block
1000r_5m_overseas_IP Block
attack_ip Count

FND_PDF_Upload Allow

Amadaus_exception_handling_20220812 Allow




Creation method

Method

Use schema

Use an Amazon EventBridge
schema to generate the event
pattern,

Event pattern info

Event source
AWS service or EventBridge partner as source

‘ Select a service provider

WAFv2 Jt
el??

© Use pattern form
Use a template provided by editor)
EventBridge to create an event
pattern.

Write an

Event pattern
Event pattern, or filter to match the events

Enter the event JSON

(O Custom pattern (JSON

ent pattern in JSON.

AIF1J] - AWS WAF

Event pattern info

Event source Event pattern
AWS service or EventBridge partner as source
‘aws . cloudtrail”],

AWS services v
"detail-type": ["AWS API Call via CloudTrail

AWS service "detail
The name of the AWS service as the event source “eventSource cloudtrail.amazonaws. com"]

[owr ] %, .
= cloudtrail 2

The type of events as the source of the matching

=077

Event pattern, or filter to match the

@ All events that are delivered via
CloudTrail have AWS API Call via
CloudTrail as the value for detail-

type. Events from API actions that Edit pattern
start with the keywords List, Get, or . -
Describe are not processed by

EventBridge, with the exception of

events from the following STS

actions: GetFederationToken and

GetSessionToken. Data events (for
example, for Amazon S3 object level
events, DynamoDB, and AWS
Lambda) must have trails configured
to receive those events. Learn more.

Event Type Specification 1

© Any operation
O Specific operation(s)

Cancel Previous
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. . “eventVersion": "1.08",

CloudTrail > Event history ‘ e FTdenEIty*:
“type": "IAMUser",
"principalld": "AIDA2

. “arn"; Marn:aws: ian: :695609562049: user .. .@hanatour. con”,
Event history (25+) info (&) ’ Download events ¥ ‘ ‘ Create Athena table “accountId": "695809562949" ,
. “accessKeyId": "ASIA..",
Event history shows you the last 90 days of management events. “userName": ehanatour. con”,

Lookup attributes L
“eventTime": "2024-05-20T08:19:372",
Event name v l Q_ UpdateWebACL X ‘ l Filter by date and time i wafy2. amazonaws . con" ,
UpdateWebACL"
“awsRegion": "ap-northeast-2",

Event name | Event time User name Event source Resource type mme:

“name “hnt— dcr—waf—web acl",
UpdateWebACL May 29, 2024, 17:19:37 (UTC+O... wafv2.amazonaws.com " REGINALY
— "id": "58670cec-edcf-4174-a529-c7b3a380c70e",
"defaultAction": {
UpdateWebACL May 29, 2024, 17:19:25 (UTC+O... ;i "allow": {}
1
“description”: “waf web acl for skshieldus",

UpdateWebACL May 29, 2024, 14:19:45 (UTC+O0... X X " v g

“name": "whitelist",
“priority":

UpdateWebACL May 29, 2024, 14:19:40 (UTC+O...

UpdateWebACL May 24, 2024, 16:20:24 (UTC+O0...
“name": "XFF_blacklist",
UpdateWebACL May 24, 2024, 16:20:20 (UTC+O0... . % “priorit

UpdateWebACL May 22, 2024, 18:08:53 (UTC+O0...
“name": "blacklist",

UpdateWebACL May 22, 2024, 18:08:48 (UTC+O... “priority": 2,

UpdateWebACL May 16, 2024, 19:30:34 (UTC+O...

]
[m]
O
[m]
[m]
[m]
[m]
O
(]
0
]

UpdateWebACL May 16, 2024, 19:30:27 (UTC+O... 2L
eventType": "AwsApiCall,

“apiVersion": "2019-04-23",

“recipientAccountId": "695809562949",
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"version": "O",
"id": "UUID",
"source": "event source",
"detail-type": "event name",
"account": "ARN",
"time": "timestamp",
"region": "region",
"resources": [

" ARN"
:| 4
"detail": {

JSON object

&l AIZ1D] - AWS WAF

source

OIHIES MAEHAHIAS AlY INZdot=2=
OlHE =aws’Z Al ZEHLICE D2 IU“E':"aws"EAIECIJU
U=t E g0l DA 2=

Oll Al)

arm:aws:wafv2:a p-northeast-2:695809562949:regional/webacl/....

detail-type

source Z EE & AF2 6+ detail Z =01l LIEHL}

/\I =z} o"L| [:|.

CloudTrail 8 &8t 0] 81l E = 2] AWS API Call via CloudTrail 2t 2
A= E LICL

detail
OIHIEN St EEE
AMEIAM Teol2HE

L BHol=JSON 24X & LICE O] &l
ol HE0l ZEELICL"{("0I(It)



https://docs.aws.amazon.com/ko_kr/eventbridge/latest/userguide/eb-events-structure.html#event-metadata-ref-version
https://docs.aws.amazon.com/ko_kr/eventbridge/latest/userguide/eb-events-structure.html#event-metadata-ref-id
https://docs.aws.amazon.com/ko_kr/eventbridge/latest/userguide/eb-events-structure.html#event-metadata-ref-detail-type
https://docs.aws.amazon.com/ko_kr/eventbridge/latest/userguide/eb-events-structure.html#event-metadata-ref-account
https://docs.aws.amazon.com/ko_kr/eventbridge/latest/userguide/eb-events-structure.html#event-metadata-ref-region
https://docs.aws.amazon.com/ko_kr/eventbridge/latest/userguide/eb-events-structure.html#event-metadata-ref-resources
https://docs.aws.amazon.com/ko_kr/eventbridge/latest/userguide/eb-events-structure.html#event-metadata-ref-detail

EventBridge & 2 0tE OtAIAIF|DJ]| - AWS WAF

{

"source": ["aws.wafv2"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {

"eventSource": ["wafv2.amazonaws.com"],
"eventName": ["UpdateWebACL", "CreateWebACL", "DeleteWebACL", "UpdatelPSet"]

}

}
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Amazon EventBridge > Rules ) Create rule

Step 1

Select target(s)

Define rule detail

Step 2 @ Permissions

Build event pattern Note: When using the EventBridge console, EventBridge will automatically configure the proper permissions for
the selected targets. If you're using the AWS CLI, SDK, or CloudFormation, you'll need to configure the proper

Step 3 permissions.

Select target(s)

Step 4 - optional Target 1
Configure tags
Target types
Step 5 Select an EventBridge event bus, EventBridge API destination (SaaS partner), or another AWS service as a target.
Review and create O EventBridge event bus
O EventBridge API destination
O AWS service

Select a target Info

Select target(s) to invoke when an event magches your event pattern or when schedule is triggered (limit of 5 targets per rule)

‘ SNS topic

aws-noti




EventBridge & 2 0tE OtAIAIF|DJ]| - AWS WAF

AWS Notification Message

o ) aws-noti-for-changed-waf <no-reply@sns.amazonaws.com>
o

= Mg aws-noti-for-changed-waf

"eventName":"UpdateWebACL",

"accountld":

"userName"

"awsRegion"

"sourcelPAd

"requestParametersName": "hnt-dcr-waf-web-acl"
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{

"source": ["aws.ec2"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ["ec2.amazonaws.com"],
"eventName": ["AuthorizeSecurityGroupIngress", "RevokeSecurityGrouplngress", "CreateSecurityGroup", "DeleteSecurityGroup",

"AuthorizeSecurityGroupEgress", "RevokeSecurityGrou pEgress"]

}
}




EventBridge = 228 Ct&J AI3|J] (=) - session

"source": ["aws.ssm"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ["'ssm.amazonaws.com"],
"eventName": ["StartSession"]

}
}
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XN XK 2AH

NEE= 2 MAl

SSM Agent

AWS CLI

Linux, macOS, Windows
Session Manager0il Al = AWS Systems Manager0l A X & &l = 2 E Linux £ macOSHE S X & & LICHL

Session Manager= Windows Server 2012 & Windows Server 2022t X| X & & L| Ck.

M&Z2 Soll HZotel = 228 = =0l AWS Systems Manager SSM Agent & 2.3.68.0 0] 40|
/\-|x| C|O.| O|O-|O|: oI-L|[:

Ol CH8H HTTPS(XZ E 443) 0t=

echessageS.regi on.amazonaws.com
SSM.region.amazonaws.com
ssmmessadges. region.amazonaws.com

(8 &) AWS Systems Manager 2= & = Amazon EC2 22 H&! AWS Command Line Interface(AWS
CLHE AMZSSIH MES A& Z2 22 AIAE0 CLI A 1.16.12 Ol & 0] A X &l O A OF & LICH.

A O]
M

aws --versions @ =0l HHE ol U
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AWS Systems Manager > Session Manager

Session Manag

Sessions Session history Preferences

Sessions l:

Q Filter sessions

Session ID Owner Instance ID Document name Reason Start date Status
-27xbb4qigb2pgjdomvztiudisy arn:aws:iam: : Fri, 07 Jun 2024 08:14:11 GMT © connected
ga7zckdacj7udhrbxx2ilmrwa arn:aws:iam:: A Wed, 05 Jun 2024 08:22:04 GMT © Connected
ur.com-mbevxyghvdmss2yidan2vabmf4 arn:aws:iam:: - Mon, 27 May 2024 23:13:15 GMT @© connected
ur.com-wutidcvjpazpxnzalfxcyw2wze arn:aws:iam: : Mon, 27 May 2024 22:58:47 GMT @© connected

taypqgqkccdwwm7vdk7s2cq arn:aws:lam::! X Wed, 22 May 2024 03:13:08 GMT © Connected
2y22vfgrik57r3kSfy6rifbjy arn:aws:lam:: 1 Mon, 20 May 2024 10:05:05 GMT © Connected
ur.com-arebpsSnkym3o5pojjnsogevai arn:aws:iam:: - Fri, 17 May 2024 23:18:04 GMT @© connected
mmd6ajtpmbptni7eibpfiwugm arn:aws:iam:: : Thu, 16 May 2024 04:13:03 GMT @© connected

ur.com-m7kim62qncxSynxexqap3ija7u arm:aws:iam 2 Wed, 15 May 2024 03:33:30 GMT @ Connected

ur.com-sqqnzalyakzgeja3irescsdrri arn:aws:iam; Wed, 15 May 2024 02:45:17 GMT @© Connected
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CloudwWatch > Loggroups » /aws/ssm/ )l mep3773I3clucb64]bq2957m

Log events

You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [

Q Filter events - press enter to search

Timestamp Message

No older events at this moment. Retry

2024-06-07T713:10:01. % {"eventVersion":"1.0","eventTime":"2024-06-07T04:10:01Z" , "awsRegion": "ap-northeast-2","target": {"id": "1 dS52b"}, "userIdentity":{"arn":"
2024-06-07T713:10:20. 5 {"eventVersion":"1.0","eventTime":"2024-06-07T04:10:20Z" , "awsRegion": "ap-northeast-2","target": {"id":"1i dS2b"}, "userIdentity":{"arn":"
2024-06-07T13:10:25. ¥ {"eventVersion":"1.0","eventTime":"2024-06-07T04:10:25Z", "awsRegion": "ap-northeast-2", "target": {"id":"i dS2b"}, "userIdentity":{"arn":
2024-06-07T13:11:29. 2 {"eventVersion":"1.0","eventTime":"2024-06-07T04:11:29Z", "awsRegion": "ap-northeast-2", "target":{"id":"i dS2b"}, "userIdentity”:{"arn":"
2024-06-07T13:11:35. b {"eventVersion":"1.0","eventTime":"2024-06-07T04:11:35Z", "awsRegion": "ap-northeast-2","target": {"id": "1 dS2b"}, "userIdentity":{"arn":
2024-06-07T13:21:35. 3 {"eventVersion":"1.0","eventTime":"2024-06-07T04:21:35Z", "awsRegion": "ap-northeast-2","target": {"id":"1i dS2b"}, "userIdentity”:{"arn":"

2024-06-07T13:52:29. L {"eventVersion":"1.0","eventTime":"2024-06-07T04:52:29Z" , "awsRegion": "ap-northeast-2", "target": {"id":"1i dS2b"}, "userIdentity":{"arn":

No newer events at this moment. Auto retry paused. Resume
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AWS Systems Manager > Session Manager

Session Manager

Sessions | Sesslonhistory | Preferences

General preferences
Idle session timeout
30 minutes

Run As
ec2-user

KMS encryption
® Disabled

CloudWatch logging

n logs to CloudWatch

Logging option
Stream session logs
$3 logging

Send session logs to 53
©Enabled

Enforce 53 log encryption

Oves

Shell profiles

Linux shell profile
sudo su - ec2-user

‘Windows shell profile

Enforce CloudWatch log encryption

Oves

CloudWatch log group
/faws/ssm/

X A2t XIE s

=5 M& AlZEA
22X 2 202
1~60= =S¢t dl
XNEIts

15202 &%

NE gs =2d 243t

CloudWatch Logs & Amazon S3
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{
"Version": "2012-10-17",
"Statement": [

"Sid": "ssmAWS1131",
"Effect": "Allow",
"Action™ |
"ssm:SendCommand",
"ssm:StartSession"
I,
"Resource™: |
"arn:aws:ec2:*:695809562949:instance/*"
1,
"Condition": {
"DateLessThan": {
'|aws:CurrentTime": "2025-05-07T14:59:59Z" |

}
"StringEquals": {
"aws:ResourceTag/Name": [
"NaverHmac-dev"

{

"Version": "2012-10-17",
"Statement":

{

"Sid": "Sid2",

"Effect": "Allow",

"Action": [
"ssm:GetConnectionStatus",
"ssm:Describelnstancelnformation”

1

"Resource": "*",

"Condition": {

"DateLessThan": {
"aws:CurrentTime": "2025-05-07T14:59:59Z"
}
}
b
{

"Sid": "Sid3",
"Effect": "Allow",
"Action": [

"ssm:TerminateSession"
1
"Resource": "arn:aws:ssm:*:695809562949:session/${aws:username}-*",
"Condition": {

"DateLessThan": {

"aws:CurrentTime": "2025-05-07T14:59:59Z"
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AWS 5ystems Manager > Run Command > Runa command

Run a comman

Command document

Q search by keyword or flter by tag or attrbutes

S unshal [awrive |

Name

Platform types

Amazon Linux, Macos.

Description
Run a shellscript or specify the commands to run.

Document version
Choose t

1 (Defauly)

Command parameters

Commands

ity a shell scrpt or 3 command to run.
Target selection

Target selection
oose a method fo
© specify instance tags Choose instances manually
Specify one or more tag key-value pais to seleft instances that share those tags Manually select the instances you want to

Specify instance tags

ecify o ance tag key-value pairs t nstances where the tasks will run

Tag value (optional)

Enter a tag key and optional value applied to the instahces you want to target, and then choose Add.

O Choose a resource group

Choose a resour

o

up that includes the resources yo
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# ~AHE A
aws s3 cp s3://<bucket_name>/security/scripts/ec2_1linux_20231115.sh - | sudo bash

# 2OHE A9 A3 9dS S3 2 A%
sudo aws s3 mv *result.txt s3://<bucket_name>/security/check_result/2023/hnt-cloud/dev/
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