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e HR Platform (https://flex.team/)
o SaaS
o B2B

e MSAXAWS
o Multi-Account / Multi-VPC
o EKS + Istio J| Bt
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o (TGW + RAM) X Terraform

locals {
. = — A = q
o multi-account &0l Al TGW= RAM2 =2 =35t el
=2 =5 =)} Ctz=35}
o Terraforms Soll &5+ Account/VPC =} H =3
E AWS Cloud
. Your account Third-party
account
. Inspection VPC
@ _transit_gateway_attachment" oke-vpc-attachment" {
N for_each { for a in local.attachment_list : a "name"
Network Firewall endpoint or Elastic network filter {
Gateway Load Balancer interface nar;\e L S e rera
ansit-gateway-
values aws_ec2_transit_gateway.tgw. id
VPG 1 VPC3
rr" I rﬁt} filter {
D Peenig name = "tag:Name"
Instences confiagion Instances values = [" v/${each.key}-attachment"
—oB | g —~
VPG 2 VPC 4
Existing New
r% Transit Gateway Transit Gateway — Fi{j
locals {
Instances Instances route_destnation = [
28 |
(@) o) name =
(o= cidr =
AWS RAM target = data.aws_ec2_transit_gateway_attachment.
rt_association = tru
internal_inspecti

https://docs.aws.amazon.com/prescriptive-guidance/latest/integrate-third-party-services/architecture-3-1.html
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o Inter-VPCZt Ecf
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protocol = "TLS"

source = "$DEV"

source_port = "ANY"

destination = "[

destination_port = "ANY"

direction = "ANY"

sid = 402

msg = "allow tls dev-vpc to dev environ"

’

protocol = "HTTP"

source = "$DEV"
source_port = "ANY"
destination = "[
destination_port = "ANY"
direction = "ANY"

sid = 404

msg =

’

"allow http dev-vpc to dev environ"
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locals {
apply_allow_rule = flatten(
for rule in var.allow_rule : [
for action in ["ALERT","PASS"]

action = action

header = rule

options =
sadR=N[I(Wactioni==RrAILERTEN?
msg = {

check "sid_number" {
assert {
condition = alltrue([
for v in var.allow_rule :
1
error_message = 'sid is must be even number!"
1
+

(v.sid %

rule.sid}" :

ule.sid+1}"

)1
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https://aws.amazon.com/ko/blogs/opensource/vpc-cni-plugin-v1-1-available/
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CSPM (Cloud Security Posture Management)

e Low-Code Platforms
o n8n or total.js/flow + steampipe @ s o
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Log Pipeline

° Cloudwatch->Firehose->S3 -> SQS -> Fluentd
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https://dev.to/aws-builders/cross-account-log-data-sharing-using-kinesis-data-firehose-4e9b
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We are hiring!

https://flex.careers.team/job-descriptions

L@ =zurEng sS4l gEEa1 meEn

A2 SHAE 8} ShHsH F=AMIL.

Product = i Q, security
[Platform] Application Security Engineer LEE PO
[Platform] Security Engineer LE P ONE

[Platform] Information Security Manager LBV



