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(1) Verified Access trust providers (vatp)
- User / Device Trust Provider

(2) Verified Access Instances (vai)
- vatp + Logging Configuration(Optional) + AWS WAF Integrations(Optional)

(3) Verified Access groups (vagr)
- vai + Policy(Optional)

(4) Verified Access endpoints(vae)
- vagr + Policy(Optional)
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VPC ) Verified Access trust providers > Create Verified Access trust provider

Create Verified Access trust provider i«

Integrate with supported identity or device state management services.
Details - optional

Name tag
Creates a tag with a key of ‘Name' and a value that you speci

[ verified-access-trust-provider-o01 |

Name must be 255 characters or less in length.

Description

[ description |

Trust provider information

Policy reference name
‘The identifier to be used when working with policy rules.

Policy reference name

Trust provider type
Select a trust provider type

© User trust provider

O Device trust provider
User trust provider type
Select an user trust provider type
O IAM Identity Center

O 0IDC (OpeniD Connect)

1AM Identity Center status
© Enabled

Additional encryption - optional
Verified Access encrypts data at rest by default, using AWS owned KMS keys. Add an optional layer of encryption for this resource, by
choosing a customer managed KMS key.

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize
your encryption settings.

[] Customize encryption settings (advanced)

Tags - optional
Atag s a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No tags assoclated with the resource.

Add new tag

You can add 50 more tags.

> create

ied Access trust provider .

Details - optional

Name tag
Creaes 3 tag with 3 key of Name'and 3 value tht youspey.

[T

Descrption

[acapoon

Trust provider information

Policyreference name
h identife o be used when warking with polcy ks

Folicyreference name.
Trustprovider type

Seecta rust providertpe.

© user trust provider

© Device trust provider
User trust provider type
Seectan user st provide ype
O 1AM Identiy Center

© oioc (opentd Connect)

=

Authorization endpoint.

[uthorsadon sndpore

Token endpolnt

(ke

This must be 3 fllURL, inclaing the HTTPS protacel. the domai,and he pah

User endpoint

User endpoint

Client D

(e

Clien secret
The OAuth 20 client secret.

(e

Scope.

Scope.

Additional encryption - optional

chvoring » costomer managed KM ke

Your encryption settings

) customize encryption settings (advanced)

Tags - optional

No tags associated with the resource.

You can 344 50 more 55

Cancet

VPC > Verified Access trust providers > Create Verified Access trust provider

Create Verified Access trust provider i

Integrate with supported identity or device state management services.
Details - optional

Name tag

Createsa tag with a key of ‘Name' and a value that you specify.

[ verified-access-trust-provider-01

Name must be 255 characters or less in length

Description

[ description \
Trust provider information

Policy reference name

‘The identifier to be used when working with policy rules.

Policy reference name

Trust provider type
Select a trust provider type.

O User trust provider
© Device trust provider
Device trust provider type

Select a device trust provider type.

[ samt

e

Crowdstrike

JumpCloud

vice.

Additional encryption - optional

Verified Access encrypts data at rest by default, using AWS owned KMS keys. Add an optional layer of encryption for this resource, by

choosing a customer managed KMS key.

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize

your encryption settings.
[C) Customize encryption settings (advanced)

Tags - optional

Atagis a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter

Your resources or track your AWS costs.

No tags associated with the resource.

You can add 50 more tags.

e vt e rovsr
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VPC > Verified Access trust providers >_ Modify Verified Access trust provider
Modify Verified Access trust provider .
Integrate with supported identity or device state management services.

Details

Verified Access trust provider 1D
The name ofthi resource can be changed in Manage tags [

@ vatp)

Description - optional

[ description

Trust provider information
Trust provider type
user

User trust provider type
oidc

Issuer
The identifier that the identity provider includes in the tokens used for authentication and authorization.

Authorization endpoint
The identity provider's endpoint used to authenticate users and vend authorization codes.

foauthz/v1 authorize |

This must be a full URL, including the HTTPS protocol, the domain, and the path.

Token endpoint
The identity provider's endpoint used to exchange authorization codes for access tokens

oauthz/v1/token |

This must be a full URL, including the HTTPS protocol, the domain, and the path.

User endpoint
The identity provider's endpoint used to obtain user information using the access token

joauthz/v1 fuserinfo |

This must be a full URL, including the HTTPS protocol, the domain, and the path.

Client ID
The OAuth 2.0 clent identifier

Client secret
The OAuth 2.0 cient secret.

‘ Client secret ‘

Scope

listof d with the access token. This is the user information available when

authorizing a request against a policy.

openid profile groups |

Additional encryption - optional
fied rest by default, using AWS owned KMS keys. Add an optional layer of encrypion for this resource, by
choosing 3 customer managed KMS key.

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize

your encryption settings.

[ Customize encryption settings (advanced)

VPC ) Verified Access trust providers > Create Verified Access trust provider

Create Verified Access trust provider .

Integrate with supported identity or device state management services.
Details - optional

Name tag
Creates a tag with a key of ‘Name' and a value that you specify.

‘ verified-access-trust-provider-01 ‘

Name must be 255 characters or less in length.

Description

[ description |

/Trust provider information \

Policy reference name
The identifier to be used when working with policy rules.

[ Policy reference name |

Trust provider type

Select a trust provider type.
© User trust provider

O Device trust provider
User trust provider type

Select an user trust provider type.

© IAM Identity Center
O 0IDC (OpenlD Connect)

1AM Identity Center status
@© Enabled

Additional encryption - optional
Verified Access encrypts data at rest by default, using AWS owned KMS keys. Add an optional layer of encryption for this resource, by
choosing a customer managed KMS key.

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize
your encryption settings.

[] Customize encryption settings (advanced)

Tags - optional
Atagis a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
Your resources or track your AWS costs.

No tags associated with the resource.

Add new tag

You can add 50 more tags.
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VPC > Verified Access trust providers >_ Modify Verified Access trust provider

Modify Verified Access trust provider .
Integrate with supported identity or device state management services. Create Verified Access trust provider e

Integrate with supported identity or device state management services.

VPC ) Verified Access trust providers > Create Verified Access trust provider

Details

Verified Access trust provider 1D Details - optional
The name of this resource can be changed in Manage tags [4

& varo [ Name tag

Creates a tag with a key of ‘Name' and a value that you speci
Description - optional 9 Y you specify.

[ description ‘ verified-access-trust-provider-01

Name must be 255 characters or less in length.

Description

Trust provider information

sl (X) An error occurred while trying to deleting Verified Access trust provider.
VerifiedAccessTrustProvider has existing attachments. Please remove all VerifiedAccessTrustProvider attachments
before deleting.

Issuer
The identifier that the identity

Authorization endpoint
The identity provider's endpo

This must be a full URL, incluc

Verified Access trust providers (1/2) fo

The identity provider's endpol

c Actions ¥

User endpoint
The identity provider's endpoi

This must be a full URL, incluc

Q. Find Verified Access trust provider by attribute or tag 1 > ©

The OAuth 2.0 clent identifi

e
I choosing a customer managed KMS key.

Client secret

The OAuth 20 clien secret Your data s encrypted by defaut with a key that AWS owns and manages for you. To choose a different key, customize
[ ctient secret | your encryption settings.

scifie [ Customize encryption settings (advanced)

listof with the access token. This is the user information available when
authorizing a request against a policy.

[ openid profite groups |

Tags - optional

Atag s a label that you assign to an AWS resource. Each tag consists of  key and an optional value. You can use tags to search and filter

Your resources or track your AWS costs.

Additional encryption - optional
fed

4 KMS keys. Add an optional ayer of encryption forthis resource, by
chiboiing & Gistome rodetwped KMS Ty, No tags associated with the resource.

Your data s encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize Add new tag

your encryption settings. You can add 50 more tags.

[ Customize encryption settings (advanced)

e oty Vet e o
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VPC > Verified Access instances > Create Verified Access instance

Create Verified Access instance .

A Verified Access instance is a regional AWS entity that evaluates application requests and grants access only when your
security requirements are met.

Details - optional

Name tag
Creates a tag with a key of 'Name' and a value that you specify.

I verified-access-instance-01 |

Name must be 255 characters or less in length.

Description

I description I

Attach Verified Access trust provider - optional

Verified Access trust provider
Select a trust provider to attach to your Verified Access instance.

Select a trust provider to attach | [ c]

Create a Verified Access trust provider [4

Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No tags associated with the resource.

Add new tag

You can add 50 more tags.
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VPC > Verified Access instances > Create Verified Access instance

Create Verified Access instance .

A Verified Access instance is a regional AWS entity that evaluates application requests and grants access only when your
security requirements are met.

Details - optional

Name tag

Creates a tag with a

Leresecesi - \ferified Access instances (1/1) info C Actions &

Name must be 255 ¢

Description

[description Q. Find Verified Access instance by attribute or tag Modify Verified Access instance 1 > ©
Attach Verified Access trust provider

Attach Verifi Name /_' b I Verified!

Detach Verified Access trust provider

Verified Access tri
Select a trust provid o - Val.
Select a trust prc Ma nage tags

Create a Verified

Delete Verified Access instance

Tags - optiont
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No tags associated with the resource.

Add new tag

You can add 50 more tags.
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Verified Access instances (1/1) fo

| ] || Actions ¥ H‘W

| Q. Find Verified Access instance by attribute or tag

Name .2 v, \ Verified Access instance ID v Description v | Verified Access trust provid... v \ La
[o] - vai_ - 2 Verified Access trust providers Se
@

vai

Details Verified Access groups Verified Access trust providers

Verified Access trust providers (2)

ACLLEIETL () An error occurred while trying to detach trust provider.
VerifiedAccessinstance val- Is not empty. Please remove all VerifiedAccessGroups before attaching or detaching a VerifiedAccessTrustProvider

with TrustProviderType user

Detach Verifie:

| Q_ Filter by Verified Access trust provider ID

Verified Access trust provider ID Description

o,
ot

Verified Access instances (1/1) info | c | | Actions ¥ | [  Verified Access instance ]
Trust provi l Q Find Verified Access instance by attribute or tag I 1 (O]
user Name /' v \ Verified Access instance ID v Description v [ Verified Access trust provid... v | La
device | (o] - vai_ - 2 Verified Access trust providers Se
vai [ ®
Details Verified Access groups Verified Access trust providers Verified Access instance logging configuration Integrations @ Tags
Verified Access trust providers (2) Detach Verified Access trust provider | l Attach Verified Access trust provider
| Q Filter by Verified Access trust provider 1D 1 @
Verified Access trust provider ID Description Trust provider type User type Device type
- device - crowdstrike
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© Verified Access trust provider vatp- 692¢, was successfully detached from Verified Access instance vai-

Verified Access instances ‘ C \ ‘ Actions ¥ | - Create Verified Access instance
‘ Q. Find Verified Access instancgy attribute or tag l 1 o)
v ‘ Verified Access instance ID v Description v | Verified Access trust provid... Vv | La

val - 2 Verified Access trust providers Se

| o
vai- &
Details Verifieg#Access groups Verified Access trust providers Verified Access instance logging configuration Integrations @ Tags
Verified Access trust providers (2) Detach Verified Access trust provider | | Attach Verified Access trust provider
1 &
Description Trust provider type User type Device type
- user oidc -

- device - crowdstrike
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VPC > Verified Access instances » _ > Modify Verified Access instance logging configuration
Modify Verified Access instance logging configuration .«

Modify the configurations for your access logs, which contain details about the access requests made to your apps using
Verified Access.

Details

Verified Access instance ID
vai-

Access logs configuration

Update log version

| ocsf-1.0.0-rc.2 v

@ Include trust context - new

Include claims from trust provider with logs to easily validate and troubleshoot access policies.
You must update the log version to ocsf-1.0.0-rc.2 to turn this feature on. Learn more [

@ Deliver to Amazon CloudWatch Logs

Analyze, query and set alarms on the logs.

Log group

To create a new log group, visit Amazon CloudWatch Logs console [}

| 7] (]

(O Deliver to Amazon S3

Store and retrieve raw logs in object storage.

(O Deliver to Amazon Kinesis Data Firehose

Capture, transform, and deliver logs to Amazon Elasticsearch Service or other Kinesis Data Firehose destinations.

Cancel
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VPC ) Verified Access instances > _ > Modify Verified Access instance logging configuration

Modify Verified Access instance logging configuration .«

Modify the configurations for your access logs, which contain details about the access requests made to your apps using

Verified Access.

Details
Log streams Tags Anomaly detection
Log streams (22)

Metric filters Subscription filters | Contributor Insights Data protection

vae edge domain IP

all log streams

Q Filter log streams or try prefix search

OJ Log stream
O vai unknown-unknown-access-lo
O vai unknown-unknown-access-lo

(_® Deliver to Amazon S3

Store and retrieve raw logs in object storage.

(D Deliver to Amazon Kinesis Data Firehose

Capture, transform, and deliver logs to Amazon Elasticsearch Service or other Kinesis Data Firehose destinations.

Cancel

Last event time

2024-09-23 13:58:05 (UTC+09:00)

2024-09-23 13:48:05 (UTC+09:00)

@
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vai @ X

Details Verified Access groups Verified Access trust providers Verified Access instance logging configuration Integrations @ Tags

AWS WAF Learn More [4 | C l | Actions ¥ l | Create Web ACL [©

Help protect your associated Verified Access endpoints by enabling AWS WAF directly on your Verified Access instance.

! . % ebACL

"activity_id": "

Access Deny”,

: "Audit Activity",
3",

“category_uid"
= “class_name": "Access Activity",
"class_uid": "3006"
"data": { { “ ¢ 3 iz o
"access_path": "public” activity_id
% "activity_name": "Access Deny",
.:gew:e : "“}é-@u "actor": null,
uration”: 0%, " we n i s "
“end_time": "1727064251460" , category_name": A}udh Activity",

"category_uid": "3",
"class_name": "Access Activity",
"GET", “class_uid": "3006",

"time": "1727064251460",
"http_request": {
"http_method":

“h 1t i "data": {
ostname N n o S
"path": "/cgi-bin/luci/;stok=/locale", access_path™: "public
"port": 80, }, <
"query_string": "form=country&operation=write&country=id¥3E¥60for+pid+in+¥%2Fprock2F¥SB( "device": null,
9XSDHZANZF%3B+d0+pid%3D%24%7Bp1d¥25H2FX7D¥3B+p1dX3D¥24%7Bp1d%23%23%2A%2FX7D%3B +exe_path¥30%24%281s- "duration": "0.0",
L+%2Fprock2F%24pid¥2F exe+2%3E52F deviZFnuL L+%7C+ank+3%27%7Bprint+%24NFX7D%27%29%3B+1 f+%5BXSB+%24exe_| “end_time": "1727064363269"
%24p1d%3B+f1%3B+done%3BX60" it By " ¥
Bl sl time": "1727064363269",
"text": "http://43.201.174.119:80/cgi-bin/luci/;stok=/locale? "http_request”: {
form=country&operation=write&country=id%¥3EX60for+pid+in+¥2Fproc¥2F¥580- "http_method": "HEAD"
9XSDHZANZF%3B+d0+pid%3DX24%7Bp1d¥25%2FX7D¥3B+p1dX¥3D¥24%7Bp1d%23%23%2A%2FX7D%3B+exe_path¥3D%24%281s “ury”

"hostname":

L+%2Fprock2F%24pid¥2Fexe+2%3E52F deviZFnuL L +%7C+ank+3%27%7Bprint+%24NFX7D%27%29%3B+1 f+%5BXSB+%24exe_| u
,
"path": "/Core/Skin/Login.aspx",

+%24p1d¥3B+fi%3B+done¥3B%60"

—
user_agen: o-nttp-client/L.1",

"version": "HTTP/1.1" http",

g htto1/_/Core/Sk\.n/Loqin.aspx"
},
"user_agent": "Mozilla/5.@ (Windows NT 10.@; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/106.0.0.@ Safari/537.36",
"version": "HTTP/1.1"

1
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VPC > Verified Access groups > Create Verified Access group

Create Verified Access group w«
A Verified Access group is a collection of Verified Access endpoints whose associated applications have similar security
requirements.

Details - optional

Verified Access groups (1/1) info ‘ C H Actions ¥ |\
Name tag

[ verifed-access-group-01 ] ‘ Q Find Verified Access group by attribute or tag |

Name must be 255 characters or less in length.

Description

Name /' v | Verified Access group ID v | Verified Accessinsta... v | Description

[descrpion ]

Verified Access instance

Verified Access instance

Select a Verified Access instance to attach to your Verified Access group.

Select a Verified Access instance v

Policy details - optional

Policy definition =

et o e opichso b . Wt ok s ipproond 10 ot B3 vagr_ © X

Details Policy Verified Access endpoints Tags

-

Policy enabled
© Enabled

icy details Modify Verified Access group poll:y\

Policy document

permit(principal,action,resource)
4 when {

Cedar Line1,Column1 ®Errors:0 /A Warnings: 0 @ &
7 contcxt.Okta-.gr‘oups,contalns-

Tags - optional
Atagisa label that you assignto an AWS resource. Each tag consists o a key and a optionalvalue. You ca use tags o search and ier
youn esources o track your AWS cast.

No tags associated with the resource,

Add new tag

You can add 50 more tags.

Cancel Create Verified Access group
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Example 1: Creating policies for IAM Identity Center

@® Note
As group names can be changed, IAM Identity Center refers to groups using their group ID. This helps avoid breaking a policy statement when changing the name of a group.

The following example policy allows access only when a user belongs to the finance group (which has group ID of c242c5b@-6081-1845-6fa8-6e0d9513c107) and has a verified email address.

permit(principal,action,resource)

when { Example 3: Using CrowdStrike
context.<policy-reference-name>.groups has "c242c5b@-6081-1845-6fa8-6e0d9513c107"
8& context.<policy-reference-name>.user.email.verified == true The following example policy allows access when the overall assessment score is greater than 50.

14

permit(principal,action,resource)

when {
context.crwd.assessment.overall > 50

Example 1b: Adding more conditions to a policy statement for 1AM Identity Center

The following example policy allows access only when a user belongs to the finance group (which has group ID of c242c5b0-6081-1845-6  };
the Jamf device risk score is LOW.

Example 4: Working with special characters
permit(principal,action,resource)

when { The following example shows how to write a policy if a context property is using a : (semicolon), which is a reserved character in the policy language.
context.<policy-reference-name>.groups has "c242c5b@-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true permit(principal, action, resource)
8& context.jamf.risk == "LOW" when {
b context.<policy-reference-name>["namespace:groups"].contains("finance")
B

Example 2: The same policy for a 3rd party OIDC provider

The following example policy allows access only when the user is from the "finance” group, they have a verified email address, and the Jamf dev Example 5 Allow a3pecific P addrss

The following example shows a policy that allows only a specific IP address.
permit(principal,action,resource)

when { permit(principal, action, resource)
context.<policy-reference-name>.groups.contains("finance") when {
&& context.<policy-reference-name>.email_verified == true context.http_request.client_ip "192.0.2.1"

8& context.jamf.risk == "LON" };

Example 5a: Block a specific IP address
The following example shows a policy that will block a specific IP address.
forbid(principal,action,resource)

when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))

£ X: Verified Access example policies
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Create Verified Access instance

Q Find Verified Access instance by attribute or tag | 1 ©®

Verified Access instances (1) info

Name ./ v | Verified Access instance ID \ \ Description v Verified Access trust prov

O okta_test - vatp-031e26821058e8b0

VPC > Verified Access instances > ([ GRS

Ry = — o —

Details

Verified Access instance ID Description Creation time

[ val_ - September 22, 2024, 21:03 (UTC +09:00)
Verified Access trust providers Last updated time

vatp September 23, 2024, 14:22 (UTC +09:00)

Verified Access groups Verified Access trust providers Verified Access instance logging configuration Integrations @ >
Verified Access groups (1) info ‘ C ‘ | Create Verified Access group ‘
‘ Q. Find Verified Access group by attribute or tag ‘ 1 &

Name ./ v \ Verified Access group ID v | Verified Access insta... ¥ \ Description
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VPC > Verified Access instances > vai{j | D > Launch policy assistant
et Specify your resources

Specify your resources
Learn more [4

Step 2
Edit policies Details
Step 3 User email address
Review and apply new changes Provide the email of the user.
to the policies ‘ Enter email address ’
Verified Access endpoint
Select the Verified Access endpoint.
| Verified Access endpoint v | | C |

Name - optional
Provide the name of the user.

I Enter name |

Name must be 255 characters or less in length.

Device identifier - optional
Provide the unique device identifier of the device.

I Enter device ’

Device identifier must be 100 characters or less in length.

Authorization result

Retrieves the most recently logged authorization result for the specified user. You can optionally choose latest allow or deny result specifically.
© Latest authorization result

O Latest allow result

O Latest deny result

Cancel _

Z X : Verified Access policy assistant



https://docs.aws.amazon.com/verified-access/latest/ug/policy-assistant.html
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VPC > Verified Access endpoints > Create Verified Access endpoint

Create Verified Access endpoint .«

A Verified Access endpoint is a regional resource that specifies the application which AWS Verified Access will be providing
access to.

Details - optional

Name tag
Creates a tag with a key of ‘Name' and 3 value that you spedify.

verified-access-endpoint-01 |

Name must be 255 characters or less in length.

Description

description |

Verified Access group details Application details

Application domain

Verified Access group The DNS name for users to reach your application.

Associate your Verified Access endpoint to a Verified Access group,

Select a Verified Access group.

Domain certificate ARN
TLS/SSL certf

Endpoint details Select a domain certifcate ARN

Protocol
© HTTPS
O HTTP

Policy details - optional

Policy definition
Your inheritits Verfied policy

Attachment type
The type of network component.

Access endpoint. Visit the permissions playground to learn more (2

Select attachment type

Endpoint type
The type of Verified Access endpoint to create

| setect endpoint type

Security groups
The security groups to associate with the AWS Verified Access endpaint.

Select securlty groups

Endpoint domain prefix
Acustom identifier that gets prepended to a DNS name that is generated for the end

| Endpoint domain prefix

Cedar  Line,Column1  @Errors:0 A Warnings:0

Tags - optional

policy \g your Verified

Your resources or track your AWS costs.

No tags associated with the resource.

You can add 50 more tags.

Cancel

value, You can uze fitter

VPC > Verified Access endpoints > _ > Modify Verified Access endpoint

Modify Verified Access endpoint .«

A Verified Access endpoint is a regional resource that specifies the application which AWS Verified Access will be providing

access to.
Details

Verified Access endpoint ID
The name of this resource can be changed in Manage tags [

Description - optional

l description

Verified Access group details

Verified Access group
Associate your Verified Access endpoint to a Verified Access group.

Endpoint details

Endpoint type

load-balancer

Port

[ 80

Subnet
Select subnet(s) associated with your load balancer.

l Select subnets

| subnet- (GG | | subnet— X

Cancel
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® You successfully modified vae- X

Verified Access endpoints (1/1) fo

‘ Q. Find Verified Access endpoint by attribute or tag

Name /' v | Verified Access endpoint ID v Status Description v |

o N - © Updating -

Verified Access endpoints (1) info | c || Actions v

‘ Q. Find Verified Access endpoint by attribute or tag ]

Name ./ v \ Verified Access endpoint ID v Status | Description v |

O - | o :
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(1) Verified Access endpoints(vae) T — y
Delete Verified Access group vagr-_ permanently? This

action cannot be undone.

® The Verified Access group has existing associated Verified Access endpoints.

Verified Access endpoints
]

Unable to delete vai_ X
Delete Verified Access instance val—permanently? This

action cannot be undone.

(2) Verified Access groups (vagr)

® The Verified Access instance has existing associated trust providers or Verified
Access groups.

Trust providers Verified Access groups
1 1

Cancel

(3) Verified Access Instances (vai)

- . M od = ® An error occurred while trying to deleting Verified Access trust provider. X
attachments before deleting.

Verified Access trust providers (1/2) fo

| Q_ Find Verified Access trust provider by attribute or tag | 1 @

Name /' v | Verified Access trust provid... v | Description

| ol - vatp_ =

(4) Verified Access trust providers (vatp) - Option
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Event Info Targets
User single sign on to app OpenlID Connect Client (Applnstance)
SUCCESS - (AppUser)
Verify user identity Password (AuthenticatorMethod)
SUCCESS Okta Verify (AuthenticatorMethod)
1 more targets
User login to Okta Password (AuthenticatorEnroliment) "activity id": "2"
= . ’
SUCCESS OpenlID Connect Client (Applnstance) "activity_name" + "Access Deny" 5
" ",
Evaluation of sign-on policy OpeniD Connect Client (Applnstance) actt:r' N { ’ 3 .
authorizations": []
CHALLENGE Default Rule (Rule) }
L
e lagets “category_name": "Audit Activity",
" s AN . NN
User single sign on to app OpenID Connect Client (Applinstance) "category_u}'d : "3 4 e ’
B - O "class_ngmf o Acc?ss Activity",
class_uid": "3006",
Evaluation of sign-on policy OpenlID Connect Client (Applnstance) "data": {
ALLOW Catch-all Rule (Rule) "context": {},
"access_path": "public"
User single sign on to app OpenlID Connect Client (Applnstance) }
s
SUCCESS - (AppUser) e oomr
Verify user identity Password (AuthenticatorMethod)
Evaluation of sign-on policy OpeniD Connect Client (Applnstance)

CHALLENGE Catch-all Rule (Rule)
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v @ 2024-09-22T07:28:04.2862 {"activity_id":"1","activity_name":"Access Grant","actor":{"authorizations":. Link[4
"class_uid": "3006",
"data": {
"context": {
Tokta": £
"sub"
"name
"loca
"emai
"pref
"give
"fami
"zone
"upda
"emai
"grou

1
"exp"
ot £ %

},
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Details Policy Verified Access endpoints Tags

Policy details Modify Verified Access group policy

Policy enabled
®© Enabled

Folley docman: OpenID Connect ID Token Edit

permit(principal,action,resource)

N I
\;on:e,\t.-.groups.contains(-') Issuer Okta URL
}; 2

Claims Claims for this token include all user attributes on the app
profile.
Groups claim type Filter

Groups claim filter @ groups Matches regex .*

[l Using Groups Claim




Troubleshooting

When you create a Verified Access group or create a Verified Access endpoint, you have the option to
define the Verified Access policy. You can create a group or endpoint without defining the Verified Access
policy, but all access requests will be blocked until you define a policy. Alternatively, you can add or
change a policy on an existing Verified Access group or endpoint after it has been created.

Verified Access 1E2 M517{L} Verified Access HEZQIET 45 Il Verified Access HXS Hol&g £ A==
MO| AELICE Verified Access HMS HOSHX| 21 1§ Ti= ACHQIEE MME 4 UK M2 S FHol& uinix] 2
E HMA QHO| XICHEIL|CH = MMEl 5 7|E Verified Access 18 F= HEZQIEQ| HHMS FII51HL iAE £
AELILCE.

Z X : Verified Access policies



https://docs.aws.amazon.com/verified-access/latest/ug/auth-policies.html

Troubleshooting

403 Forbidden (2)

HTTP/1.1
312 B (0 B size)
strict-origin-when-cross-origin

Highest

Response Headers (312 B)

Connection: keep-alive

Date: Mon, 23 Sep 2024 00:45:42 GMT

set-cookie: DISABLED=deleted; DISABLED-00=deleted; DISABLED-01=deleted; DISABLED-02=deleted; DISABLED-03=delef
0:01 GMT; Path=/

transport-security: max-age=63072000

Request Headers (2.511 kB)

t: text/html,application/xhtml+xml,application/xml;q=0.9,image/avifimage/webp,image/png,image/svg+xml,*/*,q=0.

Encoding: gzip, deflate, br, zstd

lage: en-US,en;q=0.5
tion: keep-alive

Cookie: AWSALBAuthNonce=gA|

0Zume .

jSRtS3k4RFaFbO; AWSVASessionCookie-0=0q+84fYVbCHxmvxD78CPxE6iFaD063t+OGbtj/

200

200
van— ' 200
PmuX5WdRI//8nAhvbgTw==
DNT: 1 200
o 200
Priority: u=0, i
Sec-Fetch-Dest: document
ec-Fetch-Mode: navigate
c-Fetch-Site: none
Sec-Fe User: 21
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Appendix.

- AWS Verified Access Integration with 3rd party identity providers

- Integrating AWS Verified Access with device trust providers

- What is AWS Verified Access?

- CEDAR PLAYGROUND

- Exceed the 100 groups limitation on a group claim when using the Implicit Flow.



https://aws.amazon.com/ko/blogs/networking-and-content-delivery/aws-verified-access-integration-with-3rd-party-identity-providers/
https://aws.amazon.com/ko/blogs/networking-and-content-delivery/integrating-aws-verified-access-with-device-trust-providers/
https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://www.cedarpolicy.com/en/playground
https://support.okta.com/help/s/article/how-to-exceed-the-100-groups-limitation-on-a-claim?language=en_US

