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Misconfiguration

Top Threats to Cloud

Computing 2024

security
alliance

Security Issue 1

Misconfigurations are the incorrect or sub-optimal setup of cloud computing assets that can

leave them vulnerable to unintended damage or external/internal malicious activity. Lack of cloud
system knowledge or understanding of cloud security settings and nefarious intentions can result

in misconfigurations. Some common misconfigurations [1] are: 1. secrets management, 2. disabled
monitoring and logging, 3. ICMP left open, 4. insecure automated backups, 5. storage access, 6. lack
of validation, 7. unlimited access to non-HTTPS/HTTP ports, 8. overly permissive access to virtual
machines, containers, and hosts, 9. enabling too many cloud access permissions (least privilege),
10. subdomain hijacking (aka dangling DNS), 11. misconfigurations specific to your cloud provider(s)
like AWS S3 buckets. Misconfiguration of cloud resources is a leading cause of security issues in the

cloud that can result in severe damage, as shown in the Business Impact section below. [2]
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Sign up for AWS

Explore Free Tier products with a Root user email address

Used for account recovery and some administrative

new AWS account. functions

To learn more, visit aws.amazon.com/free. l

AWS account name

Choose a name for your account. You can change this
name in your account settings after you sign up.

| Sign in to an existing AWS account

Privacy Policy [ | Terms of Use [4

Amazon Web Services, Inc. or its affiliates. All rights reserved.

Language
English ¥



Congratulations!
Thank you for signing up with AWS,

We are activating your account, which should take a few
minutes. You will receive an email when this is complete.

Sign up for another account or Contact Sales
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Multi-factor Authentication

Please enter an MFA code to complete sign-in.

MFA Code:
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Search...

Amazon Web Services: google@sbinfra-id
506 368 ¢
Amazon Web Services: google@sbinfra-id
410 357 ¢
Amazon Web Services: seongjin.hong@se...
412 364 ¢
Panther: seongjin.hong@sendbird.com
712770 ¢

Amazon Web Services: Casper managment
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CloudTrail
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Event history (150+) it

Event history shows you the last 90 days of management events.

Lookup attributes

@ ( Download events ¥ ) ( Create Athena table )

X] [ Filter by date and timeJ < 1 2 3 4

Resource type

( Read-only v l Q, false
(] Event name [ Event time User name | Event source |
Updatelnstancelnformation January 19, 2025, 20:53:04 (UTC+09:00) i-Ob06ed8e5d756a050 -

CreatelLogStream
CreateLogStream

Updatelnstancelnformation

Updatelnstancelnformation

Updatelnstancelnformation

CreateLogStream
CreateLogStream

Updatelnstancelnformation

Updatelnstancelnformation

Updatelnstancelnformation

Oo0|0OD0D0|000D0DO00|D

Updatelnstancelnformation

January 19, 2025, 20:52:38 (UTC+09:00)
January 19, 2025, 20:52:38 (UTC+09:00)
January 19, 2025, 20:51:41 (UTC+09:00)
January 19, 2025, 20:48:04 (UTC+09:00)
January 19, 2025, 20:46:41 (UTC+09:00)
January 19, 2025, 20:45:28 (UTC+09:00)
January 19, 2025, 20:45:27 (UTC+09:00)
January 19, 2025, 20:43:04 (UTC+09:00)
January 19, 2025, 20:41:51 (UTC+09:00)
January 19, 2025, 20:41:41 (UTC+09:00)

January 19, 2025, 20:38:04 (UTC+09:00)

Discord_Webhook_Organization
Discord_Webhook_Organization
i-00ef351ce1f5c39ea
i-0b06ed8e5d756a050
i-00ef351ce1f5c39ea
Discord_Webhook_Organization
Discord_Webhook_Organization
i-Ob06ed8e5d756a050
i-00ef351ce1f5c39ea
i-00ef351ce1f5c39ea

i-0b06ed8e5d756a050

> @

Resource name
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Password policy

YH[0|ED

Apply default password requirements.

‘ O 1AM default

( © cCustom

Apply customized password requirements.

Password minimum length.
Enforce a minimum length of characters.

characters

Needs to be between 6 and 128.

Password strength

[T] Require at least one uppercase letter from the Latin alphabet (A-Z)

[C) Require at least one lowercase letter from the Latin alphabet (a-z)

[C) Require at least one number

(7] Require at least one non-alphanumeric character (! @#S% N N&*()_+-=[1{|")

Other requirements

[7) Turn on password expiration

[C] Password expiration requires administrator reset
[C) Allow users to change their own password

[C] Prevent password reuse
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_e AWS Billing > Account ® ©

Billing and Cost < Account info

Management

Choose billing view New Account settings
Account ID Service provider
2343551 Amazon Web Services Korea LLC
Account name Password

Home admin EEerey

Getting Started

Billing and Payments

Bills Contact information info
Payments Full name Company name - optional Address line 1
Credits [ Seongjin hong ] [ ] [ 262, Dotiil-ro, ]
Purchase Orders
. Phone number Website URL - optional Address line 2

Cost and Usage Analysis >

(ezon ) ) | ( )
Cost Explorer

Can only contain numbers and the following characters:"+()-". Must start with a + and
Cost Explorer Saved Reports country code. For example, +12025550179. Address line 3

Cost Anomaly Detection [ ]

Alternate contacts

You can add alternate contacts for Billing, Operations, and Security communications to ensure the correct people are notified for each topic. As a primary account holder, you will continue to receive all email communications. Learn

more [2
Billing contact Operations contact Security contact
None None None
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¥ Credentials Settings

Master username Info
Type a login ID for the master user of your DB instance.

(‘acin )

1 to 32 alphanumeric characters. The first character must be a letter.

Credentials management
You can use AWS Secrets Manager or manage your master user credentials.

7

© Managed in AWS Secrets Manager - most secure (O self managed
RDS generates a password for you and manages it throughout its lifecycle Create your own password or have RDS create a password that you manage.

using AWS Secrets Manager.

\.

-
(@ If you manage the master user credentials in AWS Secrets Manager, additional charges apply. See AWS Secrets Manager pricing [
Additionally, some RDS features aren't supported. See limitations here [7.

L=

Select the encryption key | Info
You can encrypt using the KMS key that Secrets Manager creates or a customer managed KMS key that you create.

( aws/secretsmanager (default) v J @
Add new key [2
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® Resource Groups & Tag Editor

aws:secretsmanager:owningService rds
Name smdemo-db
Secret value info { Retrieve secret value ]

Retrieve and view the secret value.

Rotation configuration info Rotate secret immediately ‘l Edit rotation ]

Rotation status
© Enabled

Rotation schedule
7 days

Next rotation date (UTC)
Fri, March 24, 2023 at 23:59:59 UTC
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RDSO|A= C| A3 TN E L=2o}ot= 7|52 ML B & AES-256 = et
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= RDS > Create database B £ 0
Failover priority Aurora MySQL- >
( No preference v ] Compatible Edition
Aurora MySQL is Amazon's
BaCkuP enterprise-class MySQL-compatible
Backup retention period Info database.

The number of days (1-35) for which automatic backups are kept.
Aurora MySQL offers:

[ 1 v J day
« Up to five times the throughput
Copy tags to snapshots of MySQL Community Edition
* Up to 128 TB of autoscaling SSD
storage

Encryption

Six-way replication across three

Enable encryption Availability Zones
Choose to encrypt the given instance. Master key IDs and aliases appear in the list after they have been created using the AWS Key Management Service console. Info

Up to 15 read replicas with replica
lag under 10-ms

AWS KMS key Info

Automatic monitoring with
[ (default) aws/rds w ] failover
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Security group
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Audit logS 250 MHO[AM ot HE|SS =9 & = ASLIC.

OS metrics granularity

ﬂ 60 seconds v

Monitoring role for OS metrics

| default v |

Clicking "Create database" will authorize RDS to create the IAM role rds-monitoring-role

Log exports

Select the log types to publish to Amazon CloudWatch Logs Viewing LOgZ audit/server_audit.log (1 09.6 kB)
Audit log text: [l background: [l
{_J Error log

() General log
() iam-db-auth-error log
(] Slow query log
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Public subnet Private subnet Private subnet

Security group Security group Security group
SSUTLS
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Internet gateway z N
Users Elastic Load Balancer NAT QTG‘WGY EC2 Instance Database
4

l

Inlemotfateway

D

AWS Secrets Manager
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EC2 IAM role 5.0
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e -0bc3beS b — Add/Edit Tags
Image Attach to Auto Scaling Group
Networking h/Replace IAM
CloudWatch Monitoring »

< Change Termination Protection

ew/
Instance: | i-0bc3be5bes74f58ae  Public DNS: ec2-107- KRGS URGE

Change Shutdown Behavior

Description Status Checks = Monitoring = Tags Get System Log

Get Instance Screenshot

Instance ID  i-Obc3be5be974f58ae

Instance state  running
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AWS Cloud

Security group

Public subnet Private subnet

Private subnet

Users Elastic Load Balancer

NAT gateway

Security group

EC2 Instance

Security group

Database
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metadata server

IMDSv2

Session manager S3
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CloudWatch Logs

Intemet

Internal Engineer System manager

CloudTrail CloudTrail S3
root

Image Upload S3

I

Identity and Access Management
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AWS Secrets Manager
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Thank you!
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Applying the AWS Shared Responsibility Model to your GxP Solution
https://aws.amazon.com/ko/blogs/industries/applying-the-aws-shared-responsibilit
y-model-to-your-gxp-solution/

AWS AHEX} B 7|X HOoE 710|E S MH[A AT
https://www.youtube.com/watch?v=c3bRdLXQhxA

CSA top 10 threats to cloud computing-2024

https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-2024
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https://www.flaticon.com/ Freepik, Royyan Wijaya, zafdesign, Ranah Pixel Studio,
Roundicons, Vectorslab

AWS A|’Z0]| CHSt FE ALEXT 2 AL
https://docs.aws.amazon.com/ko_kr/IAM/latest/UserGuide/root-user-best-practices
.html#ru-bp-multi



