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zerolDESE TOF=MT=9YEC <l prowler aws —secur 1Ty—hub —region ap—northeast—2 ——send-sh-onlwv-Tails

S WWa s
(YWY WA
WS WS I | _|v5.3.0

||
o
| the handy multi-cloud security tool

B
|
|
_
Date: 2025-02-17 20013005

—> USIHQ the &Ws credentials below:
AWS—CL 1 Profile: default
AMs Begions: ap—northeast—¢
AMS Account:
User |d AlD
Cal ler |dentity ARM:

== Using the fol lowing configuration:
Config File: fhomedzeros . locals | ib/python3 . 104 ite—packages/prowler/contialcont ia. waml
Mutelist File: fhomedzercd . locall|ib/evthon3 . 10/ ite—packages/prowler/cont iafaws_mutel ist . waml
Scanning unused services and resources. False

Executing Bbh checks, Dlease wa i T,
—> Scanning cloudwatch service |||||||| | / 887865 [16%] in 1:10
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L

-
0.0% (03 Muted J

ﬁhccaunt_Scan Fesults (severity columns are for fails only):

Prowider Seryice ~tatus Critical High Med i um Lo Muted 1
aws accessanalvzer ( (0 (
aws account ( 1 (
aws | ambda 1 (0 (
aws backup 0 (0 (
aws bedrack ( 1 (
aws cloudformat ion ( 1 (
aws cloudtrail ( 4 (
aws c | oudwatch ( [l (
aws contig 0 1 0
aws drs ( 1 (
aws =l 1 17 (
aws =il ( (0 (
aws eventhridge ( (0 (
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ZA Z0hs 20 20 £ it EoF ZALLCHL D& 7| E & dES [HE QA0 ES 450 B8 AL 20 E MEE == isUth
agst7IE
(Q =z&57 ) (a= v )
(MBos 2aZrower X | ((=Einen )
o) EEE Al rS ;_J— A
0| z=sazn v | RS v | ioEeE 2| v| amm v | mm v | 2 pEEs
Ensure all VPC has public and EC2VPC
o private subnets defined - m ap-northeast-2 Prowler BEE_G ® FAILED
Ensure VPC subnets do not AwsEc2Subnet
O assign public IP by default - m ap-northeast-2 Prowler El;bdzm_ ®F’§‘|LED
Ensure VPC subnets do not AwsEc25ubnet
O assign public IP by default - m ap-northeast-2 Prowler Elé%qft' ® FAILED
Ensure VPC subnets do not AwsEc2Subnet
O assign public IP by default - m ap-northeast-2 Prowler Elgig‘_!t' ®F"{‘|LED
Ensure VPC Flow Logging is ECZVRC
O f 99 - m ap-northeast-2 Prowler vpC- (® FAILED
Enabled in all VPCs. 0 EEESEEE W TPOEETEEEEs EEeE R e
0Oc56d
Ensure VPC Flow Logging is ECZVPC
o i e - m ap-northeast-2 Prowler vpc- () FAILED
Enabled in all vPcs. 0 WEEEEEE el FEUEees ek T
05aaf6
Amazon EC2 should be
configured to use VPC endpoints AwsEc2VpcEndpointservice
O that are created for the Amazon - m ap-northeast-2 Prowler ng_Gd? @ FAILED

EC2 service.
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