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오픈소스로점검하는 AWS 인프라보안

이지영

보안 엔지니어

백패커



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

• AWS 보안점검의중요성
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AWS 보안점검의중요성

클라우드보안설정오류 보안사고
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AWS 보안점검의중요성

Software Development Lifecycle

SDLC는계속해서반복되어야함

Security Optimization Cost

개발의앞단계일수록보안개선

비용도가장낮아짐

배포전/직후클라우드설정

점검을파이프라인에

마이그레이션하는것이좋음
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왜오픈소스보안점검툴에관심을가져야하는가?

AWS Trusted Advisor

AWS Config

.

.

.

자체서비스들로도당연히점검가능
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왜오픈소스보안점검툴에관심을가져야하는가?

Cost Effective Community Customize

검증된보안진단도구를

오픈소스를통해

비용효율적으로점검가능

커뮤니티에의해빠르게업데이트

되고 있어서최신의트렌드가

원활하게반영됨

소스코드가공개되어있어,

필요한경우각환경에맞게

커스터마이징가능
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• What is Prowler?

01.

A

02.

B

03.

C

82개 AWS 서비스에
대한 560+의점검항목
지원

CIS, NIST, PCI-DSS, 

SOC2 등다수의
보안프레임워크
준수여부점검

. 

커맨드라인기반, 

오픈소스무료
(기업용 SaaS도
별도제공)​
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• What is Prowler?
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• What is Prowler?
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• What is Prowler?
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• What is AWS Service Screener v2

01.

A

02.

B

03.

C

17+ AWS 주요
서비스에대한
핵심설정점검지원

AWS Well-

Architected 

Framework 보완

CloudShell 기반실행, 

결과는대시보드형태
보고서로출력
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• What is AWS Service Screener v2
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• What is AWS Service Screener v2
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• What is AWS Service Screener v2



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

• What is AWS Service Screener v2
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• What is AWS Service Screener v2
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• Use Case - Prowler

배포된 AWS 리소스설정을신속스캔하여
보안취약구성식별

CI/CD 파이프라인의한단계로통합가능
(예: 배포후스캔)​

지속적활용: 일정주기마다자동재점검
(예: 매일또는매주)
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• Use Case  – Service Screener V2

정기진단: 전체 AWS 계정에대해종합점검실시

리포트활용: 쉽게만드는 대시보드/리포트로 보고용이

다각도분석: 보안뿐아니라현대화필요영역,

 비용최적화, 운영우수성도점검
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보안의수준은관심의수준과동일하다.



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Thank you!
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