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What is Prowler?

() CloudShell

ap-northeast-2 +

cloudshell-user $ pipx install prowler
installed package prowler 5.4.1, installed using Python 3.9.20
These apps are now globally available
- prowler
done! ‘+ ¥ ‘%
cloudshell-user $ cd /tmp
tmp $ prowler aws

"N "/ NN/ /7 1/ N '
P10 T TNV VAL /|

I /1 N/ N A TN ZIv5.4.1
I_I the handy multi-cloud security tool

Date: 2025-03-24 15:12:49

-> Using the AWS credentials below:
- AWS-CLI Profile: default
- AWS Regions: all
+ AWS Account: 199103129564
- User Id: 199103129564
- Caller Identity ARN: arn:aws:iam::199103129564:root

-> Using the following configuration:
- Config File: /home/prowler/.local/share/pipx/venvs/prowler/lib/python3.9/site-packages/prowler/config/config.yaml
. Mutelist File: /home/prowler/.local/share/pipx/venvs/prowler/1lib/python3.9/site-packages/prowler/config/aws_mutelist.yaml
- Scanning unused services and resources: False

Executing 565 checks, please wait...
-> Scanning bedrock service |l | | 54/565 [10%] in 1:29

aW% © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.



« What is Prowler?
PROWLER () « s

Launch Scan @

88 Analytics ~
E Overview
© Compliance
Issues
[l Topfailedissues v
(4 High-risk indings ~

8, AmazonWeb Services
EH Microsoft Azure

G Google Cloud

& Kubernetes

© Browseallfindings
Settings
§3 Configuration ~

(3> CloudProviders

& Provider Groups

(> Signout

Launch Scan

Choose acloud provider

o= Show Filters

ovider Started at

Mar 24,2025

199103129564 () S e

1entries in Total.

e © 2025, Amazon Web Services, Inc. or its aftiliates. All rights reserved.

Status Findings Resources

() 93% Executing See Findings 0

Scheduled at

Mar 24,2025
9:22PMUTC

Completed
at

~
~

Type

SCHEDULED

Pagelofl

<>

1$¢

Scan
name

DETINY
scheduled

scan
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 What is Prowler?

PROWLER [ © o O
_ Details Finding Severity MEWS Last seen Region Service Cloud provider
Launch Scan @
aws No alias found in provider

Mar 24, 2025

® Find secretsin SSM Documents. Critical A FAIL us-east-1 ssm 199103129564 ©
88 Analytics ~
Ensure only hardware MFA is enabled for the root " Mar 24, 2025 : A Noalias foundin provider
E Overview © account Sl S e = 199103129564 @
©@ Compliance ‘ : .
\ o Mar 24, 2025 . aws No alias found in provider
. ® Ensure noroot account access key exists Critical A FAIL us-east-1 iam 199103129564 o
[l Topfailedissues e o Ensure no security groups allow ingress from Critical A ~,  Mar24,2025 ap- 0co FIE) Moaliasfound in provider
: : : 0.0.0.0/0 or::/0 to highrisk ports. northeast-2 199103129564 (3]
(&4 High-risk findings v
© Browseallfindings 6 Ensure no EC2instances allow ingress from the Critical A FAIL Mar 24, 2025 ap- ec A Noalias foundin provider
internet to TCP port 22 (SSH) northeast-2 199103129564 ©
Settings
i @ E th SNS Tobi ted e - Mar 24, 2025 1 aws No alias found in provider
§8  Configuration A nsure there are no opics unencrypte igh us-east- sns 199103129564 ©
& Cloud Providers
. : Mar 24,2025 : R aws No alias found in provider
% Provider Groups ® Ensure there are no SNS Topics unencrypted High FAIL us-east-1 sns 199103129564 0
® ScanJobs ‘ : .
. Mar 24,2025 aws No alias found in provider
9% Roles ® Ensure there are no SNS Topics unencrypted High FAIL us-east-1 sns 195103129564 0
Workspace ) No alias found in provider
@®  Ensure there are no SNS Topics unencrypted High FalL  Mar24,2025 us-east-1 sns aws
2 Memberships v 199103129564 ©
()
. Mar 24,2025 aws No alias found in provider
[> Signout © Check S3 Account Level Public Access Block. High FAIL us-east-1 s3 199103129564 O
aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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« What is AWS Service Screener v2
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What is AWS Service Screener v2

& CloudShell

us-east-1 + us-east-1 environment actions

{ New tab ]

Split into rows

Split into columns

[info] Empty CF stacked deleted successfully, name: ssv2-9ae80d775375

Upload file
Total Resources scanned: 290.00 | No. Rules executed: 837.00
Time consumed (seconds): 52.3@5 Download file
ElasticachepageBuilder class not found, using default pageBuilder
RedshiftpageBuilder class not found, using default pageBuilder Restart
CloudfrontpageBuilder class not found, using default pageBuilder
EfspageBuilder class not found, using default pageBuilder Delete
CloudwatchpageBuilder class not found, using default pageBuilder
OpensearchpageBuilder class not found, using default pageBuilder Global actions
RdspageBuilder class not found, using default pageBuilder .
EkspageBuilder class not found, using default pageBuilder Create VPC environment (max 2)

DynamodbpageBuilder class not found, using default pageBuilder
EcZpageBuilder class not found, using default pageBuilder
S3pageBuilder class not found, using default pageBuilder
CloudtrailpageBuilder class not found, using default pageBuilder
TampageBuilder class not found, using default pageBuilder
LambdapageBuilder class not found, using default pageBuilder
KmspageBuilder class not found, using default pageBuilder
ApigatewaypageBuilder class not found, using default pageBuilder

. Running CP - TA, it can takes up to 6@ seconds
Error: TA unable to generate. Access denied due to support level
Pages generated, download to view
CloudShell user, you may use this path: JEE=Z88N /tmp/service-screener-v2/output.zip [JRE====l
@ Thank you for using Service Screener, script spent 54.117s to complete @
(tmp) [cloudshell-user@ip-10-132-51-72 service-screener-v2]$

adws
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 What is AWS Service Screener v2

e Service Screener High Risk - Group by Region High Risk - Group by Service

a\ WSQ - Open Source Project us-east-1 I ap-northeast-2 I GLOBAL cloudwatch [ iam [ lambda I cc2 HEEE kms

I cloudtrail

A Home
Pages

Y% FINDINGS
|~ MODERNIZE
& TA

Compliances / Frameworks

= Cs Chart by Serv by Region Chart by Region by Serv
‘= FIR us-east-1 [l ap-northeast-2 [ GLOBAL cloudwatch I iam I s I ambda HE <« I <3
— I opcnsearch M rds ec2 guardduty [l dynamodb
= MSR B s I cloudtrail [l apigateway M redshift M cloudfront
— I clasticache
7= NIST 200

180
— 160
= RMIT 120
= SPIP
= SSB

us-east-1 ap-northeast-2 GLOBAL
Y= WAFS
aws
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 What is AWS Service Screener v2

e Service Screener CPFINDINGS Home / CPFINDINGS

d WS - Open Source Project Findings

A Home
Show 50 # entries

Pages
Copy CSV  Column visibility ~

& FINDINGS
Service *+ Region Check Type ResourcelD Severity
I~ MODERNIZE

& 1A @ APIGATEWAY us-east-1 EncryptioninTransit Security REST::serverless-app Medium

Compliances / Frameworks @ APIGATEWAY us-east-1 WAFWACL Security REST::serverless-app Medium

= as @ APIGATEWAY us-east-1 XRayTracing Security REST::serverless-app Medium

FTR
© CLOUDTRAIL us-east-1 EnableTrailS3BucketMFADelete ~ Security Cloudtrail::IAMAAPolGenTrail High

= MSR
@ CLOUDTRAIL us-east-1 EnableTrailS3BucketVersioning  Reliability Cloudtrail::IAMAAPolGenTrail High
= NIST
@ CLOUDTRAIL us-east-1 EnableTrailS3BucketLogging Reliability Cloudtrail::IAMAAPolGenTrail High
RMIT
CLOUDTRAIL us-east-1 EnableTrailS3BucketLifecycle Cost Cloudtrail::IAMAAPolGenTrail Medium

SPIP © Optimization

SSB

CLOUDTRAIL us-east-1 SetupSNSTopicForTrail Operation Cloudtrail::IAMAAPolGenTrail
= WAFS Excellence

© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.




 What is AWS Service Screener v2

e Service Screener

Framework. CIS Amazon Web Services Foundations Benchmark

aws

~—> -Open Source Project Show 50 # entries Search:
A Home Copy CSV  Column visibility ~
Pages Rule Compliance
- Category * ID Status Description Reference
IE FINDINGS gory P
I~* MODERNIZE CloudTrail. Compliant v [NeedToEnableCloudTrail]
v [HasOneMultiRegionTrail]
& TA
Compliances / Frameworks CloudTrail. Need Attention X [RequiresKkmsKey] - Enable SSE Encrypt CloudTrail
= ¢ ¢ [us-east-1]Cloudtrail::management-events using AWS KMS
= A CloudTrail Security
= FTR Best Practices
Y= MSR CloudTrail. Need Attention X [LogFileValidationEnabled] - Enable CloudTrail log file integrity What is log file
¢ [us-east-1]Cloudtrail::management-events integrity
= NIST Enable Log file
integrity
= RMIT
= spip CloudTrail. Need Attention X [CloudWatchLogsLogGroupArn] - CloudWatch for CloudTrail Using CloudWatch
'_ o [us-east-1]Cloudtrail::IAMAAPolGenTrail Logs with
= ssB CloudTrail
= WAFS CloudTrail. Compliant +/ [EnableS3PublicAccessBlock]
adws
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« What is AWS Service Screener v2
@ Wamer

EE

_ Checks
APIGATEWAY

Select checks...
CLOUDFRONT

Pillar Criticality
CLOUDTRAIL

All All
CLOUDWATCH

Show low hanging fruit(s) onl Expand Hide all cards
=— DYNAMODB gine (s) only P IO

= EC2

. disabledBackup A deleteTableProtection A disabledPointInTimeRecovery a

LS resourcesWithoutTags Cost Optimization (2 disabledTTL Cost Optimization ({2 attributeNamesXL Cost Optimization ()

ELASTICACHE
GUARDDUTY Detail

1AM us-east-1

KMS 1. GuardDuty-Example-Customer-DB 2. aws-security-hub-automated-response-and-remediation-admin-
SchedulingTable1EC09B43-1HZ6UEPFWDTYC

LAMBDA Current

Check Value Recommendation

OPENSEARCH . Check CurrentValue Recommendation
disabledBackup Table does not have backup.

attributeNamesXL AccountlD- Attributes name longer than 15

RDS deleteTableProtection Delete table protection is

Region characters.
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e Use Case - Service Screener V2

e Service Screener = Visit Github " -
‘7| ZITH A Aws A’S0| Ciol S "E8 2 Al

WS . Open Source Project INDEX
/ﬁ‘ Home No. Critica"ty .....................................................................................................................................
Pages

O High . iy e
¥k FINDINGS _gm_ El'Zli.E 'E'&l' EOLI'% O|'|-| El’ ?_:H:Hgl' "él-g- OO:Ig:lII

2 X|AHSE 2 O A XM S Wa

I~ MODERNIZE A Medium Hl (=] ""I _lgl-l ToOTT OE O O
° (22%)
& TA

Compliances / Frameworks

= CIs © Informational
= FmR 2|EZE £8: 27| IES JA|EE/Z|ZEZ BH1 20|
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