Bedrock Agent £&7]|!

Null 52E{ contributor?} &|7|7}X]



X L0M=... S3E

https://www linkedin.com/in/hyeonjun-kwon-439565206/

Ge/pgle

LinkedIn
https://kr.linkedin.com » hyeonjun-kwon-439563206

HeE=g - (F)0rerdAE (Woowa Bros.)

CHergl= AlE - (F7)SF0rer8A|E (Woowa Bros.)

HAE TIEH/ 22| 81 / DevSecOps <br>- 7HEXALE figt & 8iZ' X X<br>- 'Lt 2A| kS i $
=8 HZ AERE"... - FE: (F)RLO0rEZAHE (Woowa ..







MAMB1 Al (Generative Al)
7|& HIO|EE 250104, A= 0|0|X], 2C|
hSofUls QXIS o 2ol

-

CH0| CIOJEIS 2AIOILE 2

i1

C)



)

=]
=

LLM (Large Language Model, CH#2 ¢10{ 2

=2,

Ef

O[o[iof Ll A5 0=

o] EIAE H|OJE{S BI&OI0 21742 21015

F

0
ol

O

|.









Bedrock (Amazon Bedrock)
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Amazon Bedrock Agent
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Agent inputs
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Amazon Bedrock Inline Agent SDK

G Note

Configuring and invoking an inline agent feature is in preview release for Amazon Bedrock and is subject to change. Amazon Bedrock
Inline Agent SDK is currently in beta.

[1J Important
Never expose AWS keys publicly, use least privilege |IAM roles, and rotate credentials every 90 days. Utilize AWS Secrets Manager,

implement MFA, avoid hard-coding credentials, and continuously monitor access.

e Use Amazon Bedrock Agents to orchestrate agentic workflows using tools from any MCP server [1] [2].

e Monitor and evaluate your Amazon Bedrock Agent responses with the @observe decorator using langfuse and phoenix.

o Utilize local immplementations of tools with Amazon Bedrock Agents - no AWS Lambda required.

e Take advantage of the CrewAl Toolkit and Langchain Tools with Amazon Bedrock Agents.

e Implement easily with Amazon Bedrock Knowledge for Retrieval Augmented Generation (RAG) and Amazon Bedrock Guardrails.

e Give your agents the capability to write and execute code using code interpreter.

e Automate Ul-related tasks using computer use [1] [2].
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0. Test Code (kwon_agent_actiongroup_schema is just an openapi type schema) [

lambda action group = ActionGroup
name= ’
description=
lambda name=

api schema = ({
sENVAReETsl : kwon agent actiongroup schema

1. AS-IS (Error occured) r

File "/home/ec2—user/amazon—bgarock-agent—samples/src/InlineAgent/src/InlineAgent/agent/inline_agent.py", line 91, in post init
self.action groups = self.action groups.actionGroups

AAAAAAAAANAAANANAANANAANAANANAANAANAANAANAANANAANAAN

File "/home/ec2-user/amazon-bedrock-agent-samples/src/InlineAgent/src/InlineAgent/action group/action group.py", line 312, in actionGroups
"s3BucketName": action group.api schema.s3["s3BucketName"],

AAAAAANAAANAAANAANAANAN




--api-schema (tagged union structure)

Contains either details about the S3 object containing the OpenAP| schema for the action group or the
JSON or YAML-formatted payload defining the schema. For more information, see Action group
OpenAPI schemas .

Note:

This is a Tagged Union structure. Only one of the following top level keys can be set:
payload , s3.

payload -> (string)
The JSON or YAML-formatted payload defining the OpenAPI schema for the action group. For more
information, see Action group OpenAPI| schemas .

s3 -> (structure)

Contains details about the S3 object containing the OpenAPI schema for the action group. For more
information, see Action group OpenAPI| schemas .

s3BucketName -> (string)
The name of the S3 buckeit.

s30bjectKey -> (string)
The S3 object key for the S3 resource.
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src/InlineAgent/src/InlineAgent/action_group/action_group.py (5

@@ -306,13 +306,18 @@ def actionGroups(self) —> List:

}

1,

elif action_group.api_schema:

actionGroup["apiSchema"] = {

}

"payload": action_group.api_schema.payload,

IIS3II: {

"s3BucketName": action_group.api_schema.s3["s3BucketName"],

"s30bjectKey": action_group.api_schema.s3["s30bjectKey"],

}

if action_group.api_schema.payload:

actionGroup["apiSchema"] = {

"payload": action_group.api_schema.payload,

}

else :

actionGroup["apiSchema"] = {
1153|| : {

}

"s3BucketName'": action_group.api_schema.s3["s3BucketName"],
"s30bjectKey": action_group.api_schema.s3["s30bjectKey"],



2. TO-BE (Success)

[ec2-user@ip-10-~111-1-3 ~]$ python inlineagent mcp.py

Using “default™ [profile](https://docs.aws.amazon.com/cli/vl/userguide/cli-confiqure-files.html).

2025-06-01 03:13:41,816 - botocore.credentials - INFO - Found credentials from IAM Role: readonlyaccess ec2
Sessionld: cdf3fcef-ef60-453a-adef-932f3b88bf04

2025-06-01 03:13:41,965 - botocore.credentials - INFO - Found credentials from IAM Role: readonlyaccess ec2




modify action_group.py action_schema : add conditional statements for payload

and s3 #144

Ind\ g -* B EashanKaushik merged 2 commits into awslabs:main from T@M4TO:main (] 3 weeks ago

L)) Conversation 2 -0- Commits 2 [F} Checks o0 Files changed 2

TOMA4TO commented last month - edited ~ Contributor

Amazon Bedrock Agent Samples Pull Request

Instructions

e Do not erase any parts of this template that are not applicable to your pull request.

If a section is not applicable, explicitly state the reason.

Tick the checkboxes for the items you have completed.

These are mandatory requirements, not mere suggestions.

Describe your changes

Concise description of the PR

According to the AWS CLI documentation for create-agent-action-group (https://awscli.amazonaws.com/v2/do¢ |-_I;| ti

However, I noticed that the action_group.py file within the InlineAgent SDK is currently structured in a way tl

Reviewers

é EashanKaushik

Assignees

No one assigned

Labels

None yet

Projects

None yet

Milestone

No milestone

Development

+13 -8 HIHEN

Successfully merging this pull request may close

these issues.

None yet
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File "/home/ec2-user/.local/lib/python3.11/site-packages/botocore/client.py"”, line 1031, in _ma
ke _ap1i_call
raise error_class(parsed_response, operation_name)
botocore.errorfactory.ValidationException: An error occurred (ValidationException) when calling t
he InvokeInlineAgent operation: 2 validation errors detected: Value 'Fetch and convert an AWS doc

umentation page to markdown format.

Args:
ctx: MCP context for logging and error handling
url: URL of the AWS documentation page to get recommendations for

Returns:
List of recommended pages with URLs, titles, and context
' at 'actionGroups.l.member.functionSchema. functions.3.member.description’' failed to satisfy

constraint: Member must have length less than or equal to 1200




mcp / src [ aws-documentation-mcp-server [ awslabs [ aws_documentation_mcp_server [ server_aws.py

[ Code ] Blame 372 lines (302 loc) - 13.2 kB - (1) Raw
/0
77 @mcp.tool()
78 v async def read_documentation(
79 ctx: Context,
80 url: str = Field(description='URL of the AWS documentation page to read'),
81 max_length: int = Field(
82 default=5000,
83 description="'Maximum number of characters to return.',
84 gt=0,
86 ),
87 start_index: int = Field( DOCS'I'r'inQOI E EI‘"_
88 default=0,
89 description='0n return output starting at this character index, useful if a previous fetch was truncated and more content is required.’',
90 ge=0,
91 ),
92 -> str:
93 """Fetch and convert an AWS documentation page to markdown format.
94
95 ## Usage
96
97 This tool retrieves the content of an AWS documentation page and converts it to markdown format.
08 For long documents, you can make multiple calls with different start_index values to retrieve

99 the entire content in chunks.
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e https://github.com/awslabs/mcp/tree/main/src/aws-documentation-mcp-server

o hitps://github.com/awslabs/amazon-bedrock-agent-samples/tree/main/src/InlineAgent

e hitps://awscliamazonaws.com/v2/documentation/api/2.18.18/reference/bedrock-agent/

create-agent-action-group.html

e hitps://strandsagents.com/latest/user-guide/quickstart/

 hitps://aws.amazon.com/ko/blogs/tech/amazon-bedrock-agents-mcp-model-context-

protocol/


https://github.com/awslabs/amazon-bedrock-agent-samples/tree/main/src/InlineAgent
https://awscli.amazonaws.com/v2/documentation/api/2.18.18/reference/bedrock-agent/create-agent-action-group.html
https://awscli.amazonaws.com/v2/documentation/api/2.18.18/reference/bedrock-agent/create-agent-action-group.html
https://strandsagents.com/latest/user-guide/quickstart/




