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Date: 2024-04-08 15:09:16

-> Using the AWS credentials below:
+ AWS-CLI Profile: default
+ AWS Regions: us-east-1
AWS Account:
User Id: :
Caller Identity ARN: arn:aws:st

Resources

oni
~> Using the following configuration:
+« Config File: DY OW r/ fig/config.yaml
*+ Mute List File: ) ) mutelist.yaml
+ Scanning unused services and resources: False

xecuting 305 checks,
->

Overview Results:

Account 552455647653 Scan Results (severity columns are for fails only): LATESTHEW FAILING FINDINGS

Provider Service Status Critical High Medium

3 UseLighthouse to review your indings and gain insights
e

aws accessanalyzer
aws account

aws lambda

aws backup

aws cloudformation
aws cloudtrail

aws cloudwatch

aws config

Prowler CLI Prowler Cloud
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About

Prowler Studio is an Al assistant that
helps you to create threat detection

ANNOUNCING checks, remediations and update

compliance frameworks for Prowler. It can
PROWLER 5.6 i o

be used as a CLI tool or as a web

application.

@ @ o Email addrass SUBSCRIBE
0 ( Al 7|1 A2t XiA| laC AL Tl =T} }
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o —
Prowler allows you to fix some of the failed findings it identifies. You can use the --fixer flagto C _I?I_OI_I' EHE |aC A |__| -'-)'-'l\l )

run the fixes that are available for the checks that failed.

prowler <provider> -c¢ <check_to_fix_1> <check_to_fix_2> ... -

N 38 2l ——fixer Sef|25 ArEdH

Executing 1 check, please wait...

S
Check ID: ec2_ebs_default_encryption - [medium] I:H_él__ Il-% #g(Remedlatlon) %Eé;l% AEI-CISCDI-I

eu-west-1: EBS Default Encryption is not activated.
us—east-1: EBS Default Encryption is not activated.

-> |IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII| 1/1 [100%] in 32.6s

Running Prowler Fixer, please wait...

0%
OF
o

Fixing fails for check ec2_ebs_default_encryption... leer —'—— II-*-l 7|-O CheCk Id f|Xer py 'I‘Ll_ I% I_II-
FIXING eu-west-1... E=EX 74*"0‘” EHOH ElI-I |:|:|_ ElAA E_I.C)lE OH EI|% Il

/| O 1Od
SO0= Custom Fixer 7£910| 7=

FIXING us—east-1...

2 findings fixed!

-~ MM T QOIM HZ: —list—fixers WHOZ AR Jts
You can see all the available fixes for each provider with the --1list-remediations or --list-fixers flag. _c')l__l- leer EEQ Q_I-O I Ol‘ A Ol @) D:I

prowler <provider> --list-fixers ——fixer—conflg el :IO EOH YAML 7|I:|I_I- *E_lIO% I_-II%-CI)-H

=2H &= HAHOO|A s
C Prowler Fixer )

O 1
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ec2_instance_port_postgresql_exposed_to_internet
ec2_instance_port_rdp_exposed_to_internet
ec2_instance_port_redis_exposed_to_internet
ec2_instance_port_sqlserver_exposed_to_internet
ec2_instance_port_ssh_exposed_to_internet
ec2_instance_port_telnet_exposed_to_internet
Date: 2025-88-21 16:30:33 ec2_securitygroup_allow_ingress_from_internet_to_high_risk_tcp_ports

ecr_repositories_not_publicly_accessible

accessanalyzer_enabled glacier_vaults_policy_public_access

awslambda_function_not_publicly_accessible guardduty_is_enabled

cloudtrail_logs_s3_bucket_is_not_publicly_accessible iam_password_policy_expires_passwords_within_90_days_or_less

cloudtrail_multi_region_enabled iam_password_policy_lowercase
cloudtrail_threat_detection_enumeration iam_password_policy_minimum_length_1

cloudtrail_threat_detection_l1lm_jacking iam_password_policy_number
cloudtrail_threat_detection_privilege_escalation
codeartifact_packages_external_public_publishing_disabled
documentdb_cluster_public_snapshot

ec2_ami_public

ec2_ebs_default_encryption

ec2_ebs_public_snapshot
ec2_ebs_snapshot_account_block_public_access
ec2_instance_account_imdsv2_enabled
ec2_instance_port_cassandra_exposed_to_internet
ec2_instance_port_cifs_exposed_to_internet
ec2_instance_port_elasticsearch_kibana_exposed_to_internet
ec2_instance_port_ftp_exposed_to_internet
ec2_instance_port_kafka_exposed_to_internet
ec2_instance_port_kerberos_exposed_to_internet
ec2_instance_port_ldap_exposed_to_internet
ec2_instance_port_memcached_exposed_to_internet
ec2_instance_port_mongodb_exposed_to_internet
ec2_instance_port_mysql_exposed_to_internet
ec2_instance_port_oracle_exposed_to_internet

iam_password_policy_reuse_24
iam_password_policy_symbol
iam_password_policy_uppercase
kms_cmk_not_deleted_unintentionally
kms_cmk_rotation_enabled
neptune_cluster_public_snapshot
opensearch_service_domains_not_publicly_accessible
rds_instance_no_public_access
rds_snapshots_public_access
s3_account_level_public_access_blocks
s3_bucket_policy_public_write_access
s3_buchet_public_access
s3_bucket_public_list_acl
s3_bucket_public_write_acl
securityhub_enabled
sqs_queues_not_publicly_accessible

There are 55 available fixers.
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¢ Prowler Studio C Prowler Lighthouse )

Prowler Studio is an Al-powered toolkit for generating and managing security checks for . It is modular,
model-agnostic, and supports multiple workflows and integrations.
Note: The code generated by the Al system should be reviewed by a human before use. P rowl er R AG = O | _C.)_ | X)ﬂ @) _E_ Il-ol_:l O-I IEI _(_)_l é) F *-”_C')I__l-
— ’
AKX — A H |:| L=} 5=
=3 710|E, A2t a2} | F 242 XSoh=
Components Overview UE'l E_|O-||O| | F X

Prowler Studio consists of several main components. Each is documented in detail in the docs/ directory. Below is a

summary of each component and a link to its full documentation.

1. Core ( ) ( Prowler Cloud MCP )

The foundational logic and workflows for check and fixer generation, check knowledge base using Retrieval
Augmented Generation (RAG), and compliance mapping. Model-agnostic and designed for extensibility.

* Main features:
o Modular workflow orchestration (Llamalndex-based).

o RAG dataset and semantic search in Prowler checks. GOog IeJ_-,-l- OpeﬂA| AP' | |_|-9§_ Ol‘ M CP =
o Provider abstraction for LLMs and embeddings. Al i — O-I*l A E %-C.él-(l D E cursor 6)E Il _Cl?.;l
f— - = , =

* Technical details and architecture:

C Prowler Studio )

)
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*prowler-studio” (includes Core + CLI by default)

A

er Lighthouse A

“prowler-studio-core”
“prowler-studio-cli”

Prowler Lighthouse Al is a Cloud Security Analyst chatbot that helps you understand, prioritize, LS

. . . . . . . . . ler-studio-mep- -
and remediate security findings in your cloud environments. It's designed to provide security prowler-studio=mep-server

expertise for teams without dedicated resources, acting as your 24/7 virtual cloud security This release also introduces seamless integration with Al Code assists via MCP Server and comprehensive

analyst. improved documentation for each component.

Prowler Studio

DISCLAIMER: This chat has no memory and does not store any dala. It is a simple chat interface to request new checks to Prowler Studio, so don't try to reference previous
MESSages.

Create a new Azure check to ensure that all my Azure Web Apps has at least 7 days of backup
retention.

To ensure that all your Azure Web Apps have at least 7 days of backup retention, you need to
stare the check files in the Prowler repository at the following path: prowler/providers/
azure/services/app/app_backup_retention_7_days. This folder must contain the
following files:

1. __init__.py: This file is necessary for Python package initialization.,

2. app_backup_retention_7_days.metadata. json: This file contains the metadata for
the checkl

3. app_backup_retention_7T_days.py: This file contains the code for the check.

Below are the contents of the metadata and code files:
legeaid " 5
? Metadata (app_backup_retention_7_days.metadata. json)

full admin access?

T_days™,

eb Apps have at least 7 days of backup retention“,

"SubServiceNam
"ResourceldTem
"Severity": "medium",

Prowler Lighthouse Prowler Cloud MCP
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: LIGHTHOUSEEZE & 52 ot MCP2t Fixer 7| =7t

( Prowler Lighthouse / Prowler Cloud MCP )

B mcp_server

Prowler Studio MCP Server

Overview
The Prowler Studioc MCP Server enables integration of Prowler Studio's Al-powered check and fixer generation into development environments
ERG . It is designed for seamless |DE integration (e.g., Cursor, VS Code). / \
, : OF="] OIL= L2 Al EIQ| O HFIT St
¢ Demo Time! |_I-E—|_,— Nu__l / o= O 1 |:|O |_-|I E—'—'—l:l'
—r
O{LES}K|?

i and "RedrivePolicy’
tributes['RedrivePalic
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( Prowler Cloud MCP )

Configuration

* Set GoOGLE API KEY (required) and openar_arI key (optional) in your environment or .env file.

* (Configure your IDE to connect to the MCP server (see below for examples).

Integration Examples

Cursor IDE

With Docker:

‘mcpServers®:
“prowler-studio®: {
“command”: "docker®,
“args"t [“run®, ®*--rm®, "-c", "OPEMAI API_ KEY=your opecnal api key®, "-e", "GDOGLE API KEY=your google apd key®, "-i®, *®
I
¥
¥

«
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C Prowler Cloud MCP )

Configuration

* Set GDOGLE API KEY (required) and openar_apI key (optional) in your environment or .env file.

* (Configure your IDE to connect to the MCP server (see below for examples).

Integration Examples

Cursor IDE

Google API key/OpenAl APl keyZ| 24X0| 11, IDEO]| HZH| A A= gl Alo]L]~
- 22| CLAUDE Desktop 9 2 Ol= 11, 1aC toolzd} H S k|| OtS X}

“prowler-stu
* command”

- y
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MCP H|Z}
I

aC 721 = 82| 0|77

Cloud
& Custodian

SatoC B|AAS HM J|HIOR XS Talshs QEAA

NE 2|40 I1H3P 7 10| = X5 +dor= Ol £Hz}

HAH (Policy) 7[2F k2]

YAML DtU = “0{H 2[AA0| OfH £

AWS, Azure, GCP, k8s+ x|

)

ex) IHE2! S3 H7I0| QoM —

policies:
- name: close-public-s3
resource: aws.s3
filters:
- type: global-grants
perms: [READ, WRITE]
actions:
- type: set-permissions

block-public-acls: true

nar-
I OffH ZHAS Bkx|” FO|
22| mcp= 0| YAML e % 1=
LK

dws

policies:
= : my-aws-instances
: aws.ec?

- tyﬁe: value

key: "tag:owner"
value: "sam"

import boto3
client = boto3.client('ec2')

custom filter = [{
'"Name': 'tag:owner',
'"Values': ['sam']}]

response =

client.describe_instances(Filters=custom_
filter)

1) 2laA HBHY
SO =1 X[F
(public: true, tag: Enviroment:dev)

2) oH)k=|
210f| = 2 A0| CHEH 22X =28
(set-permission, delete, stop)

32U &ETD
AlGH ANE json<>4EHE s3, CloudWatch
SO &
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: Al & SASS AF2 9| 57} ]

M| & MCPL| tool(g4) -

et latest file > <get_security_summary>
(_ getlatest, 4 ™

< analyze html_file > get_cloud_custodian_aws
_resource_reference_html notify slack,
< analyze csv file > auto dry run laC,
< write_yaml_file > analyze laC run results
< analyze _json_file > <
create_yaml_directory>
\_ /

<ana|yze_prowler_results>
< list_iac_files >

@et_prowler_reports_lisD -
( get_iac_file_content >
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c QEAASE 24!

o comprowler / Compler_ MCP

ode (%) Issues [ Pullrequests (») Actions [ Projects [OJ Wiki () Security |~ Insights £ Settings

Compler_MCP ' rublic

i¥ main - F 1Branch O 0Tags Q Go to file Add file - About

Compler MCP explains Prowler results via
Meroe n eauest #1 from comprowler/fiv/add-nrowler-server o OaAFO T - 3 winake 200 Ty c
0 woohyun212 Merge pull request om comprowler/fix/add-prowler-server em 8e4f87e - 3 weeks ago 1) 25 Commits Claude Desktop
B sic Update parser.py 3 weeks ago Readm

B Activity

README.md Update README.m

Custom properties
main.py feat: initialize uv project-compler with main function and pro...
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- get_latest_prowler_file : Retrieve latest file information - analyze_prowler_results : Detailed security analysis (now —
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# This is a cool project §-§ . | have a few questions:

iy

1. The tools parse Prowler output files. Do you plan to extend it with Prowler App APls?
2. There are around 10 tools. The performance of LLMs degrade with increasing number of MCP tools. In the Claude demo are you using
Prowler along with other MCP tools? Is Claude able to pick up right tools all times? Have you setup some automated evaluation to see

that LLM picks right tools always?
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